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ABSTRACT

Security requirement work plays a key role in achieving cost-effective and adequate security in
a software development project. Knowledge about software companies’ experiences of security
requirementworkisimportantinordertobridgetheobservedgapbetweensoftwaresecuritypractices
andsecurityrisksinmanyprojectstoday.Particularly,suchknowledgecanhelpresearchersimproveon
availablepracticesandrecommendations.Thisarticleusestheresultsofpublishedempiricalstudieson
securityrequirementworktocreateaconceptualframeworkthatshowskeyconceptsrelatedtowork
context,thisworkitselfandtheeffectsofthiswork.Theresultingframeworkpointstothefollowing
researchchallenges:1) Identifyingandunderstandingfactors important for theeffectofsecurity
requirementswork;2)Understandingwhatistheimportanceofthechosenrequirementsapproach
itself,and;3)Properlytakingintoaccountcontextualfactors,especiallyfactorsrelatedtoindividuals
andinteractions,inplanningandanalysisofempiricalstudiesonsecurityrequirementswork.

KeyWoRDS
Agile Software Development, Conceptual Framework, Empirical Studies, Literature Review, Security 
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INTRoDUCTIoN

Intoday’sinterconnectedworld,wewouldclaimthatsoftwaresecurityisanaspecttoconsiderin
mostsoftwaredevelopmentprojects.Currently,agiledevelopmentmethodologiesareprominentin
softwaredevelopment.Suchmethodsareusedevenforlargescaledevelopment(Dikert,Paasivaara,
& Lassenius, 2016) and for security critical and safety critical software (Hanssen, Stålhane, &
Myklebust,2018;Heeager&Nielsen,2018;Oueslati,Rahman,&benOthmane,2015).Thus,good
waysofworkingwithsecuritywithinanagiledevelopmentparadigmisnecessary.

Therehasbeendonealotofworkonsuggestingwaystodealwithsoftwaresecurityinagile
developmentprojects,includingproposalsforintegratingsecurityintoagilemethodologieslikeXP
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(Aydal,Paige,Chivers,&Brooke,2006)andScrum(Pohl&Hof,2015). In2009theMicrosoft
SecurityDevelopmentLifecycle(SDL)(Howard&Lipner,2006;Microsoft,n.d.)wasreleasedin
aversionspecificforagiledevelopment(AgileSDL)(Microsoft,2009),andabuserstorieshavefor
sometimebeenasuggestedwayofrepresentingsecurityrequirementswithinagiledevelopment
(Peeters,2005).Additionally,thereexistmethod-agnosticapproachestosoftwaresecuritythatshould
bepossibletointegratewithagiledevelopment,suchasthetouchpointsforsoftwaresecurity(McGraw,
2004,2006),theBuildingSecurityinMaturityModel(BSIMM)(McGraw,Migues,&West,2018)
andtheOWASPSoftwareAssuranceMaturityModel(SAMM)(OWASP,n.d.).Therethusseems
tobenolackofmethodsfordoingsoftwaresecurityworkalsowithinanagileparadigm.Still,many
haveobservedthatsecurityisfrequentlynotgivenproperattentioninsoftwaredevelopmentprojects
today(Tøndel,Jaatun,Cruzes,&Moe,2017;Nicolaysen,Sassoon,Line,&Jaatun,2010;Terpstra,
Daneva,&Wang,2017).

Asiswellcommunicatedbytheabovementionedsoftwaresecurityapproaches,softwaresecurity
shouldbeanintegratedpartofdevelopmentandhavearoleinthevarioussoftwaredevelopment
activities,includingrequirements,design,coding,testing,deploymentandoperations.Securityisnot
somethingthatcanbesuccessfullyaddedonasanafterthought,butshouldbebuiltintothesystem
fromthebeginning.Thishowevermeansthatthetotalnumberofsuggestedsecurityactivitiescan
bequiteoverwhelming. It ispossibleforprojects tospenda lotofeffortonsecurity,evenover-
spending, ifnotproperlyaddressingthesecurityneeds.Thus,weconsidersecurityrequirements
workasfoundationaltoachievingcost-effectivesecurityinaproject.

Inthisarticle,wedefinesoftwaresecurityrequirementsworkasactivitiesperformedinrelation
toasoftwaredevelopmentprojectto:1)decidewhetherandhowtoidentifysecurityneeds,risksor
requirementsforaproject;2)dotherequirementselicitation;3)communicatetheidentifiedsecurity
needs,risksorrequirements,and;4)integratetheseandmakeprioritiesrelatedtothemindevelopment.
By agile development we mean software development that in large part is guided by the Agile
principles,asoutlinedintheAgileManifesto(Becketal.,2001),includingvariousmethodssuchas
ScrumandXP.Comparedtoawaterfalldevelopmentapproach,requirementsmanagementinagile
developmentis“farmoretemporal,interactiveandjustintime”(Leffingwell,2010).Additionally,
theneedforrequirementsprioritizationcanbeconsideredtobebuiltintotheapproach;“[w]eadmit
upfrontthatwecan’timplement(norevendiscover)allpotentialrequirements”(Leffingwell,2010).
Securityisonlyoneofthetypesofrequirementsadevelopmentprojectneedstoconsider.When
negotiatingthethreevariablescost,scheduleandrequirements(Leffingwell,2010),requirements
maybemodifiedordroppedaltogether.

There exist few empirical studies on how security requirements are handled in software
developmentprojects(Terpstraetal.,2017),thus“[h]owpractitionersinthefieldthinkaboutsecurity
requirementsandhowtheydevisetheirprocessesofcopingwiththeissuestheserequirementspose,
ishardlyknown”(Terpstraetal.,2017).Empiricalstudiesofsoftwaresecuritypracticeswithinagile
developmentcanhelpusunderstandwhatmakescompaniesandprojectsadopt(ornotadopt)software
securitypractices,howdifferentpracticesmayhelp,whatworkswellandwhatischallengingincertain
contexts,etc.Suchknowledgeisimportantinordertobridgetheobservedgapbetweensoftware
securitypracticesandsoftwaresecurityneedsandrisksinmanyprojectstoday.Inparticular,such
knowledgecanhelpresearchersimproveonexistingsupportprovidedtoagiledevelopmentprojects
intermsofavailablepracticesandrecommendations.

Inthisarticle,weaimtoimproveunderstandingofsecurityrequirementsworkwithinanagile
developmentapproach.Ourstudyaimstoanswerthefollowingresearchquestions:

• Whatfactorsarefoundincurrentempiricalresearchtoinfluenceand/orcharacterizesecurity
requirementsworkinagileprojectsinanindustrysetting?

• Howdothesefactorsimpactthesecurityrequirementsworkanditseffect?
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Webuildonpublishedempiricalstudiesthatcoversecurityrequirementswork,emphasizing
resultsfromstudiesperformedinanindustrysetting.Thefindingsfromthesestudiesareusedto
buildaconceptualframeworkthatshowsimportantconceptsthatimpactand/orcharacterizesecurity
requirementswork,andtherelationsbetweentheseconcepts.Theconceptualframeworkisastep
towardsacomprehensiveunderstandingofsecurityrequirementsworkinagileprojects,andcanact
asabasisforfurtherresearchonthistopic,bothinprioritizingwhichresearchstudiestoundertake,
andasinputtoplanningandanalysisinfutureempiricalstudieswithinthistopic.

Theremainderofthisarticleisstructuredasfollows.Itstartsbygivinganoverviewofliterature
reviewsrelatedtosecurityrequirementsworkinagiledevelopmentandintroducingtwopreviously
suggestedconceptualframeworkrelatedtothistypeofwork.Thenitmovesontoexplainingthe
methodusedtoidentifyempiricalsourcesandconstructtheconceptualframework.Followingthe
methoddescription,thearticleintroducestheselectedstudiesandtheconceptsderivedfromthese
studiesbeforeitpresentstheresultingconceptualframework.Thenitdiscussesthevalidityofthe
conceptualframeworkanditsimplicationsforresearch.Thearticleendswithasummaryofthemain
conclusionsofthearticleandintroducesfuturework.

ReLATeD WoRK

SincethepublicationoftheAgileManifestoin2001(Becketal.,2001),manyresearchersand
practitionershaveworkedonhowtoincludesecurityintoagilesoftwaredevelopment.These
discussionsstartedquiteearly;SystematicLiteratureReviews(SLRs)identifypapersfromthe
verybeginningdiscussingsecurityinrelationtoagiledevelopment(Saldanha&Zorzo,2019).
OneexampleofsuchapaperisBeznosov’ssuggestionsfrom2003onhowtointegratesecurity
andeXtremePrograming(XP)(Beznosov,2003).Althoughsecurityinagiledevelopmenthas
been a topic of discussion and research since then, and a substantial amount of literature is
availableonthesubject(Bishop&Rowland,2019),manyauthorspointtotheneedformore
researchtobetterunderstandandsolvethechallengestoday’ssoftwaredevelopmentprojectsare
facingwhenitcomestosecurity(Bishop&Rowland,2019;Saldanha&Zorzo,2019;Villamizar,
Kalinowski,Viana&Fernández,2018).

Lately,several literaturereviewshavebeenperformedregardingagilesoftwaredevelopment
andsecurity,andevenspecificallyonsecurityrequirementsinagiledevelopment.Inthissection,
wegiveanoverviewoftheseliteraturereviewsandpositionthisarticleinrelationtothesereviews.
Additionally,thissectiondescribesconceptualframeworksthathavealreadybeendevelopedrelated
tosecurityrequirementsinagiledevelopment.

overview of Systematic Literature Reviews
In2015,Oueslatietal.performedaliteraturereviewaimedatidentifying“challengesofdeveloping
securesoftwareusingtheagileapproach”(Oueslatietal.,2015).Fourteenchallengeswereidentified,
andthechallengeswerecategorizedintofivecategories:“Softwaredevelopmentlife-cyclechallenges”
concernedsecurityactivitiesnotbeingincludedinagilemethods,anddifficultyintegratingsecurity
ineveryiterationduetoshortiterationtimes.“Incrementaldevelopmentchallenges”wererelatedto
dealingwithfrequentchanges.“Securityassurancechallenges”wererelatedtodocumentingandtesting
thesysteminamannerexpectedforsecurityassurance.“Awarenessandcollaborationchallenges”
includedneglectionofsecurityrequirements,lackofexperienceandsecurityawareness,andchallenges
separatingthedeveloperandreviewerroles.“Securitymanagementchallenges”concernedhowadded
costsandalackofincentivesresultedinsecuritynotbeingprioritized.

In2016,Khaimetal.studiedwhatapproachesaresuggestedforsoftwaresecurityinagile,the
roleofthesecurityexpertintheseapproaches,andwhatkindofchallengesemergewhenintegrating
securityandagiledevelopment(Khaimetal.,2016).Theyfoundthathalfofthestudiesconsider
integrationofsecurityintoagileinageneralway,15%considerintegrationintoScrum,23%XPand



International Journal of Systems and Software Security and Protection
Volume 11 • Issue 1 • January-June 2020

36

12%FDD.Inoverhalf(54%)ofthepaperstheystudied,thesecurityexpertrolewasnotspecified,
andtheimpressionofKhaimetal.isthatthosepapersthatincludethesecurityexpertroledonot
dothisinaclearwayandinawaythatensuresinvolvementthroughoutdevelopment.Khaimetal.
identifiedalonglistofchallenges,includingseparatingthesoftwaredeveloperandsecurityexpert
roles,securityassuranceinthecaseofcontinuouslychangingcode,documentationneeds,refactoring,
lackofsecurityexperienceofdevelopers,trackingsecurityrequirementsincaseoffrequentchanges,
neglectingsecurityrequirements,unawarecustomers,etc.

In2017,Alsaquafetal.performedanSLRonqualityrequirementsinlargescaleagiledevelopment
inordertoidentifypracticesandproposedapproachestocopewithqualityrequirementschallenges
in large scale distributed agile development (Alsaqaf, Daneva & Wieringa, 2007). Security was
consideredatypeofqualityrequirement.Theyfoundthat,despitemanyavailableapproaches,noneof
theapproachestheyidentifiedhadbeen“triedoutinreallifesettings”(Alsaqafetal.,2017).Challenges
wereidentifiedrelatedtothetechniquesavailable(nowidelyacceptedtechniques;inadequacyof
theexistingtechniques;traceability),theprioritiesmade(functionalityisprioritized;ignoresome
typesofrequirements;validatedlate;insufficientanalysis)andrelatedtotheProductOwner(lackof
knowledge;workload;availability;dependence).Theypointedoutthatthechallengesinlargepart
relatetoagile-specificpracticesandthat“somecharacteristicsofagile[requirementsengineering]
pitchedasstrengthsinagiletextbooks(e.g.theroleoftheproductowner,theuseofuserstories)can
beconsideredinfactasinhibitorstoengineeringof[qualityrequirements]”(Terpstraetal.,2017).

In2019,BishopandRowlandanalyzedliteratureinordertounderstand“theeffectofsecurity
practicesonsoftwaredevelopmentagility”(Bishop&Rowland,2019).Additionally,theyprovided
ataxonomythatcanbeusedtoorganizeandsummarizeworkonsoftwaresecurityinagile.They
dividedpapersintotwomaincategories:phasefocusedandphaseindependent.Therequirements
phasewasidentifiedasthephasethathadreceivedthemostresearchattention.Still,theypointedto
aneedformoreresearch,andespeciallyempiricalresearch,toextendthecurrentbodyofknowledge
relatedtosoftwaresecurityinagiledevelopment.

Additionally, 2018 and 2019 saw the publication of three literature studies that specifically
consideredsecurityrequirementsinagiledevelopment.BothSaldanha&Zorzo(2019)andVillamizar
etal.(2018)performedsystematicmappingstudiestounderstandtheapproachestakentohandle
securityrequirementsinagiledevelopmentprojects,andtoassessthecoverageofcurrentresearch
on this topic. Villamizar et al. found that most approaches are related to Scrum, and that most
approachesaddressspecificationandelicitationofsecurityrequirements.Bothstudiesfoundthat
solutionstypicallyinvolvemodifyingtheagilemethodorintroducingnewartefactsorguidelinesto
handlesecurity.Saldanha&Zorzohoweveralsopointtotheimportanceofsecuritytrainingandits
possibilitytoimpactthesecuritylevelofthesoftware.Bothsystematicmappingstudiesidentifyalack
ofempiricalresearch,includingempiricalevaluationsofexistingapproachestosecurityrequirements
engineeringinagiledevelopment.Otherresearchgapsidentifiedincludetoolsupportandverification
andvalidationofsecurityrequirements(Villamizaretal.,2018).Muneeretal.performedasystematic
literaturereviewtocompare“modernrequirementsmanagementtechniqueswithclassictechniques
formanagingNon-Functionalrequirements(NFRs)inagileSoftwareMethods”,focusingprimarily
onsecurityrequirementsasatypeofNFR(Muneer,Nadeem&Kasi,2019).Theirreviewconcludes
thatmoderntechniqueshavethepotentialtoovercomesomeofthemethodweaknessesidentified.

objective of This Work
TheworkpresentedinthisarticleisnotanSLR,butalighterandlesscomprehensiveformof
literaturereviewwithagoaltocomplementexistingSLRsinthisarea.PreviousSLRshavecovered
challengesrelatedtosecurityandagile(Oueslatietal.,2015),haveidentifiedtheapproachescovered
inresearchliterature(Khaimetal.,2016;Saldanha&Zorzo,2019;Villamizaretal.,2018;Bishop
&Rowland,2019;Alsaquafetal.,2017),theweaknessesandstrengthsofavailableapproaches
(Muneeretal.,2019),theeffectonagility(Bishop&Rowland,2019),andtheroleofthesecurity
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expert(Khaimetal.,2016).MostSLRspointtotheneedformoreempiricalresearch(Alsaquaf
etal.,2017;Bishop&Rowland,2019;Saldanha&Zorzo,2019;Villamizaretal.,2018).Weare
howevernotawareofanySLRthatgivesanoverviewofwhatwecanlearnfromtheempirical
researchthathasalreadytakenplaceonsecurityrequirementsworkinagiledevelopmentprojects.
Thisarticleisanattempttofillthisgap.

Asameantogiveanoverviewofwhatwecanlearnfromexistingempiricalresearchonthistopic,
thisarticlecombinespreviousfindingsintoaconceptualframework.Aconceptualframeworkcan
bedefinedas“anetwork,or‘aplane’,ofinterlinkedconceptsthattogetherprovideacomprehensive
understandingofaphenomenonorphenomena”(Jabareen,2009). It isaproductof theorization
(Jabareen,2009)andhasparticularbenefitsfordesigningstudiesasit“forcesyoutobeselectiveto
decidewhichvariablesaremostimportant,whichrelationshipsarelikelytobemostmeaningful,
and,asaconsequence,what informationshouldbecollectedandanalyzedat leastat theoutset”
(Miles&Huberman,1994).Thus,aconceptualframeworkbasedonexistingempiricalresearchcan
beusedtoguidefutureempiricalresearchonsecurityrequirementsinagiledevelopment,atypeof
studythatismostneeded.Conceptualframeworkscanbe“rudimentaryorelaborate,theory-driven
orcommonsensical,descriptiveorcausal”(Miles&Huberman,1994).However,inthisarticlewe
taketheadvicefromJabareen(2009)totakeaninterpretativeapproach,ratherthanacausal/analytical
approach;stating“[c]onceptualframeworksaimtohelpusunderstandphenomenarather thanto
predictthem”(Jabareen,2009).

existing Conceptual Frameworks Related to Security 
Requirements in Agile Development
Weareawareoftwoexistingattemptstocreateconceptualframeworksrelatedtosecurityrequirements
inagiledevelopment.Thesehaveadifferentfoundationthantheconceptualframeworkpresented
inthispaper.

Conceptual Framework on Security Requirements as Viewed by Agile Practitioners
Terpstraetal.(2017)conductedasurveyofpractitioners’postingsonsocialmedia(LinkedIn)to
discoverhowagilepractitionersreasonaboutsecurityrequirementsandhowtheycopewiththistype
ofrequirements.Theanalysisresultedintheidentificationof21conceptsthatindicateproblems
regarding security requirements in agile, and 15 coping strategies. The problems identified are
varied,withcentralthemesbeingthebusinessvalueofsecurity,theprioritiesthathavetobemade,
thetendencythatsecuritygetslostintheprocess,andthelackofawarenessandknowledge.The
analysisadditionallyresultedinthedevelopmentofadescriptiveconceptualframeworkfromthe
viewpointofthedevelopmentteam.ThisconceptualframeworkhasbeenredrawninFigure1.The
boxesinthisfigurerepresentconceptualcategoriesdefinedbyTerpstraetal.thatmaptothefigure
inthefollowingway:

• Ownership of security requirements:Whoisresponsibleforsecurityrequirements?Developers?
Businessrepresentatives/Productowner?

• Definition of “done” (DoD):DoestheDoDneedarevision?
• Business case:Isthebusinesscaseclearonsecurityrequirements?
• Attitude towards security requirements:Whypeopledonotcare?Noincentivestodosomething

abouttheserequirements?Nounderstandingofwhattherequirementsmean?
• Organizational setup:Istheorganizationalcontextconductivetoquicklyfindingtheproblem?
• Perceptions of priority:Aretheredifferentperceptionsofpriority?

The conceptual framework developed by Terpstra et al. describe important influences and
challengeswithsecurityrequirementsworkinagile.Itishoweveronlybasedononestudy.
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Conceptual Framework Showing Important Categories When 
Integrating Security Requirements Into Agile Development
Daneva&Wang(2018)performedadocumentanalysisofseven“welldocumentedagilesecure
developmentframeworksputforwardbycompaniesornon-profitindustryorganizationssupported
bycompanies.”Basedonthepracticesthatwerepartofthesedocuments,theycreatedtheconceptual
frameworkdepictedinFigure2.Thecentraloverarchingcategoryoftheframeworkis“Absorbsecurity
requirements”,representingthat“thedevelopmentteamabsorbstheneedsandtheresponsibilityfor

Figure 1. Conceptual framework developed by Terpstra et al. (2017)

Figure 2. Conceptual framework developed by Daneva and Wang (2018)
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engineeringsecurityrequirements”(Daneva&Wang,2018).Whatthismeansisrepresentedbythe
otherconceptsintheframework:

• Activities:Introducingsecurityactivities(organizationaland/ortechnical);
• Artefacts:Examplesincludeabuserstoriesandriskassessments;
• Roles:Organizationalortechnicalrolesthatcouldmirroragilespecificroles(suchasScrum

masterorproductowner),oraddingsecurityexpertisetotheteam;
• Competencies:Havingnecessarycompetence,e.g.onsecuritytestingandsecurearchitecture.

Thisconceptual frameworkpresents importantcategoriesforsecurityrequirementswork,as
documentedbykeyplayers.Ithoweveronlydescribescurrentpracticetotheextentthatthedocumented
frameworksareusedaswritteninthesedocuments.

ReSeARCH MeTHoD

Inordertoconstructaconceptualframeworkbasedonexistingempiricalstudies,weperformeda
seriesofphases:identifyingpublishedstudiestouseasabasisfortheframework,analyzingthe
publishedresultsofthesestudiestoidentifycentralconceptsrelatedtosecurityrequirementswork,
andsynthesizetheseconceptsintoaconceptualframework.Inthefollowingwedescribeeachof
thesephasesinmoredetail.AnoverviewofourapproachisgivenFigure3.Ascanbeseenfromthis
figure,ourapproachwascyclical.Inallwedidthreeiterationsofthiscycle.

Identify Studies (Step 1)
Ourgoalinthisstepwastoidentifyempiricalstudiescoveringaspectsofsecurityrequirementswork
inagiledevelopment.Wewereprimarilyinterestedinstudiesperformedinindustrysettings.Wedid

Figure 3. Method for constructing the conceptual framework
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notaimforanSLR.Insteadweusedthefollowingstrategytoidentifyrelevantstudies:1)identify
relevantandrecentSLRsandusethemtofindrelevantpapers,and;2)supplementreferencesfrom
SLRswithsearchesonGoogleScholarformorerecentstudies.Wedidthisinthreeroundsandovera
periodofthreeyears.ThefirstroundusedtheSLRsofKhaimetal.(2016)andOueslatietal.(2015),
inadditiontosearchesonGoogleScholartoidentifymorerecentstudiesthatwerenotcoveredbythe
publishedSLRs.Wedeliberatelysearchedforempiricalstudiescoveringsoftwaresecurityinagile,
andnotspecificallysecurityrequirementswork,becauseweusethisterminabroadersensethan
elicitinganddocumentingsecurityrequirements.ThesecondroundusedtheSLRofAlsaquafetal.
(2017)aswellasadditionalsearchesonGoogleScholar.ThethirdroundusedtheSLRsofBishop
andRowland(2019),SaldanhaandZorzo(2019),Villamizaretal.(2019)andMuneeretal.(2019).

Weselectedthislightweightapproachtoidentifyingempiricalstudiesfortworeasons:1)we
didnotbelieveitnecessarytorepeattheidentificationofrelevantpublicationsalreadyperformedby
otherresearchers,and2)wedidnothavethegoaltocollectallrelevantempiricalevidence,butrather
sufficientevidencetocreateafirstversionofaconceptualframeworkthatcouldlaterbeextended
asnewevidenceispublished.

Thesearchingforandscreeningofliteraturewasdonebyoneresearcher,andwasdonebasedon
titleandabstract.Forthestudiesthatseemedtofittheinclusioncriteria(empiricalstudiesofsecurity
requirementsworkinagiledevelopment),wefurtherinspectedthemethodsandresultssectionsto
determineiftheywererelevantforthisstudy.Intheend,weendedupwiththepaperslistedinTable1.

Analyze Study Results (Step 2 and Step 3)
OurapproachwasinspiredbyJabareen(2009),whoproposedamethodcalledconceptualframework
analysis particularly suited for multidisciplinary phenomena. Jabareen’s method is based on the
groundedtheorymodel,andconsistsofsevenphases:1)“Mappingtheselecteddatasources”,2)
“Extensivereadingandcategorizingoftheselecteddata”,3)“Identifyingandnamingconcepts”,4)
“Deconstructingandcategorizingtheconcepts”,5)“Integratingconcepts,6)“Synthesis,resynthesis,
andmakingitallmakesense”and7)“Validatingtheconceptualframework”(Jabareen,2009).We
didnotfollowthismethodindetail,aswearenotaimingforamultidisciplinaryframeworkwithas
extensivesourcesasisrecommendedbyJabareen.Insteadweusedaspectsofthismethodadjustedto
ourneeds.Inparticular,wetooktheadvicetoreadandrereadsources,andtocategorizethembased
onimportance(Jabareen,2009)andrelevance(Maxwell,2013).Alltheincludedstudies(Table1)
weredividedintotwocategories:primarystudiesandsecondarystudies.Thefirstcategoryconsists
ofstudieswheresecurityrequirementsworkisamainpartofthetopicstudied,thestudyisdone
inanindustrysettingandwithadequateresearchmethod(includingadequatemethoddescription).
Secondarystudiesarestudieswithresults thatcouldberelevant forsecurity requirementswork,
butwheresecurityrequirementsisonlyaminorpartoftheoverallstudyorwherethestudyisnot
adequatelydescribed,hasobviousmethodologicallimitationsorisperformedinastudentsetting.
Onlytheprimarystudieswereusedtoidentifyconcepts,whileresultsfromthesecondarystudies
wereusedwhererelevanttobetterunderstandandtovalidate/contradictthefindingsintheprimary
studies.Conceptswereidentifiedbyreadingtheresultsanddiscussionpartoftheprimarystudiesin
detail,identifyinganyresultsrelatedtosecurityrequirementswork,andaddingcodestotheseresults.

Synthesize (Step 4 and Step 5)
ThemethodusedforconstructingaconceptualframeworkbuildsonthepracticaladviceofMiles
andHuberman(1994).TociteMilesandHuberman,“[s]ettingoutbins,namingthem,andgetting
clearerabout their interrelationships leadyou toaconceptual framework.” (Miles&Huberman,
1994).AccordingtoMilesandHuberman,conceptualframeworksarebestdonegraphically,one
shouldexpecttodoseveraliterations,andtheysuggestusingpriortheorizingandempiricalresearch
asimportantinputs.Additionally,theyrecommendthatoneshouldavoidthenon-riskframework
withonlygloballevelvariablesand“two-directionalarrowseverywhere”(Miles&Huberman,1994).



International Journal of Systems and Software Security and Protection
Volume 11 • Issue 1 • January-June 2020

41

Aswillbeseenfromthefollowingsection,wemadetablesofconceptsfromtheprimarysources,
assuggestedbyJabareen.Inmakingthesetablesweintegratedandsynthesizedconcepts,assuggested
byJabreen,inaniterativemanner.UsingMindManager,initialconceptsidentifiedfromtheprimary
studiesweregroupedintooverallconcepts.Thiswasdonefirstforthedifferentstudytypesidentified,
andthenwecombinedconceptsfromthedifferentstudytypesintoamodifiedandcombinedtable
ofconceptsthatweusedtocreatetheconceptualframework.Increatingthegraphicalconceptual
framework,welookedagaintotheprimarystudiestoidentifywhatrelationsbetweentheconcepts
werevisibleinthosestudies.

CoNCePTS FRoM eMPIRICAL STUDIeS

In the following, we give an overview of the identified primary studies and the concepts
identifiedfromthesestudies.AnoverviewoftheprimarystudiescanbefoundinTable2,while
anoverviewofsecondarystudiescanbefoundinTable3.Westartwithpresentingstudiesthat

Table 1. Overview of included papers and which SLRs that also include them

Identified Paper Oueslati et 
al. (2015)

Khaim et 
al. (2016)

Alsaquaf 
et al. 

(2017)

Bishop & 
Rowland 

(2019)

Saldanha 
& Zorzo 
(2019)

Villamizar 
et al. (2019

Muneer et 
al. (2019

Adelyar&Norta(2016) x

Aydaletal.(2016) x

Baca&Carlsson(2011) x x

Bacaetal.(2015) x x

Bartsch(,2011) x x x x

Bellomo&Woody
(2012) x

Fitzgeraldetal.(2013) x

Ghanietal.(2014) x x x

Kongsli(2006) x x x x

Nicolaysenetal.(2010)

Pohl&Hof(2015) x

Polleretal.(2017) x

Rajba(2018) x

Renatusetal.(2015)

Rindelletal.(2016) x x

Sachdeva&Chung
(2017) x x x

Savolaetal.(2012) x

Terpstraetal.(2017) x x x

Tøndeletal.(2017)

vanderHeijdenetal.,
2018 x

Williamsetal.(2009)

Williamsetal.(2010) x
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Table 2. Overview of primary studies

Reference Study Goal Study Method

Adelyar&
Norta(2016)

Identifychallengesinthecustomerand
developerpractices

Interviews,4teams,teammanagerand2-3
developersfromeachteam

Bacaetal.
(2015)

EvaluateSEAP(moresecurityresourcesinthe
team;incrementalriskanalysis)

Actionresearch,oneproject,fourversions,8
developmentteams

Bartsch(2011) Understandchallengesandmitigationsin
security-criticalagiledevelopment Interviews(10intervieweesfrom9companies)

Nicolaysen
etal.(2010)
(interviewpart)

Understandwhethersoftwaresecuritywasa
specificconcerninagiledevelopment Sixinterviewswithsoftwaredevelopers

Polleretal.
(2017) Impactofexternalauditandtraining Questionnaires,observations,documentstudies,

interviews(15);13months

Terpstraetal.
(2017)

Discoverhowagilepractitionersreasonabout
securityrequirementsandhowtheycopewith
thistypeofrequirements

PostingsonLinkedIn,twodiscussionthreads

Tøndeletal.
(2017)

Identifyrisk-centricpracticesinsoftware
security Interviews;23organizations

vanderHeijden
etal.(2018)

Identifysecuritychallengesinlarge-scaleagile
development

Interviews(teninterviewsfromfiveteams)ina
financialorganization

Williamsetal.
(2010)

EffectofusingProtectionPoker(atechniquefor
securityriskestimation)

Casestudy(observations,survey)inoneteam,
3months

Table 3. Overview of secondary studies

Secondary Study Reason for not Including as Primary Study

Aydaletal.(2016) Lackofinformationaboutresearchmethod

Baca&Carlsson(2011) Securityrequirementsisnotamainfocus

Bellomo&Woody(2012) Securityrequirementsisnotamainfocus;Some
informationonresearchmethodislacking

Fitzgeraldetal.(2013) Limitedfocusonsecurityrequirementswork

Ghanietal.(2014) Lackofinformationaboutresearchmethod

Kongsli(2006) Experiencereport

Nicolaysenetal.(2010)(casestudypart) Casestudyinresearchprojectandwithunclearresearch
method

Pohl&Hof(2015) Evaluationwithstudents;weakresearchmethod

Rajba(2018) Lackofinformationaboutresearchmethod

Renatusetal.(2015) Securityrequirementsisnotamainfocus;unclearresearch
method

Rindelletal.(2016) Securityrequirementsisnotamainfocus

Savolaetal.(2012) Limitedfocusonsecurityrequirementswork

Sachdeva&Chung(2017) Lackofinformationaboutresearchmethod

Williamsetal.(2009) Evaluationswithstudents
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coversoftwaresecurityinagiledevelopmentinabroadersense,andthenmoveontostudies
ofspecifictechniquesrelevantforsoftwaresecuritywork.ThestudybyTerpstraetal.(2017),
althoughitcouldbeconsideredpartofthefirststudycategory,isdescribedinaseparatesection.
This isbecauseTerpstraetal.provideaconceptual frameworkbasedon their findings, thus
conceptsfromthisstudyhavealreadybeenidentified.

Studies That Provide an overview of Security Requirements Work and Challenges
Sixoftheprimarystudiesconcernsoftwaresecurityinagiledevelopmentinageneralsense,not
tiedtoanyparticularsecuritytechniqueandnotlimitedtosecurityrequirementswork.Fiveofthese
studiesuseinterviewsasthemeanofdatacollection.AdelyarandNortaperformedinterviewswith3-4
representativesfromfourteams,withthegoaltoidentifysecuritychallengesinagilepractices(Adelyar
&Norta,2016).Bartschperformedteninterviewswithparticipantsfromninecompanies,withthegoal
to“expandonthetheoreticalfindingsonsecurity-criticalagiledevelopmentthroughanexploration
ofthechallengesandtheirmitigationsintypicalagiledevelopmentprojects”(Bartsch,2011).In
theinterviews,theyfocusedonthefollowingtopics:“Customerinvolvement”,“Developersecurity
awarenessandexpertise”,“Effectsof‘agile’onsecurity”,“Securitypractices”and“Authorization”.
van der Heijden et al. performed ten interviews with varying roles in five teams, to understand
challengesinlarge-scaleagiledevelopment(vanderHeijden,Broasca&Serebrenic,2018).Nicolaysen
etal.(2010)performedsixinterviewswithsoftwaredevelopersfromdifferentcompanieswhowere
usingagilemethodologies.Thegoaloftheinterviewswastounderstandwhethersoftwaresecurity
wasaspecificconcerninagilesoftwaredevelopment.Tøndeletal.(2017)performedinterviewswith
representativesfrom23differentpublicorganizationsrelatedtotheirsoftwaresecuritypracticesand
challenges.Thegoalofthestudywastounderstandhowcurrentsoftwareorganizationscanwork
withsecurityinarisk-centricway,anditincludedbothpeopleindevelopmentteamsandpeoplein
informationsecuritypositionsintheorganizations.Theorganizationsmainlyusedsometypeofagile
developmentpractices.ThestudybyPolleretal.isacasestudyusingabroadersetofdatacollection
methods(Poller,Kocksch,Türpe,Epp&Kinder-Kurlanda,2017).Polleretal.followedaproduct
groupover13months,startingshortlyafteranexternalsecurityaudit,andtheyaimedtoexplore
howthedevelopmentgroup’sworkroutineswereaffectedbythisexternalsecurityauditandtraining.

Table4givesanoverviewofthemainconceptsidentifiedfromthesestudies.Inthefollowing
weintroducethemainfindingsfromthesestudiesinmoredetail.

Adelyar and Norta (2016): Challenges With Agile Practices
Adelyar and Norta identified several agile practices that posed challenges to important security
principles. Frequent changes in software, different developer pairs involved, and unclear and
inconsistentrequirementsandprioritiesfromthecustomerwerefoundtoposechallengesonsecurity,
becausetheylimitedthepossibilityforhavingasystem-wideviewofthesoftware,asimpledesign
andhavinganongoingdevelopmentattentiononsecurity.Additionally,itmadeitchallengingto
maintainlimitationofprivilegesandseparationofprivileges.

Bartsch (2011): Effects of Agile Development on Security
Bartschfound that the individualsand their relationshipsarehighly importantwhen itcomes to
security, including whether and to what extent security requirements are identified. The role of
customersanddeveloperswasexplored.Forcustomers,Bartschfoundthatsecurityawarenessamong
customerswasheterogenous.Halfoftheintervieweestalkedaboutproblemsthatstemmedfromalack
ofsecurityawarenesswithcustomers.Ontheotherhand,oneintervieweeexplainedaboutaproject
where“thecustomerwasverysecurity-awareanddevelopedveryspecificsecurity requirements
becausethedeveloperswereratherunaware”(Bartsch,2011).Thetrustrelationshipbetweenthe
customerandthedevelopmentteamimpactssecurity.Often,customerscan“onlystateunclearsecurity
requirementsleadingtoimplicitsecurityrequirements”(Bartsch,2011)andcustomersmaylackthe
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continued on following page

Table 4. Overview of concepts from the studies of agile software security overall

Concept Relevant Findings

Priorities
(functionalityvs.
security)

•Functionalrequirementsgetprioritizedoversoftwaresecurity(Nicolaysenetal.,2010;Tøndel
etal.,2017)

Projectconstraints •Managementcommitstofixedtimeandbudget,resultinginfewresourcesspentonsecurity
(vanderHeijdenetal.,2018)

Businesscasefor
security

•Assecuritywasnotconsideredafeature,itwasnotpartoffeaturerequests(thatis,notpartof
expecteddeliveriesandcurrentpriorities)(Polleretal.,2017)
•Securitynotseenaspartofworkingsoftware–itcostsextratimeandmoneywithoutproviding
functionality(vanderHeijdenetal.,2018)

Pressure(timeand
othertasks)

•Shortiterationsleadtopressure,whichcanleadtoproblemsintegratingsecurityactivities
(Bartsch,2011)
•Securitygetslostindailyworkduetotime-pressureandothertasksthatneedtobefinished
(Polleretal.,2017)

Customersand
customerrelations

•Customers’securityawarenessandprioritiesisheterogeneousanditimpactssoftwaresecurity
intheprojects(Bartsch,2011;Nicolaysenetal.,2010)
•Thetrustrelationshipwithcustomersimpactssoftwaresecurity,asnon-technicalcustomers
haveahardtimecomprehendingsecurityinatechnicalwayandoftentrustdeveloperstojust
handlethis(Bartsch,2011)
•Vendorsaretrustedtotakecareofsecurity(Tøndeletal.,2017)
•Customers(Bartsch,2011)andProductOwners(vanderHeijdenetal.,2018)contributeto
securitywiththeirdomainknowledge,eveniftheirsecurityawarenessislow.Closeinvolvement
ofthecustomer/ProductOwneristhusrecommended.
•Thereare“unclearprivilegesandresponsibilitiesbetweencustomersanddevelopers”(Adelyar
andNorta,2016)

Individualsand
theirsecurity
postureand
competence

•“Theoverallsecurityinaprojectdependsonthesecurityexpertiseoftheindividuals,eitheron
thecustomerordeveloperside”(Bartsch,2011)
•Architectshaveapotentiallyimportantrole,butthisisdependentontheirpersonalinitiative
andinterestinsecurity.Inpractice,fewsoftwarearchitectsseemtohavesecurityasamain
interest(Tøndeletal.,2017)
•ProductOwnersare“oftennotawareenoughoftheaddedbusinessvalueforperforming
certainsecurityactions”(vanderHeijdenetal.,2018).
•Developerslackintrinsicmotivationforsecurity(Polleretal.,2017)
•(Lackof)softwaresecuritycompetenceimpactssoftwaresecurity(Nicolaysenetal.,2010)
•Perceivedthreats,inparticularlyrelatedtoreputation(Nicolaysenetal.,2010)andconcrete
threatsexpressedinmonetaryterms(Bartsch,2011),increasesecurityawareness.However,this
increasedconcernforsecuritydoesnotnecessarilyleadtoacommitmenttosoftwaresecurity
(Nicolaysenetal.,2010).
•Muchofdevelopers’securityexpertiseisself-taughtandcomefromnewsandblogs.
Developersaremotivatedtolearnsecurityduetoafeelingofresponsibilityfortheprojectwitha
holisticdevelopmentapproach.(Bartsch,2011)
•Therearewidevariationsinsecurityawareness.Trainingisimportant(vanderHeijdenetal.,
2018).
•Organizationslackastructuredapproachforsoftwaresecuritytraining(Tøndeletal.,2017;
Bacaetal.,2015;Terpstraetal.,2017)
•Thereisahighturnoverindevelopmentteams,particularlyduetoinclusionofexternal
consultants.Theseconsultantsdoastheyareaskedto,thusiftheyarenotaskedtoconsider
securitytheywillnotpayattentiontoit(vanderHeijdenetal.,2018).

Responsibility
•Theresponsibilityforidentifyinganddecidingonsecurityrequirementsforthedevelopment
projectsseemsfragmented-noonefightsforsoftwaresecurity(Tøndeletal.,2017)
•Accountabilityforsecurityactionsisunclear(vanderHeijdenetal.,2018)

Preferredsecurity
strategy

•Otherwaystosecurethesystem(e.g.infrastructuresecurity)reducestheperceivedneedfor
softwaresecurity(Nicolaysenetal.,2010).
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Table 4. Continued

Concept Relevant Findings

Legislation,audit

•Legalrequirementsareakeydriverforperformingriskanalysis(Tøndeletal.,2017)
•Privacylegislationcanmakeitdifficulttoworkaccordingtoagileprinciples(Nicolaysenetal.,
2010)
•Externalauditscanincreasesecuritymotivationofdevelopers(Bartsch,2011;Polleretal.,
2017)

Communication

•Improvedcommunicationamongdevelopersandqualityassuranceimpactssecuritymotivation
ofdevelopers(Bartsch,2011)
•Intra-companycompetitioncanimpactsecuritymotivationofdevelopers(Bartsch,2011)
•Developersmayholdincorrectassumptionsaboutmanagers’securityprioritieswhentheseare
notmadeexplicit(Polleretal.,2017)
•Securityawarenessandexpertisespreadsbetweendevelopersininformaldiscussions(Bartsch,
2011)
•Importantdecisionsaremadeinsprintmeetings,andsecuritypeoplearenotpresentinthese
meetings(Tøndeletal.,2017)
•Securitypeoplearesometimesinvolved,butseemtobepassive,eitherwaitingtobeinvitedor
participatinginthebeginningandthenleavingtheprojecttofendforitself(Tøndeletal.,2017)
•Silostructure-securityandlegalcompetenceintheorganizationsdoesnotnecessarilybenefit
development(Tøndeletal.,2017)
•Thereistensionbetweendifferentgroups,e.g.betweenarchitectsandlegal/securityexperts.
Hardtomakecompromises.(Tøndeletal.,2017)Thereisalackofunderstandingbetween
informationsecurityofficersandthedevelopmentteam;feelslike“chasingdifferentgoals”(van
derHeijdenetal.,2018).
•Lackofdocumentationmakescommunicationbetweentheteamandthesecurityofficer
ineffective(vanderHeijdenetal.,2018)
•Security-relatedinformationshouldbeeasilyavailabletotheteam(vanderHeijdenetal.,
2018)
•CloseinvolvementwithaSecurityOfficerisbeneficialforteams,especiallysincethis
increasesacceptanceofsecurity(understandwhy)(vanderHeijdenetal.,2018)

Development
approach

•Aholisticdevelopmentapproachcanleadtoamorecompletepictureofthesystemfor
developers,andcanimpactdevelopers’senseofresponsibilityforsecurity.Amorecomplete
pictureofthesystemcanadditionally,togetherwithiterativeandincrementaldevelopment,lead
toimprovedandsimplerdesign(Bartsch,2011).
•Teamautonomycanmakeitmoredifficultformanagerstoprescribesecurityactivities(Poller
etal.,2017)
•Frequentchangesinsoftwarerequirementscauserepetitionofwork,pressureondevelopers,
morecomplexdesigns,illogicalsequencesofintegration.Thisimpactstheattentiondevelopers
givetosecurity,andmakeithardtokeepasystem-wideviewanddemonstratethattheimportant
threatshavebeenidentifiedandmitigated(AdelvarandNorta,2016).

Representation
ofsecurity
requirements

•Securityrequirementscanbeimplicitorexplicit.Customerscanoftenonlystateimplicitand
unclearsecurityrequirements(Bartsch,2011).
•Securitywasconsideredamatterofquality,anddeveloperswereexpectedtodealwithquality
matterswithoutthesebeingexplicitandvisible(Polleretal.,2017)
•Developersoftenderivesecurityrequirementsfromfunctionalrequirements.Somedocument
themaspartofDefinitionofDone(DoD)tomakethesecurityrequirementsexplicit(Bartsch,
2011).
•Havingaformalsecurityrequirementsprocesscanbeconsideredtootheoreticaland
bureaucratic(Polleretal.,2017)
•Itisunclearwhatitmeansto“properlytakecareofsecurityconcerns”,e.g.whatthe
documentationrequirementsare(vanderHeijdenetal.,2018)
•Thesecurityrequirementsformulatedbysecuritymanagementwereconsideredtootechnical,
butalsoambiguous.Fromthesecuritysidethereisthedesiretokeeptherequirementsgeneric
(vanderHeijdenetal.,2018).

Iterativeprocess
•Securityrequirementsareusuallyrefinedoverseveraldiscussionsanditerations.Functional
changesaswellasthecomplexityofsecurityrequirementscanimpacttheneedforrefinement
anditerationsonthesecurityrequirements(Bartsch,2011).



International Journal of Systems and Software Security and Protection
Volume 11 • Issue 1 • January-June 2020

46

necessary technicalexpertise tounderstand thebasis for thesecuritymeasures.Thus,customers
usuallyassumethatdeveloperstakeappropriatemeasurestoensureadequatequality.However,a
majorityoftheintervieweesmentionthat“irrespectiveofthecustomer’ssecurityawareness,close
customerparticipationimprovesthesecurityrequirementselicitationwiththeirdomainknowledge”
(Bartsch,2011).Fordevelopers,theirindividualinterestinandsenseofresponsibilityforsecurityis
importantassecurityawarenessisgenerallybuiltinaninformalway;securityknowledgeisspread
aspartofinformaldiscussionsandisoftenself-taughtfromnewssourcesandblogs.

Bartsch found that the agile development approach has benefits when it comes to security,
despitesomewell-knownchallenges(e.g.“neglectedassurancepracticesfromthepressureofshort
iterations”(Bartsch,2011)).Agilepracticescanbringonasimplersoftwaredesignandamoreholistic
developmentapproachfortheindividualdeveloper.Bartschfoundthatthiscouldleaddevelopers
tofeelresponsiblefortheproject,andthusincreasetheirmotivationregardingsecurity.Compared
to pre-agile development, interviewees stated that “improved communication among developers
and quality assurance helped” (Bartsch, 2011) in addition to external audits and intra-company
competitiononquality.

Ingeneral,security requirementsare refinedoverseveral iterations.Bartschexplains that in
oneprojecttheauthorizationrequirementswerecomplicatedanddifficulttoelicitbottomup,thusa
simplertopdownmodelwasimplementedthatthenhadtoberefinedandadaptedinproduction.In
anotherproject,functionalchangesrepeatedlyrequiredsecuritytobediscussed.

Van der Heijden et al. (2018): Challenges in Large-Scale Agile Development
OfthechallengesthatvanderHeijdenetal.(2018)identifiedintheirstudy,theywereparticularly
concerned with which challenges were specific for large-scale agile development. These were
“alignmentofsecurityinadistributedsetting”,“developingacommonunderstandingofrolesand
responsibilities”, and “integration of low-overhead security testing tools”. In addition, the study
identifiedchallengesthathadbeenidentifiedpreviouslyinthestudyperformedbyBartsch(2011),
andthuswasconsideredtobechallengesalsoinsmaller-scaleagile:“implementinglow-overhead
securitydocumentation”,“spreadingsecurityawarenessandexpertiseintheteam”,“formulating
clearsecurityrequirements”,and“fosteringProductOwnercommitmenttosecurity”.

Nicolaysen et al. (2010): Software Security as a Concern in Agile Development
Nicolaysenetal.foundthatmanyfactorsnegativelyimpacthowtheneedforsoftwaresecurityis
perceivedandprioritized. Ingeneral functionality isgivenpriority.Abouthalfof thecustomers
expresssomesecurityconcerns,butcustomers’influenceonsecurityisnotnecessarilypositive.They
giveanexampleofthis;onecustomer“thwartedasecuritysolution[...]becausetheydidnotlikeit”
(Nicolaysenetal.,2010).Thestudiedcompanieshavealackofsecuritycompetence,fewstatethat
theyhaveexperiencedanysecuritybreaches,andingeneralsecurityprotectionisachievedthrough
theinfrastructure(e.g.firewalls).Reputationdamageissomethingthatworriestheinterviewees,but
theworryisnotenoughtocommittoincreasedsecurityefforts.Nicolaysenetal.statethatthat“[n]
oneofthecompanieshadfoundorcreatedanyfullydevelopedtechniqueforintegratingsoftware
securityintoagilesoftwaredevelopment”(Nicolaysenetal.,2010).

Tøndel et al. (2017): Risk Centric Software Security Practices
Tøndel et al. found thatpractices in the studiedorganizationswerenot riskbased, although the
organizationsperformedsomeactivitiesthatcouldbesaidtobepartofarisk-basedapproachto
security.Legalrequirementswerefoundtobeanimportantdriverforsoftwaresecurityactivities
andrequirements.

Responsibilityforsoftwaresecuritywasfragmentedinmanyofthestudiedorganizations.In
particularitseemedunclearwheretheresponsibilitiesofsecuritypeopleintheorganizationendand
wheretheresponsibilityofthedevelopmentorganizationstartswhenitcomestosoftwaresecurity.
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Althoughtheorganizationsmighthavesecurityexpertsin-house,thisexpertisedidnotnecessarily
benefitthesecurityworkinthedevelopmentprojects,duetothesilostructureoftheorganizations.
Peopleworkingonsecurityorothernon-functionalrequirementsdidnotnecessarilyhaveaplace
at the table when important decisions on security were made in the projects. In many projects,
involvementofsecurityexpertisewasconsideredchallengingbecausedevelopmentwasdoneby
externalvendors.Theorganizationsofferedlimitedformaltrainingonsoftwaresecurity.Software
architectswerepointedoutaspotentialalliesinthesoftwaresecuritywork,butwiththechallenge
thatfewarchitectswereconsideredtobeparticularlyinterestedinsecurity.Asaresult,itseemed
arbitrarywhetherornotsecuritywasconsideredfortheprojects.Ingeneral,functionalitywasoften
prioritizedoversecurity.

Poller et al. (2017): Effects of External Security Audits on 
Organizational Change in Relation to Software Security
Polleretal.(2017)foundthatsoftwaresecuritywasconsideredaqualityaspectamongotherquality
aspects,andthatinthestudiedcompanydeveloperswerethusexpectedtodealwithsecurity(aswith
otherqualityaspects)withoutthisbeingmadeexplicitandvisible.ThiswasconsideredbyPolleret
al.asamainreasonforsoftwaresecurityworknotbeingestablishedinthecompany.Fordevelopers,
thefeaturerequestsrepresentedexpecteddeliveries,andassecuritywasnotconsideredafeature
itwasnotonthefeaturerequestlist.Thisresultedinsecuritybeingperceivedasnotimportantby
somedevelopers.Therewasaperceptionthatmanagers“wouldseesecurityasbeinginaresource
conflictwithfeaturedevelopment”(Polleretal.,2017).Thestudyhoweverfoundthatmanagersdid
notseemopposedtosecurity,butratherthatsecurity“hadnotyetcometotheirspecificattention”
(Polleretal.,2017),andthatitwasconsideredaqualitymatterthatdevelopersweretrustedtodeal
withasatechnicalissue.Additionally,securitylackedvisibilityintheteamandthedevelopersin
generallackedintrinsicmotivationforsecurity;theirmotivationwasto“putsomethingtogetherand
seeingitwork”(Polleretal.,2017).

The study identified challenges with having autonomous and self-organizing teams in that
managershadlimitedmeansofprescribingsecurityactivities.Insteadtheyhadtorelyonlessdirect
approaches,e.g.indicatorsortraining.Developers,ontheotherhand,foundthatsecuritygot“lost
inthedailyworksincewealwayshavetime-pressure,thereleaseneedstobefinished,testsneedto
bedone”(Polleretal.,2017),thustheydidnotfindtimetoreallygodeeponsecurity.Additionally,
lackofresourceswasconsideredonereason.

Therewasanattemptbysecurityexpertstoestablishaformalsecurityrequirementselicitation
process,butthismetresistancefrommanagersanddevelopersbecauseitwasconsideredtheoretical
andbureaucratic,andtheywerenotconvinceditwouldimprovesecurity.

Related Findings From Secondary Studies
BacaandCarlsson(2011)usedinterviewstoevaluatethecostandbenefitoftheMicrosoftSDL,
theCigitalTouchpointsandCommonCriteriaforagiledevelopment.Theyfoundthatnoneofthese
approacheswereagoodmatchwithagiledevelopmentbecauseofhighcostandalackofbenefits.
However,theactivityofwritingsecurityrequirementswasendorsed,asdevelopersbelieveditcould
helpidentifyeasygainsandhelpguidetheproject.Aydaletal.(2006)demonstratedthatsoftware
securitycanbeintegratedwithXPpractices.Intheirstudy,securityrequirementswereintroduced
ratherlateintheprocessandtheyfoundthatthiscouldleadtomanychangesinthesystem.They
suggestedusingthePlanningGametoestablishsecurityrequirementswithiniterativeandincremental
development.

ThereissomeevidenceinthestudyofSavola,Frühwirth&Pietikäinen(2012)thatindicatethat
regulationsinadomaincanimpacttheworkonsecurityrequirements.Intheirstudyonmetricsthey
foundthat“thepractitionersemphasizedcompliance(withlegalandindustryregulations,customers’
needsandorganizationalpolicies),whereas80%ofresearchersemphasizedthemetrics’abilityto
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offerahigh-leveloverviewofsecurity”(Savolaetal.,2012).Rindell,Hyrynsalmi&Leppänen(2016)
reportonusingScrumforaregulatedprojectwithpositiveresults.Inthestudiedproject,security
washowevertosomeextentviewedasbeingonthesideoftheproject(implementedinsidetracks
tothemainsprintcycle)andmuchoftheextrasecurityrelatedworkwasdocumentationrelated.

Rajba(2018)presentsajourneyofonecompanyinimprovingtheirsecurityprocesses.Challenges
identifiedinthebeginningofthisjourneyincludedcomplexsecuritycheckliststhatwereconsidered
tootechnicalandnotrelevant,peoplebeingmoreinterestedinpassingsecurityreviewsthanmaking
moresecureapplications,challengesinscopingthesecurityworksoastonothavingtoundertaketoo
muchatonce,repetitivetasks,andalackofdocumentation,securityrequirementsandknowledge.
Manyof thesechallengeswereaddressedwith improvements in trainingandsecuritychecklists,
provisionoftemplates,toolsupport,andimproveduseofaninternalsecurityreviewteam.

Nicolaysenetal.(2010),inadditiontoreportingoninterviews(asdescribedabove),reportona
casestudyofaresearchproject.Duetothedomain(healthcare),securitywasinitiallygivenattentionin
thestudiedproject.Intheend,however,theresultingproducthadmanysecurityconcerns(vulnerable
tosevenoutoftheOWASPtop10issues),andtheyfoundthat“onlythefunctionalresultsofthe
securitydesignmadeitoutofthebacklog[...]leavingmostnon-functionalsecurityaspectsalone
inthedark”(Nicolaysenetal.,2010).Nicolaysenetal.pointtosomereasonsforthis,mainlyalack
ofcontinuityinthesecurityexpertsassignedtotheproject,resultingindelays.Thus,thesecurity
designwasnotcompletedasplannedandimplementationstartedbeforesecurityhadbeenproperly
considered.Communicationproblemsisalsomentioned,althoughNicolaysenetal.isnotconcrete
onwhatkindofcommunicationproblemstherewereandhowtheyinfluenceddevelopment.

Studies of Specific Techniques
Thoughthereareseveralsuggestedtechniquesforidentifyingandworkingwithsecurityrequirements
in agile development, few of these techniques have been studied and evaluated in an industrial
environment.Twooftheprimarystudiesweidentifiedstudyspecifictechniquesrelatedtosoftware
securityrequirementswork.Bacaetal.performedanactionresearchstudyatEricsson,wherethey
studiedtheeffectsofimplementingasecurity-enhancedagilesoftwaredevelopmentprocess(SEAP)
(Baca,Boldt,Carlsson&Jacobsson,2015).Thisprocessincludesseveralsoftwaresecurityactivities
(e.g.codereview,penetrationtesting),butthestudyreportedfocusedontwokeyaspectsofSEAP:
addingmoresecurityresourcesintheprojectandthedevelopmentteams,andperformingincremental
riskanalysis.ThestudyofSEAPincludedoneproductwith88staffmembersdistributedamong8
developmentteams.Fourversionsoftheproductwereconsidered,ofwhichthethreelatestversions
weredevelopedusingSEAP.Effortandidentificationandtreatmentofriskwascomparedbetween
versions.

Williamsetal.proposedProtectionPoker (Williams,Meneely&Gegick,2010),which isa
techniqueforsecurityriskestimationofrequirements,aswellasforsecurityawarenessbuildingand
exchangeofsecurityinformationintheteam.Thetechniqueisparticularlysuitedforagileteams,and
ProtectionPokerisintendedtobeplayedintheplanningmeetingofeverydevelopmentiteration.The
effectsofusingProtectionPokerwerestudiedinacasestudyincludingonemaintenanceteamatRed
Hat.Theteamhadelevenparticipants(sevendevelopers,threetestersandonemanager),andused
Scrumastheirdevelopmentmethodology.Theteamstudiedhadnosecurityexpert,andtheknowledge
ofsoftwaresecurityvariedamongteammembers;someveryknowledgeable,somerelativelynew
tosoftwaresecurity.ThestudylastedforthreemonthswithfiveProtectionPokersessionsintotal.
Datacollectionwasdoneusingobservationandashortsurvey.

Neither SEAP nor Protection Poker is specifically about security requirements. However,
performingincrementalriskanalysisanddoingsecurityriskestimationcouldbeconsideredpartof
securityrequirementsworkasdefinedinthispaper.Table5givesanoverviewofthemainconcepts
identified from these two studies. In addition to the findings from the studiesof the techniques
themselves thatareusedasabasisfor this table,anunderlyingassumptionis that the technique
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itselfisafactorthatimpactssecurityrequirementswork.Inthefollowingweexplaintheresultsof
thetwostudiesinmoredetail.

Baca et al. (2015): The Effect of Added Security Resources and a Distributed and 
Incremental Approach to Risk Assessment in an Agile Development Project
Intheirstudy,theintroductionofSEAPwasfoundtoimproveidentificationandhandlingofrisk,
andbecauseofthis,theriskmanagementwasfoundtobemorecost-efficientthanwiththeapproach
previouslyusedbyEricsson.

Threeaspectsarehowever important tonote related to this study.First, theprocess for risk
analysisusedisnotexplainedindetail.Inthestudy,theriskanalysisoffoursoftwareversionsofthe
sameproductiscompared,wherev1.0wasdevelopedusingthetraditionalEricssonapproach,and
v2.0-4.0weredevelopedusingSEAP.Withthetraditionalapproach,riskanalysiswasperformed
onceayear(perrelease)andinvolvedsixtoeightpersonsforaday.WithSEAP,thefrequencyof
riskanalysiswas30-40peryear,involvingthreetofourpersonsforanhoureachtime.Thescopeof
riskanalysiswithSEAPismuchsmallerthanwiththetraditionalapproach.Anothermaindifference
betweenSEAPandthetraditionalapproachisthesecurityresourcesinvolvedintheanalysisandin
theprojectingeneral.Traditionallytheriskanalysiswasledbythesecuritymanager,andthisrole
wasnotdirectlyinvolvedinthedevelopment.WithSEAP,moresecurityresourcesareaddedtothe
project(theequivalentoffourfulltimepositions),andoneoftheseroles(thesecuritymaster)is
assignedtotwoorthreeteams(25%perteam).Availabletimeapartfromsecurityworkisspentasa
regulardeveloper.Thesecuritymasterleadstheriskanalysiswork.Basedonthedescriptionofthe
riskassessmentprocessinSEAPwethusknowthatthefrequencyisincreased,thescopeforeach
analysisisreduced,andtheapproachismoredistributed.

Second,thereasonfortheidentifiedimprovementisnotdiscussedindetailinthepaper.The
authorsclaimthatamainreasonfortheimprovementisthatsecurityissuesaredealtwithinamore
distributedfashion,andthusmoreissuesaresolveddirectlybytheteam.Thoughnotdiscussedin
thepaper,itshouldalsobeexpectedthatwhensecurityresourcesareaddedtotheteam,thesecurity
peoplearemorelikelytounderstandtheproductandthustheiranalysisislikelytoimprove.However,
therearealternativeexplanationsthatarenotdiscussedbytheauthors.Oneexampleofafactorthat
mayhaveinfluencedtheresultsisrelatedtothestudydesignanditsuseofcomparison.Thetraditional
approachwasusedforv1.0,andSEAPforlaterversions.Theabilitytoidentifymorehighriskswith
SEAPmaybeduetothemethod,butmayalsobebecausev2.0andupcontainmoreriskyfeatures.
This,andotheralternativeexplanations,arenotdiscussedbytheauthors.

Third,theproductdevelopedinthestudywasrelatedtoonlinemoneytransferandwasthus
consideredtobesecurity-critical.Thisallowedinvestingintheadditionalsecurityresourcesrequired

Table 5. Overview of concepts from the studies of security requirements techniques

Concept Relevant Findings

Incrementalsecurity
analysisintheteam

•Anincrementalriskanalysisprocessimprovesidentificationandhandlingofrisk.Security
issuesaresolvedintheteam(distributed,notcentralized),moredetailedanalysisisperformed,
moresevererisksareidentifiedandmorerisksarecorrected.Thisleadstomorecost-effective
riskmanagement.(Bacaetal.,2015)

Securityresourcesin
team

•Withsecurityresourcesintheprojectitispossibletoworkdistributedandsolveissuesinthe
team(Bacaetal.,2015).

Securitydiscussions
intheteam

•Usingatechniquefordiscussingsecurityimplicationsoffunctionalrequirementsinthefull
teamleadstoimprovementsinsoftwaresecurityasitresultsinimprovedspreadofsecurity
knowledgeandimprovedsecurityskills(e.g.skillstothinklikeanattacker),inadditionto
leadingtoidentificationofsecurityneedsintheprojectinformofsecurityrequirements,
trainingneedsandsecurityactivities(Williamsetal.,2009).
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bySEAP.Thus,wedonotknowwhetherornottheresourcesneededforSEAPcanbejustifiedfor
projectsthatarelesssecurity-critical.

Williams et al. (2010): Risk Estimation Using Protection Poker
Williamsetal.foundthatamaineffectofusingProtectionPokerinthiscasestudywasthatsoftware
security knowledge was spread among team members, and key risks were discussed; “[d]uring
ProtectionPokersessions,allteammembersparticipatedintheconversation-someaskingquestions,
somesharingtheirsoftwaresecurityexpertise,allbecomingincrementallybetteratthinkinglike
anattackerwitheachProtectionPokersession”(Williamsetal.,2010).TheplayingofProtection
Pokerledtorevisionsoftworequirementsforaddedsecurity,resultedinarequestforeducationon
cross-sitescripting,identifiedtheneedformoresecuritytesting,etc.ItwasfoundthatProtection
Pokersupportedparticipationfromallteammembers,alsothosewithpassive,quietpersonalities.
Notehowever,thatwecannotsayfromthisstudywhethersimilarresultscouldhavebeenachieved
withanothertechnique.

Related Findings From Secondary Studies
ProtectionPokerhasalsobeenstudiedinatrialwith50advancedundergraduatestudentstakinga
softwareengineeringcourse(Williams,Gegick&Meneely,2009).Inthatstudy,itwasfoundthat
Protection Poker resulted in more discussion and learning about software security compared to
previoussemesterswhereProtectionPokerwasnotused.Inthediscussions,generallessonsabout
securitysurfacedfast,e.g.discussionsoninputvalidations,commonexploits,etc.

Kongsli(2006)reportsonexperienceswithusingmisusestoriesandautomatictestingofsecurity
inthedevelopmentofwebapplications,andpointstosimilarbenefitsasBacaetal.(2015)andWilliams
etal.(2010)althoughusingadifferenttechnique(misusestories).Reportedbenefitsincludeincreased
securityawarenessinthedevelopmentteamandteamownershipofsecurityissues.Additionally,
Kongslireportsthatwhensecurityissufficientlybrokendown(intermsofmisusestories)itiseasier
torelatetoandhandlebydevelopers,thoughwiththeriskofmisusestoryincompletenessassecurity
concernsnotdirectlyrelatedtoauserstorycanbeoverlooked.ThisriskisnotpointedoutbyBaca
etal.(2015)andWilliamsetal.(2010).Kongslialsopointsoutthattheneedforasecurityspecialist
ontheteamisnotcompletelyeliminatedwiththeusedsecuritytechniques.

Ghani,AzhamandJeong(2014)suggestaddingtheSecurityBacklogandtheroleofaSecurity
MastertoScrum,andevaluatehowthisimpactsagility.Resultsarepositive,inthatagilityisactually
foundtoslightlyimprove.Thismaybeduetoaddingmoresecurityexpertiseandworkforce.

Renatus,TeichmannandEichler(2015)suggestedamethodforthreatassessmentinlinewith
agileprinciplesandamethodforevaluatingagilityofmethods,andthemethoditselfwasevaluated
inoneSME.Centraltothemethodtheysuggestedwasasplitbetweenthetasksofdeveloperswithout
in-depthsecurityexpertiseandthesecuritycurator.Securitycuratorsgotthetaskofpre-modelingthe
featuressoontobeimplemented,whilethedevelopersweretaskedwithfiguringouthowtoimplement
thecontrols(Renatusetal.,2015).ThisisinlinewithSEAPandProtectionPokerwhenitcomestoan
incrementalapproachtodevelopmentbutrepresentsaslightlydifferentapproachtodealingwiththe
needforsecurityexpertise.Renatusetal.reportthatitwasseenasavaluableapproachbytheSME.

ThepositiveeffectofincrementalsecurityanalysisissupportedbyfindingsfromFitzgerald,
O’Sullivan&O’Brien(2013)whofoundthatcontinuouscomplianceactivitiesandtransparencyof
projectstatusfacilitateriskmitigation.Inparticulartheypointtobenefitsofriskprioritization,as
tacklingthemostsignificantrisksfirstcanimproveriskmitigation.Bellomo&Woody(2012)report
onaninterviewstudyamongagileprogrammanagersandAccreditationReviewersattheDepartment
ofDefense(DoD),mainlyconcerninghighrisksoftwarewhereaccreditationisnecessary.Bellomo
andWoodyunderlinetheimportancetosupportprioritisationofsecurityrequirementsandtheneed
forsecurityexpertisebeingavailabletotheteam.Additionally,theyadvocatearisk-basedincremental
approachtosecurityfeaturedesignanddevelopment,asthiscanmitigatethetemptationto“focuson



International Journal of Systems and Software Security and Protection
Volume 11 • Issue 1 • January-June 2020

51

deliveringthelowhangingfruitsfirst(theeasystuff)andignoredevelopingthemorecomplex,high
riskcapabilities”(Bellomo&Woody,2012).BellomoandWoodyadditionallyfoundthatenforced
useofasecurityimpactassessmentfieldinthebacklogincreasesthelikelihoodthatsecurityrisks
arecontinuouslyassessed.

Sachdeva&Chung(2017)reportonacasestudyoftwosoftwareprojects,oneinwhichsecurity
andperformancerequirementswerehandledimplicitlyandasanafterthought,andoneinwhichthey
wereidentifiedandaddressedearlyandaddedtothebacklog.Theyfoundclearbenefitsofthelatter
approach.Thus,thoughotherstudiespointtobenefitsofincrementalanalysis,thisstudypointtothe
importanceofearlyinclusionofsecurity.

PohlandHof (2015)suggestedSecureScrum;away to integratesecurity intodevelopment
withoutchangingtheunderlyingScrumprocess.TheirevaluationofSecureScrumcomeswithits
weaknesses;relyingonsmallstudentprojectsthatlastedonlyaweek.Bearingthisinmind,theresults
fromthisstudyarerelevantastheypointtoeffectsofhavingasecuritytechnique.PohlandHoffound
thatsecuritywasnottakencareofbythestudentdevelopersthatdidnotuseSecureScrum,butthat
whenequippedwiththistechniquetheywereabletoelicitsecurityrequirementsandimplementsome
oftheserequirements.Securitytechniquescanthusactasthereminderthatisneededbydevelopers
toincludesoftwaresecurity.

Conceptual Framework by Terpstra et al. (2017)
Terpstraetal.(2017)createdaconceptualframeworkbasedontheresultstheygotintheirstudyof
professionals’postsonLinkedIn.ThisconceptualframeworkisshowninFigure1.Inthefollowing
weexplaintheconceptualcategoriesofTerpstraetal.inmoredetail.

Theconceptualcategoryperceptions of prioritywasusedbyTerpstraetal.torepresentissues
relatedtoprioritizationofsecurityrequirementsatinter-iterationtime.Theyfoundthatcustomers
andbusinessrepresentativesoftenpushforfunctionalityanddonotprioritizesecurity.However,
developers’prioritiesmaybedifferent.Thisisrelatedtotheconceptualcategoryownership of security 
requirementsthatwasusedbyTerpstraetal.torepresentfindingsthatshowthatnoroletakesoris
givenfullresponsibilityforsecurityrequirementsindevelopmentprojects.AsstatedbyTerpstraetal.
“businessrepresentativesandproductownersusuallyhavelittleawarenessofsecurityrequirementsand
rarelyworktowardstheirelaborationearlyon”(Terpstraetal.,2017).Thisissupportedbyidentified
challengessuchas“[t]heproductownerhasoftentoomuchpowerandinstillshisattitudeoftreating
non-functionalrequirements”,and“[t]heproductownerissometimesactinglikeabusinessowner
orstakeholderandpushesonlyforfeatures”(Terpstraetal.,2017).Additionally,theyfoundthat
“developerswhounderstandrisksassociatedwithpoorlytreatedsecurityrequirements,maynotknow
howtocommunicatethepossiblesecurityissuestotheirproductownerandconvincinglypresenthim
withinformationonhowmuchitwouldcostifnotfixedandifaproblemarises”(Terpstraetal.,2017).

Thesechallengescaninpartbeexplainedbyfindingsrelatedtotheconceptualcategorybusiness 
case.SomeofthechallengesidentifiedbyTerpstraetal.wasthat“[a]giletechniquesarebusiness-value
driven”and“[s]ecurityishardto‘sell’asabusinessvalue”.Additionally,“[s]ecurityrequirements
cost money to elaborate due to experts’ involvement” and “[p]eople drop security because they
perceiveitafightnotworthfighting”(Terpstraetal.,2017).Toaddtothis,theconceptualcategory
attitude towards security requirementswasusedbyTerpstraetal.torepresentfindingsthatinsome
cases“teammembers‘donotcare’aboutsecurityrequirementsjustbecausethereisnoincentiveto
doso(...).Or,becausenoonereallyunderstandscompletelywhattheserequirementsare”(Terpstra
etal.,2017).Terpstraetal.foundthatusingsecurityregulationtojustifythesecurityrequirements
wasonecopingstrategyusedbypractitioners.

Theconceptualcategoryorganizational setupwasusedbyTerpstraetal.torepresentfindingsthat
showthattheorganizationalculturecanbothhelpandhurtthesecurityrequirementswork.Terpstraet
al.inparticularfoundthattheorganizations’approachestoeducatingdevelopersonsoftwaresecurity
couldhaveanimpact.Copingstrategiesidentifiedincludeeducatingthebusinessonsecurity,raising
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awarenessinthedevelopmentteam,addingasecurityexperttotheteam,makingsuretheproduct
ownerissupportingsecurity,andhavingcrossfunctionalstreamstohelpnotforgettingaboutsecurity.
SomeofthechallengesidentifiedbyTerpstrafurtherexplainhowtheagiledevelopmentapproach
initselfmaybeachallengeinhavingsecuritybeingprioritized,e.g.:“Peopledocareaboutsecurity,
butdonotthinkaboutit”;“Agiletechniquesarevulnerableforforgettingthingslikesecurity”and;
“Securityrequirementsgetoftendeliveredinthelastminute”(Terpstraetal.,2017).Theconceptual
categorydefinition of “done” (DoD)wasusedbyTerpstraetal.torepresenttheopinionofsome
oftheprofessionalsthattheDoDshouldincludesecurityrequirements.Theyfoundthatsecurity
requirementsoftenwerepoorlydefined,andthatcopingstrategiesincludedintegratingsecurityinto
theDoD,estimates,acceptancecriteriaanduserstories.

ReSULTS: THe MAIN CoNCePTS AND THeIR ReLATIoNS

Intheprevioussectionweidentifiedseveralconceptsrelevanttosecurityrequirementsworkasreported
intheidentifiedprimarystudies(seeTable3andTable4).Basedontheconceptsweidentified,
aswellasthoseidentifiedbyTerpstraetal.(2017),wethenidentifiedwhatweconsiderthemost
importantandprevalentconceptsintheprimarystudies,andtherelationsbetweentheseconcepts.
Weusedthistocreateaconceptualframeworkwithagraphicalrepresentation.Inthissectionwe
describetheresultofthiswork.

Main Concepts
Table6showshow theconcepts from theprimarypapershavebeengrouped intoasetofmain
concepts.Themainconceptsareasfollows:

• Teams’ security posture and competence:Thesecurityawarenessandcompetenceoftheteam
andtheindividualteammembersareimportantinrememberingsecurity,identifyingtheneed
forsecurity,followingitupwithperformingsecurityactivitiesandinhavingthecompetence
neededtoadequatelyhandlingthesecurity(Terpstraetal.,2017;Bartsch,2011;Nicolaysenet
al.,2010).Benefitshavebeenidentifiedthatcanbetiedtoadecentralizedapproachtosecurity
analysis(Bacaetal.,2015),but this impliescommitmentandcapabilityof thedevelopment
teamsindoingthiswork;

• Customers’ security posture and competence:TheinterviewsreportedbyBartsch(2011)in
particular,butalsotheinterviewsreportedbyNicolaysenetal.(2010),showtheimportancethe
customerplaysintheworkonsecurityrequirements.Boththesestudiesshowthatcustomers
havetheinfluencebothtodriveandhindertheworkonsecurityrequirements;

• Customer relation and involvement:Customershavebeenfoundtoprovidevaluablecompetence
tothediscussionsonsecurityrequirements,andtheircompetenceandthetrustrelationshipwith
thedeveloperscaninfluencehowsecurityrequirementsarespecified(Bartsch,2011;vander
Heijdenetal.,2018);

• Business case for security:Functionalityisoftenprioritizedoversecurity(Nicolaysenetal.,
2010;Terpstraetal.,2017).Securityisinmanycasesnotseenaspartofthesoftwareorsomething
thataddsvalue,butratherasacost(Terpstraetal.,2017;Polleretal.,2017;vanderHeijdenet
al.,2018).However,legislationorauditsthatputrequirementsonsecuritycanmotivatesecurity
effort(Terpstraetal.,2017;Nicolaysenetal.,2010;Bartsch,2011);

• Organizational culture and setup:Severalaspectswiththeorganizationalculturehavebeen
foundtohaveaneffectonsecurityrequirementswork.Examplesarethecommunicationbetween
teamsandcentralresourcesonquality(Bartsch,2011)andtheorganization’sapproachtosoftware
securitytraining(Terpstraetal.,2017).Inaddition,theorganizationhasthepotentialtomake
decisionsthatimpactwhatsecurityresourcesareavailableinateamandtheformalownership
forsoftwaresecurityinprojects;
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• Process for making priorities on requirements:Inagileprojects,decisionsonwhatsecurity
worktoprioritizecanbemadewithoutanysecurityexpertsbeinginvolvedandthedecisioncan
behighlydependentonthesecuritypostureofindividuals(Terpstraetal.,2017);

• Development approach:Anagiledevelopmentapproachcanimpactthesecurityrequirements
positively,e.g.ithasbeenfoundthatdeveloperswithaholisticviewofthesoftwaretheydevelop
canfeelmoreresponsibilityforsecurity(Bartsch,2011).However,therearealsoknownchallenges
(e.g.pressureofshortiterations)(Bartsch,2011;Nicolaysenetal.,2010)andfrequentchanges
(Adelyar&Norta,2016);

• Security requirements elicitation approach: Having a defined process for security
to make sure security is remembered throughout the project can make a difference.
Additionally, the approach selectedcan impact the effectof thework.Asanexample,
approaches such as Protection Poker where the full team discusses security can lead
tocertaineffects thatwouldmaybenotbepresent inamoreexpertorientedapproach.
Securityrequirementsworkiscommonlyconsideredtobeiterative(Bartsch,2011)and
thisshouldbesupportedbyanyselectedelicitationapproach;

• Security requirements representation:Securityrequirementsoftenendupbeingimplicit
(Bartsch, 2011; Adelyar & Norta, 2016). Having security requirements as part of the
DefinitionofDoneisonesuggestedwaytomakethemmoreexplicitandactionable(Bartsch,
2011;Terpstraetal.,2017).

Table 6. Main concepts

Main Concepts Table 4 Concepts Table 5 Concepts Concepts Terpstra et 
al. (2017)

Teams’security
postureandabilities

Individualsandtheirsecurityposture
andcompetence;Responsibility;
Preferredsecuritystrategy

Securityresourcesinthe
team

Attitudetowards
security

Customers’security
postureand
competence

Customersandcustomerrelations;
Individualsandtheirsecurityposture
andcompetence;Preferredsecurity
strategy

- Perceptionsofpriority

Customerrelationand
involvement Customersandcustomerrelations - -

Businesscasefor
security

Priorities;Projectconstraints;
Businesscaseforsecurity;Pressure;
Legislation,audit

- Businesscase

Organizationalculture
andsetup

Communication;Development
approach;Responsibility

Securityresourcesinthe
team

Organizationalsetup;
Ownershipofsecurity
requirements

Processformaking
prioritieson
requirements

Priorities;Projectconstraints;
Representationofsecurity
requirements

- Perceptionsofpriority

Development
approach Developmentapproach;Pressure - -

Securityrequirements
elicitationapproach Iterativeprocess,

Incrementalsecurity
analysisintheteam;
Securitydiscussionsin
theteam

-

Securityrequirements
representation

Representationofsecurity
requirements - Definitionof“done”
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Identifying Relations Between Concepts
Intheintroduction,securityrequirementsworkwasdescribedascomprisingactivitiesto:1)decide
whetherandhowtoidentifysecurityneeds,risksorrequirementsforaproject;2)dotherequirements
elicitation;3)communicatetheidentifiedsecurityneeds,risksorrequirements,and;4)integratethese
andmakeprioritiesrelatedtothemindevelopment.Thesesecurityrequirementsworkactivitiestake
partinacontextthathighlyinfluencethisworkinvariousways.Figure4depictstheconceptual
frameworkweendedupwithbasedontheanalysisoftheselectedpapers.Herewehavedividedthe
identifiedconceptsintotwomaincategories:1)contextualfactors,i.e.factorsthatareoutsidethe
requirementsworkitself,butimpactthesecurityrequirementsworkinsomeway(e.g.impactthe
prioritythesecurityworkisgiven,whoparticipates,howitisdone,etc.),and;2)conceptsrelatedto
themorepracticalaspectsoftheworkandhowitisperformed(e.g.whoactuallyparticipatesinan
activity,howtheworkisactuallydone,etc.).

Inthefollowingwedescribetherelationsbetweentheconceptsinmoredetail.Additionally,we
introduceathirdoverallcategorythatislargelymissingfromtheidentifiedpapers,namelythatof
theeffectofthesecurityrequirementswork.

Security Requirements Work Context
The team’s securitypostureandabilities canbe influencedbyanumberof factors.Anobvious
influence is training (Bartsch,2011;Terpstra et al., 2017), however, this trainingdoesnotneed
tobeformal.ProtectionPokerisanexampleofatechniquethathasbeenfoundtospreadsecurity
awarenessandknowledgeinateamthroughregularsecuritydiscussions.Additionally,teamscan
increasetheirsecuritycompetencethroughcommunicationwithqualityassurancefunctionsinthe
companyorevenasenseofcompetitionwithotherteams(Bartsch,2011).Aspectsofthedevelopment
workcanadditionallyhaveamajorimpactonsecuritypostureoftheteam.Thesizeandscaleofthe
projectitselfcanimpactwhattypeofchallengesaprojectexperienceintheirsecuritywork(vander
Heijdenetal.,2018).Adelyar&Norta(2016)foundthatfrequentchangestosoftwareundertime

Figure 4. Conceptual framework based on the selected empirical studies (SR is in the figure an abbreviation of 
‘security requirements’)
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pressurenegativelyimpacteddevelopers’securityattention.Additionally,theyfoundthatitimpacted
theabilitytohaveasimpledesignandmadethesoftwaremorecomplex.Bartsch(2011)foundthat
havingaholisticdevelopmentapproachcanmotivatesoftwaresecurityandleadtosimplerdesigns.
Agiledevelopmentmethodscanthus impactpositivelyornegativelyonthesecuritypostureand
abilitiesoftheteamdependingonthecircumstances.

Customers’securitypostureandcompetenceandthewaycustomersareinvolvedinthesecurity
requirementsworkimpactsoftwaresecurityworkinmanyways.Itcan,togetherwiththerelation
betweentheteamandcustomer,impacthowsecurityrequirementsareinitiallypresented,especially
theirqualityandwhethertheyareimplicitorexplicit(Bartsch,2011).Additionally,customers’security
postureimpactsthebusinesscaseforsecurity,e.g.bythecustomermakingsecurityaclearpriority
(Bartsch,2011;Nicolaysenetal.,2010;Terpstraetal.,2017).Thebusinesscaseagaininfluences
thesecuritypostureoftheindividualsinvolved(Terpstraetal.,2017).

Performed Security Requirements Work
Severaloftheconceptsidentifiedfallwithinthecategoryofperformedsecurityrequirementswork.
Therelationsbetween theseconcepts (e.g.howthewayrequirementsareelicited influencehow
theyareprioritized,etc.)arehowevernotdiscussedmuchinthepaperswehavestudied.Themain
relationpresentisthatoftheimpactofhavingimplicitvs.explicitsecurityrequirements(Bartsch,
2011;Polleretal.,2017),andhavingsecurityincludedasafeature(Polleretal.,2017).

Security Requirements Work Effect
Wefindthatonecategoryislargelymissingfromtheprimaryandsecondarystudieswehaveidentified,
namelythatoftheeffect;whatmakesthesecurityrequirementsworkusefulintermsofimpact.Figure
4,thatshowstheconceptualframeworkweendedupwithbasedontheprimarystudies,thusincludes
thiseffectbutwithoutfurtherconceptstohelpunderstandit.Tomovetowardsanunderstanding
oftheeffect,wehavehoweveraddedwhatweunderstandfromthesourcestobepotentialeffects
ofthefactorsincludedinthecategory‘Performedsecurityrequirementswork’,namelythequality
ofsecurityrequirements, thefact that theyareidentifiedandimplemented,howeasytheyareto
integrateintodevelopment,andthesecurityawarenessandcompetencethatisbuiltbydoingsecurity
requirementswork.Thoughwedonothaveanysolidevidencetosupportthattheseareimportant
factorscharacterizingtheeffectofsecurityrequirementswork,thesehavesupportintheidentified
papersandcanpointtowardsfactorsthatpotentiallyareimportantfortheeffectofthistypeofwork.

Oneeffectofsoftwaresecurityworkthatissomewhatavailableintheprimarystudiesisthat
ofcost.Wehavehowevernotaddedthateffecttotheconceptualframeworkasitisnotclearfrom
thesourceswhatthecost-benefitrelationshipassociatedwiththesecurityrequirementsworkpart
is.Costishoweveronelikelyfactoroftheeffectofsoftwaresecurityrequirementsworkaswell.

Figure4showsapossiblerelationshipbetweentheeffectofthesecurityrequirementsworkand
thesecurityrequirementsworkcontext.Inthepaperswebuildon,therearesomepointerstothe
potentialofsecurityrequirementsworktoimpactthecontext,e.g.informofchangesinsecurity
competenceandawarenessamongkeyactors,suchastheProductOwner.

DISCUSSIoN

Inthefollowingwediscussrecommendationsforfutureresearchbasedontheconceptualframework
wedeveloped,followedbyadiscussionofthevalidityoftheconceptualframework.

Implications for Research
TheconceptualframeworkdepictedinFigure4showsthatseveralcontextualfactorsinfluencethe
softwaresecurityrequirementsworkinagiledevelopmentprojects.Thiscanbeunderstoodinmore
thanoneway.Onepossibleunderstandingisthatthecontextualfactorsarethefactorsthatarebest
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understoodintheunderlyingresearch,andthusfutureresearchshouldaimtoidentifyandunderstand
also factors related to the security requirements work itself and the outcome. However, another
possibleunderstandingisthatcontextualfactorsarehighlyimportantforsecurityrequirementswork
andthusneedtobeproperlyunderstoodinordertohaveaneffectiveapproachtosoftwaresecurity
requirementsworkinanagilesetting.Thismaypointtotheneedformoreresearchonthesefactors,
alsokeepinginmindthatthecontextualfactorsincludedinFigure4arerathercomplex,covering
characteristicsofindividuals,theorganization,andtheirinteractions.

Intheempiricalstudiesweidentified,theroleoftheapproachortechniqueusedforsecurity
requirementsworkisnotclearlyunderstood.Thoughtherehavebeenstudiesofdifferenttechniques
andapproaches,thereisadifferencebetweenevaluatingonetechniqueandfindingouttheeffects
ofthattechniquevs.understandingwhatmakesthetechniquebehaveasitdoescomparedtoother
techniques.Webelievethereisaneedformorestudiesevaluatingvarioustechniquesandapproaches,
especiallyinindustrysettingsandoverlongerperiodsoftime.

From theconceptual framework inFigure4onecan see that theempirical studiesweused
providelimitedunderstandingofwhatcausessecurityrequirementsworktohaveeffect.Itmaybe
moredifficulttostudyandunderstandtheeffectoftheworkthantounderstandfactorsimpacting
thesecurityrequirementswork,sinceeffectsmaybelongertermandhardertopinpoint.Still,the
motivationofdoingsecurityrequirementsworkwouldbeanadequatelevelofimplementedsecurity,
andifasecurityrequirementsapproachdoesnotmakeasignificantcontributiontowardsthatthen
itisnotworththeeffort.

AscanbeseenfromTable7,manyoftheconceptsweidentifiedcanbesaidtobedirectlyrelated
tothevaluesoftheAgileManifesto(Becketal.,2001);“[i]ndividualsandinteractionsoverprocesses
andtools”(V1inTable7),“[w]orkingsoftwareovercomprehensivedocumentation”(V2),“[c]ustomer
collaborationovercontractnegotiation”(V3),and“[r]espondingtochangeoverfollowingaplan”
(V4)(Becketal.,2001).Thispointstotheconceptualframeworkbeingrelatedtoagiledevelopment
inparticular,andnottoothertypesofdevelopmentapproaches.However,thisisnotnecessarilythe
case.Kanniah&Mahrin(2016)identifiedasetoffactorsimpactingsuccessfulimplementationof
softwaredevelopmentpracticesbasedonanSLR.Manyofthefactorstheyidentifiedarerelatedto
thefactorswehaveidentifiedforsecurityrequirementsworkinagiledevelopment;theinstitutional
context,peopleandaction,theprojectcontextandthesystemdevelopmentprocessareallrepresented
in theconceptual framework inFigure4.The factors identifiedbyKanniahandMahrinarenot
consideredtobespecificforagiledevelopment.Basedonthecurrentevidenceitisthusdifficult

Table 7. Main concepts and their relation to the principles of the Agile Manifesto (Beck et al., 2001)

Identified Main Concept V1 Individuals V2 Software V3 Customer V4 Change

Teams’securitypostureandabilities x

Customers’securitypostureand
competence x x

Customerrelationandinvolvement x x

Businesscaseforsecurity x

Organizationalcultureandsetup x

Processformakingprioritieson
requirements x x

Developmentapproach x x

Securityrequirementselicitationapproach x x

Securityrequirementsrepresentation x
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tosaywhatimpactanagiledevelopmentapproachhasonsoftwaresecuritywork,andthuswhatin
theconceptualframeworkwedevelopedarespecifictoagiledevelopment,eveniftheconceptual
frameworkisentirelybasedonstudiesdoneonprojectsandcompaniesusingsomekindofagile
developmentapproach.Ofthefouragileprinciples,itisthevalue“Individualsandinteractionsover
processesandtools”(Becketal.,2001)thatseemstobemostinfluentialonsecurityrequirements
work.OfthetenfactorsthatKaniahandMahrinlateridentifiedasthemostinfluential(Kanniah&
Mahrin,2018),amajoritycanalsobeconsideredtobeconcernedwithindividualsandinteractions.

To sum up, there is a need for a deeper understanding of software security work in agile
development.Especiallythereisaneedtounderstandbetterwhatfactorsareimportantfortheeffect
of thework, and tounderstand the roleof theparticular approach inbringing about this effect.
However,aconceptual frameworkhasa rolenotonly indirecting researchprioritiesbutalso to
“identifypotentialvaliditythreatstoyourconclusions”(Maxwell,2013).Itisclearthatcontextual
factors are important and influence software securitywork in agile development inmanyways,
especiallyfactorsconcerningindividualsandtheirinteractions.Thus,understandingtheseandtaking
thesefactorsintoaccountinfuturestudiesisessentialinordertoproperlyunderstandthefindings.
Thus,theconceptualframeworkcanbeusedtoguidefutureresearchpriorities,butalsobeinputto
planningandanalysisoffutureempiricalstudies.

Validity of the Conceptual Framework
Theconceptualframeworkpresentedinthispaperisbasedonnineempiricalstudies;fiveinterview
studiesaddressingsoftwaresecurityinagile(AdeyarandNorta,2016;Bartsch,2011;Nicolaysen
etal.,2010;Tøndeletal.,2017;vanderHeijden,2018),onecasestudyontheimpactofexternal
securityauditsondevelopment(Polleretal.,2017),twoevaluationsofapproachesortechniques
relevantforsecurityrequirementswork(Bacaetal.,2015;Williamsetal.,2010)andoneanalysisof
professionals’postingsonLinkedInrelatedtosecurityrequirementsinagile(Terpstraetal.,2017).
Theseninestudiestogetheraddressthetopicofsecurityrequirementsworkinagilefromvarying
perspectivesandusingvaryingmethods,somethingthatcanbeconsideredastrength.Still,thenine
primarystudieswebuildoncanbeconsideredtoberatherfew,thuswehaveusedasetofsecondary
studiestoimproveunderstandingoftheconceptsidentifiedfromtheprimarystudies.

As previously explained, we decided not to do a comprehensive and systematic search for
literature,asonewouldexpectifdoinganSLR.Wemadetheinitialassessmentthatgiventherecent
SLRsonsoftwaresecurityinagile(Khaimetal.,2016;Oueslatietal.,2015)thatwecoulduseasa
basisforthiswork,itwasnotworthwhiletodoacomprehensivesearchforliterature.Atlaterstages
intheprocessweusedevenmorerecentSLRs(Alsaquafetal.,2017;Bishop&Rowland,2019;
Saldanha&Zorzo,2018;Villamizaretal.,2018)toaddtotheinitialselectionofpapers.Decidingnot
todoafullSLRisaweaknessofourapproach,anditcanpotentiallyhaveimpactedtheconceptual
frameworkweendedupwith,asmoreidentifiedstudiescouldhaveresultedinmoreand/ordifferent
conceptsandrelationsbetweenthem.However,weneverintendedthisconceptualframeworktobea
completeand“‘finalised”conceptualframework,butratheraworkinprogressthatshouldbeimproved
asmoreresearchbecomesavailable(Maxwell,2013).Wewouldadditionallyliketopointoutthatthe
SLRsweusedtoidentifypapersseemtovaryinwhatpapersareincluded(seeTable1),something
thatmayindicatechallengesinidentifyingallrelevantpapersalsowhendoinganSLR.Severalof
theSLRswehaveusedasabasisstatethatthecurrentnumberofpublishedempiricalstudieson
softwaresecurityinagiledevelopmentisratherlow(Alsaquafetal.,2017;Bishop&Rowland,2019;
Saldanha&Zorzo,2018;Villamizaretal.,2018),thusidentificationofahighnumberofstudies
shouldnotbeexpectedregardlessofmethodforidentifyingstudies.

Theconceptualframeworkpresentedinthispaperisbasedsolelyonpublishedempiricalstudies.
Restrictingourselvestoonlyusingsuchstudiesasabasisfortheconceptualframeworkrepresents
anarrowingoffocus,ignoringothersourcesofknowledgeofsecurityrequirementsworksuchas
unpublishedresultsandthegeneralexperiencesofresearchersandpractitioners(Maxwell,2013;
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Robson,2011).Also,forthisreason,thisconceptualframeworkistobeconsideredworkinprogress,
andsomethingthatwillneedtoberefinedincludingmoresources.

Relyingonpublishedempiricalstudiesadditionallyposelimitationsinthatweonlyhaveaccess
toasmuchinformationaboutthestudiesasisavailableinthepublishedpapers.Forthestudycategory
consistingofmoregeneralstudies,wewouldgenerallyhavebenefitedfrommoreinformationon
studycontextasthiswouldhelpusunderstandtheresultsandtheselectedconceptsinmoredepth.
For thestudiesofspecific techniques, theresultsand thus theconceptsarehighlyrelated to the
specificsofthetechniques;ifothertechniqueshadbeenstudiesitislikelythatotherconceptswould
haveemergedfromtheresults.Itishardtoknowwhatistheeffectofthestudiedapproaches(SEAP,
ProtectionPoker)comparedtothatofothertechniques,i.e.,whicheffectsareduetotheparticular
wayofworkinginthetechnique,andwhichareduetootherfactors.

Althoughtheworkofcreatingthisconceptualframeworkhasbeendoneinastructuredway,
there isalwaysanelementofcreativityalso inscientificwork(Collins,2019). In thiswork, the
codingofresultsfromtheprimarysources(step3),thereorganizingofthesecodesintothemes/
conceptsfortheconceptualframework(step4)andthedevelopmentofthegraphicalrepresentation
oftheconceptualframework(step5)allrepresentsomeformofcreativework,althoughbasedona
structuredprocessandalthoughwehaveaimedtopreservethelinkbetweentheresultingframework
andthefindingsintheprimarysources.Itislikelythatotherresearcherswouldmakeslightlydifferent
categorizationsandendupwithadifferentgraphicalrepresentationoftheconceptualframework.
Inmanycasestheconceptsweendedupwithusing,boththeinitialconceptsidentifiedbasedon
theprimarystudies(Table4andTable5)andthemainconceptsusedintheconceptualframework
(Table6),aresomewhatoverlapping.Toillustrate,thesecuritydiscussionsintheteamsthatarepart
ofProtectionPokerinmanywaysrepresentoneformofincrementalsecurityanalysisdonebythe
team,andsuchadiscussioninfluencesthesecurityresourcesintheteam.Theconceptsweendedup
withusingrepresentoutbestefforttogroupkeyfindingsfromtheprimarystudiesintomeaningful
andrelatedconcepts.Theconceptsandtheframeworkweendedupwithshouldhowevernotbe
viewedasafinalversion,butasastartingpointandsomethingthatcanbeimproveduponasmore
empiricalresearchbecomesavailable.

Furtherevaluationofthisconceptualframeworkisneeded.Initscurrentstate,theconceptual
frameworkhasbeenprimarilydevelopedbyoneresearcher.Futurework includesdiscussing the
conceptualframeworkwithmorecolleaguesandvalidatingandimprovingtheconceptualframework
when new evidence becomes available. Note however that the concepts in the framework bear
similaritiestothecategoriesofchallengesidentifiedbyOueslatietal.(2015),especiallytotheir
categories“[a]warenessandcollaborationchallenges”and“[s]ecuritymanagementchallenges”and
tochallengesidentifiedbyKhaimetal.(2016)andAlsaquafetal.(2017).Thus,thefactorswehave
identifiedhavebeenpointedoutalsobyotherresearchersaimingtounderstandchallengesrelating
tosoftwaresecurityinagiledevelopmentorqualityrequirementsinagiledevelopment.Comparedto
theconceptualframeworkdevelopedbyDanevaandWang(2018),itintegratestheirkeyconceptsof
activities,competencies,rolesandartefacts,althoughinaslightlydifferentway.Also,notethatthelast
iterationoftheframeworkthatincludedaddingtwomoreprimarystudies(AdelyarandNorta,2016;
vanderHeijdenetal.,2018)resultedinonlyminorupdatestothefinalconceptsandtotheconceptual
framework.Thus,wehavereasontobelievethatthisconceptualframeworkisabletocoverthekey
findingsincurrentempiricalresearchonsoftwaresecurityrequirementsworkinagiledevelopment.

IntheResearchMethodsection,werestatedtherecommendationfromMilesandHuberman
(1994)toavoidanon-riskframeworkwithonlygloballevelvariablesandtwo-directionalarrows.The
conceptualframeworkwehavepresentedinthispaperisnotanon-riskframework,butcouldbesaid
tobealow-riskframeworkwithmanyhighlevelconceptsandmainlyhigh-levelrelationsbetween
theconcepts.Thisisinmanywaysaresultoflimitedstudiestouseasabasisfortheconceptual
framework.BothMaxwell(2013)andRobson(2011)recommendaninclusiveapproachattheinitial
stage.However,theconceptualframeworkshouldbecomemorefocusedasitisrefined(Maxwell,
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2013). Thus, future revisions should move towards more specific concepts, and even excluding
concepts thatare less important.Revisionscanbemadebasedonnewdatabecomingavailable,
orcouldutilizeothersourceslikeexperience,abroadersetofliterature,andthoughtexperiments
(Maxwell,2013;Robson,2011).

CoNCLUSIoN AND FUTURe WoRK

This paper suggests a conceptual framework for software security requirements work in agile
development,withthemotivationtoincreaseunderstandingofthistypeofworkandguidefurther
research.Theconceptual framework isbasedonpublishedempiricalstudiescoveringaspectsof
softwaresecurityrequirementsworkinagileinanindustrialsetting.Theresultspointtoaneedfor
furtherempiricalstudiesinthisarea,especiallytoimproveunderstandingoffactorsimportantfor
gainingimpactfromtheworkonsoftwaresecurityrequirementsinagileprojects,asthisislargely
missingincurrentwork.Thereisadditionallyaneedforunderstandingtowhatextenttheconcrete
approachadoptedforsecurityrequirementsworkshapetheimpactofthisworkgivenvaryingcontexts.
Thiswouldhelppractitionersindecidingwhatmethodstoadoptfortheirparticularcase.Contextual
factorsseemtobehighlyinfluentialonthewaysecurityrequirementsaretreatedincurrentsoftware
projects.Thus,theseareimportanttotakeproperlyintoaccountinfutureempiricalresearchstudies,
especiallyinplansfordatacollectionandintheanalysisphase.

Inourownwork,weareintheprocessofusingthisconceptualframeworkasaninputtoplanning
andanalysisofongoingcasestudiesrelatedtosoftwaresecurityrequirementsworkinagilesoftware
development.Especially,weplantousetheconceptualframeworktoprovidesomestructuretothe
analysis.Additionally,weplantousetheresultsoftheongoingandfuturecasestudiestoimprove
thisconceptualframework.
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