
DOI: 10.4018/IJSSE.2017100101

International Journal of Secure Software Engineering
Volume 8 • Issue 4 • October-December 2017


Copyright©2017,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



Risk Centric Activities in Secure Software 
Development in Public Organisations
Inger Anne Tøndel, Department of Computer Science, Norwegian University of Science and Technology (NTNU), 
Trondheim, Norway & SINTEF Digital, Trondheim, Norway

Martin Gilje Jaatun, SINTEF Digital, Trondheim, Norway

Daniela Soares Cruzes, SINTEF Digital, Trondheim, Norway

Nils Brede Moe, SINTEF Digital, Trondheim, Norway

ABSTRACT

Whenworkingwithsoftwaresecurityinarisk-centricway,developmentprojectsbecomeequipped
tomakedecisionsonhowmuchsecuritytoincludeandwhattypeofsecuritypaysoff.Thisarticle
presentstheresultsofastudymadeamong23publicorganisations,mappingtheirrisk-centricactivities
andpractices,andchallengesforimplementingthem.Theauthorsfoundthattheirsoftwaresecurity
practiceswerenotbasedonanassessmentofsoftwaresecurityrisks,butratherdrivenbycompliance.
Additionally,theirpracticescouldinmanycasesbecharacterisedasarbitrary,lateanderrordriven,
withlimitedfollowuponanysecurityissuesthroughouttheirsoftwaredevelopmentprojects.Based
ontheresultsofthestudy,theauthorsidentifiedtheneedforimprovementsinthreemainareas:
responsibilitiesandstakeholdercooperation;riskperceptionandcompetence;and,practicalwaysof
doingriskanalysisinagileprojects.
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1. INTRODUCTION

Today, nearly all sectors of society depend on software systems to operate efficiently. As the
dependencyon softwarehasgrown, sohave the threats towards these systemsand thepotential
consequences of incidents. Though network security measures (such as firewalls and anti-virus
software)canimprovethesecurityofthesoftwaresystems,theseonlyaddressthesymptomsofthe
realproblem:softwarethatiscrippledwithvulnerabilities(McGraw,2006).

Buildingsecurityintothesoftware,throughadoptingsoftwaresecurityactivitiesandmeasuresin
thedevelopmentprocess,isadirectandeffectivewayofdealingwithcyberthreatstowardssoftware
systems.This,however,addstothedevelopmenttimeandcost,andthisadditionneedstobejustified.
Workingtowards100%securesystemsisnotfeasible,thusitisnecessarytoidentifywhichpartofthe
softwareismorecriticalregardingsecurityandwhichactivitieswillbemostefficientandeffectivein
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securingthesoftwareproduct.Takingariskcentricapproachtosoftwaresecuritymeanstoidentify
whatarethemajorrisksoftheparticularsoftwarethatisdeveloped,andusethisknowledgeofrisk
toguidedecisionsregardingsoftwaresecurity.Thisiscommonlyrecommendedbycurrentsecure
SoftwareDevelopmentLifecycles(SDLs),frameworksandmaturitymodels(Chandra,2008;Howard
&Lipner,2006;McGraw,2006;McGrawetal.,2016).

Inmanyways,securitycanbeconsideredtobeinconflictwiththecurrenttrendof“continuous
development”(Fitzgerald&Stol,2017),reducingefficiencybydelayingdeliveryofnewfeatures
(atleastintheshorterterm,thoughcostsmaybesavedthroughhavingtoprovidefewerfixeslater).
Agilesoftwaredevelopmentusesaniterativeapproachtosoftwareconstruction,aimedatreducing
developmenttime,andprioritisingvalue,whileimprovingsoftwarequalityandinherentlyreducing
risk(CockburnandHighsmith2001).Itisclearthatpeopleissuesarethemostcriticalinagileprojects
andthatthesemustbeaddressedifagileistobeimplementedsuccessfully(CockburnandHighsmith
2001).Eventhoughagilemethodsclaimtoberiskdriven(Beck,2000;Eclipse,2016),someauthors
haveobservedthatriskmanagementhasbeenneglectedinprojectmanagementofagileprojects
(Hijazietal.,2012;Ibbs&Kwak,2000;Junioretal.,2012;Razetal.,2002).Itmaybemoredifficult
toestablishaworkingprocess for softwaresecurityactivities inagiledevelopmentcompared to
waterfall-baseddevelopment,whereyoucouldmoreeasilyhavemandatoryorrecommendedsecurity
activitiesforthedifferentsoftwaredevelopmentphases(benOthmaneetal.,2014;Jaatunetal.,2015;
Microsoft,2009).Oyetoyanetal.(2017)provideabriefoverviewofsecureSDLsandconcludethat
traditionalapproaches to software securitydonotnecessarilyworkwellwithagiledevelopment
processes.Additionally,securityislargelyasystemicproperty,andwithagiledevelopmentitcanbe
moreofachallengetohaveacompleteviewofthefinalsystem(benOthmaneetal.,2014).Atthe
sametime,agiledevelopmentmaycomewithsomeopportunitiesregardingsecurity,e.g.toadaptto
newsecuritythreatsandtohaveongoinginteractionwithcustomersaboutsecurity.

Riskcentricsoftwaresecurityisverymuchrelatedtothewaydevelopersaddresssecurityinthe
projects.Still,otherrolesinanorganisation(e.g.procurers,legalexpertsandinformationsecurity
experts)canhavemajorinfluencesonadevelopmentproject’sapproachtosecurityandcanhave
importantpartstoplaywhenitcomestoidentifyingandunderstandingrisk,andinmakingrisk-
baseddecisionsintheprojects.Abouttenyearsago,vanWykandMcGraw(2005)pointedoutthe
importantroleofsecurityexpertsininfluencingandsupportingtheworkonsecurityindevelopment
projects.Therehashowevernotbeenmuchresearchontheinteractionbetweensecurityexpertsand
developmentprojectsinagiledevelopmentsincethen.

Inthisarticle,weaddressthefollowingresearchquestion:Howcancurrentsoftwareorganisations
workwithsoftwaresecurityinariskcentricway?Asimpliedbythisresearchquestion,westudy
softwaresecuritywithindevelopmentpracticesthatareinmajoradoptiontoday,meaningourcontext
isagiledevelopment.However,whereasagilemethodsarecentredontheactivitiesofteams,wetakea
moreholisticapproach,includingtheperspectivesoforganisationsandprojects.Toanswertheresearch
question,wemakeamappingoftheriskcentricactivities,practicesandchallengesforimplementing
themamong23publicorganisationsinNorway.Thissectorhasbeenchosenforstudyforthreereasons.
First,thissectorhasexperiencedastrongsecuritypushfromtheauthorities,causingthemtoprioritise
securitymanagementintheorganisations.Asaconsequence,theimportanceofhavingsomeone
beingresponsibleforsecurityhasbeenemphasised,somethingthatmakesthissectoraninteresting
casetostudywhenitcomestoorganisationalinfluencesonriskcentricsoftwaresecurity.Second,
thissector’saccesstolegalexpertsmakesthemawareoflegalrequirementsonsecurity,something
thatincreasesthelikelihoodthatsoftwaresecurityisgivensomeattentioninsoftwaredevelopment.
Third,wehadeasyaccesstothissectorthroughcooperationwiththeNorwegianAgencyforPublic
ManagementandeGovernment(Difi).Theorganisationsstudiedhaveadoptedagilepracticesfor
softwaredevelopmentforsometime.Intheorganisations,wehavetalkedmainlywithinformation
securitypeople,astheseareingeneralgivenbroadresponsibilityforallissuesregardingITsecurity,
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includingsoftware.Toensurethatthedevelopmentprojectperspectiveisincluded,twoprojectshave
beenstudiedinmoredetailfromtheviewpointofthesoftwarearchitects.

Thearticle is structuredas follows.Section2givesanoverviewofcurrent researchon risk
managementinagiledevelopment.Section3describestheresearchmethodusedinthestudy.Section
4presentstheresultsofthestudy,whereastheimplicationsoftheseresultsarediscussedinSection
5,withanemphasisonmakingrecommendationsforresearchandpractice.Thethreatstovalidity
arealsodiscussed.Section6concludesthepaper.

2. CURRENT STATE OF THE ART ON RISK CENTRIC SOFTwARE SECURITy

Inthissection,westartwithexplainingwhattypeofactivitieswewouldexpecttoseeinsoftware
developmentifariskmanagementapproachistakentothesoftwaresecuritywork.Thenwemove
ontopresentcurrentexperiencesonhowriskmanagementfitswiththeagileapproachtosoftware
development.

2.1. Software Security Risk Management
Softwareprojectscomewithmanyuncertainties,includingtime-tomarket,stakeholderexpectations
andbudget(Islametal.,2014).Suchuncertaintiesleadtoprojectrisks.Softwareriskmanagement
isatoolthatcanbeusedtomanageandreasonabouttheserisksinastructuredmanner.Islamet
al.pointsoutthatdespitetheexistenceofseveralriskmanagementmethodsparticularlysuitedfor
softwareprojects,currentresearchonsoftwareriskmanagementshowsthatthesearenotwellapplied.
Practitioners’concern is the tangibledevelopmentcost that lead toprojectdeliverablesand thus
directbenefits.Theimpactofapplyinganoverallriskmanagementmethodonasoftwareprojectis
unclear(Bannerman,2008).

Securityrisksareonetypeofriskthatsoftwareproductsfacetoday.Withintheareaofcyber
security,thereexistmanystandards,guidelinesandresearchpapersthatsuggestdifferentwaysof
managingriskandperformingriskassessments.SomeofthemajoronesareISO/IEC27005(ISO/
IEC,2011),OCTAVEAllegro(Carallietal.,2007),andtheNISTRiskManagementFramework
(RMF)(NIST,2010).ISO/IEC27005andOCTAVEAllegroareconcernedwithinformationsecurity
risk management and take an organisational approach. RMF specifies a process for integrating
organisationalriskmanagementactivitiesintosystemdevelopment.Thesedocumentsclaimthata
systematicapproachtoinformationsecurityriskmanagementisnecessaryforensuringthatsecurity
activitiesarealignedwiththeorganisationalgoalsandobjective,andthatorganisationalneedsfor
securityareidentifiedandaddressedinaneffectiveandtimelymanner.

If lookingmorecloselyat the typeofactivitiesrecommendedinISO/IEC27005,OCTAVE
AllegroandRMF,onecanidentifycommonactivitiesthatonecouldexpecttoseewhenworking
risk centric in an organisational context. The most obvious activity is that of performing a risk
analysis,includingsettingthescopeoftheanalysis.Recommendationsforhowtodoriskanalysis
constitutealargepartofthesedocuments(e.g.asinOCTAVEAllegrowheresteps1-7of8could
becategorisedasbeingpartoftheriskanalysisactivity).Ariskanalysisprocessnaturallysupports
anotheractivityfoundinallthesethreedocuments,namelymakingdecisionsonhowtotreatthe
risk.Thesetworiskmanagementactivities(analysingriskandmakingdecisionsonwhattodowith
therisk)canbeidentifiedinISO/IEC27005,OCTAVEAllegroandRMFbylookingatthesteps
theyrecommend.Bycloserreading,onecanhoweveridentifytwoothermainactivities:followup
ofrisk,andcommunicationofrisk.ISO/IEC27005containsprocessstepsfor“riskmonitoringand
review”andfor“riskcommunicationandconsultation”.Thoughnotspecificstepsinthemethodology,
OCTAVEAllegroincludesseniormanagementsponsorshipandtrainingasimportantpreparatory
activities.RMF,whichisconcernedwithintegrationofriskmanagementanddevelopment,moves
beyond just analysing the risk, by describing implementing, assessing and monitoring controls.
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CommunicatingessentialriskinformationtoseniormanagementisemphasisedinRMF.Tosumup,
keyactivitiesofriskmanagementare:

• Risk Analysis (RA):Includingcharacterisingthesystemandtheriskappetite,identifyingthreats
towardsthesystemandassesstheassociatedrisk;

• Risk Treatment Decisions (RTD):Leadingtorequirementsoncontrolsand/orsecurityactivitiesneeded;
• Risk Treatment Follow Up (RTFU):Intendedtoassesswhetherthetreatmentsareimplemented

andworkasintended,andtomonitorchangesinrisks;
• Risk Communication (RC): Towards senior managers, but also to make sure information

relevantforriskunderstanding(e.g.legalrequirements,changesinthreats)aresharedbetween
projectsandbetweenorganisationalunits.

Risk analysis activities in software security are motivated by similar arguments as in ISO/
IEC27005,OctaveAllegroandRMF; tomoreeffectivelyand lessexpensively identifysecurity
vulnerabilitiesand risksandestablishmitigations (Howard&Lipner,2006), and tomakebetter
trade-off-decisionsandprioritisedevelopmenteffortsbasedonrisk(Chandra,2008;McGraw,2006).
Inaddition,theawarenessraisingamongprojectteams(Chandra,2008)isconsideredimportant,
especiallywhenitcomestoimprovedunderstandingofwhatfactorsmayleadtonegativeoutcomes
(Chandra,2008)andtheabilitytothinklikeanattacker(McGrawetal.,2016).Threatmodellingis
evenstatedtobe“The Cornerstone of the [Security Development Lifecycle],andthethreatmodel“the 
major [Security Development Lifecycle] artefact”that“must be used as a baseline for the product”
(Microsoft,2009).Assuch,majorsoftwaresecurityframeworks,maturitymodelsandsecureSDLs
includeactivitiesverymuchrelatedtoriskmanagement.Table1showshowtheBuildingSecurityIn
MaturityModel(BSIMM)(McGrawetal.,2016),theOWASPSoftwareAssuranceMaturityModel
(OpenSAMM)(Deleersnyderetal.,2017),theseventouchpointsforsoftwaresecurity(McGraw,
2004)andMicrosoft’ssecureSDL(Howard&Lipner,2006)allcontainactivitiesthatarerelatedto
thefourkeyriskmanagementactivitiesdescribedabove.

Understandingandassessingsecurityriskisknowntobeacomplexchallenge.Arisk-based
approach usually implies having an overview of the criticality of the various software assets,
understandingpotentialthreatsandvulnerabilities(alsofromanattackerperspective)andbeingableto
provideestimatesonlikelihoodandconsequencesofthedifferenttypesofincidentsthatcanharmthe
softwareandimpacttheservicethesoftwaredeliverstoitsusers.Itisalsonecessarytounderstandhow
thevariousriskscanbemitigatedeffectively.Riskanalysis,andespeciallyquantitativeriskanalysis,
hasbeencharacterisedbysomeas“a modern fairytale”inthedomainofinformationsecurity,as
thereisnooverviewofallthreatsandnotsufficientdatatoestimateprobabilityandconsequences.
Tocompoundthechallenge,thereistypicallynotadequatemethodsupport(Oppliger,2015).Ifthis
isthecaseforinformationsecurity,itislikelyalsothecase(andmaybeevenmoreso)forsoftware
security.Thereislimitedempiricaldataavailableonwhatmakesriskmanagementdifficult,both
for informationsecurityandsoftwaresecurity.AreviewofriskanalysismethodsforITsystems
(Sulamanetal.,2013)identifiedalackofevaluationofriskanalysismethods.Despitethemantra
thatallsecurityworkshouldberiskbased,astudyamonginformationsecurityprofessionals(Jourdan
etal.,2010)unveiledthatasmanyas25%statedthatriskanalysiswasneverorrarelyperformedfor
theirdepartmentororganisation.Amainchallengethathasbeenidentifiedregardinginformation
securityriskassessmentsistheestimationoflikelihoodandcostofinformationsecurityrisks,due
inparttolimitedhistoricaldataavailableandconstantlychangingriskfactors(Cybenko,2006;Fenz
&Ekelhart,2010;Gerber&VonSolms,2005;Rheeetal.,2012;Tøndeletal.,2015).Information
isanintangibleassetwhereitis“extremelydifficultifnotimpossibletodetermineprecisevalue”
(Gerber&VonSolms,2005),andmanylossesareneverdiscoveredandreported(Rheeetal.,2012).
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2.2. Software Security Risk Management in Agile Development
Riskmanagementcanbesaidtobetreatedimplicitlyinagiledevelopmentprojects(Odzalyetal.,
2017;Tavaresetal.,2017).AsexplainedbyNelsonetal.(2008),onesuchimplicitriskmanagement
technique is toprioritise tasks in thebeginningof the iteration.As such,high-risk taskscanbe
prioritised, something that can reduce overall project risk. But as Nelson et al. point out, risk
managementisbroaderthanprioritisinghigh-risktasks.Thereisaneedtofollowupontheriskand
takeadditionalactionsifnecessary.

Astheguidanceprovidedbyagilemethodswhenitcomestoriskmanagementcanbesaidto
be“verygeneral”(Nyfjord&Kajko-Mattsson,2008),researchhasaimedtotailorriskmanagement
toagiledevelopmentprojects,withseveralapproachesbeingsuggested(Odzalyetal.,2017).Few
studieshavehowevercoveredintegrationofriskmanagementwithagilesoftware,consideringthe
organisationallevel(Nyfjord&Kajko-Mattsson,2008;Odzalyetal.,2017).

Onsecurityriskmanagementforagileprojects,theresearchpapersareevenfewer.Therearefew
studiesonpractices,andfewriskanalysismethodsspecificallytailoredtowardsagiledevelopment.
OneofthemorerelevantstudiesavailableisanactionresearchstudyatEricsson,(Bacaetal.,2015)
oftheeffectsofimplementingasecurityenhancedagilesoftwaredevelopmentprocess(SEAP).This
processincludedseveralsoftwaresecurityactivities(e.g.codereview,penetrationtesting),however
thestudyfocusessolelyontwokeyaspectsofSEAP:Addingmoresecurityresourcesintheproject
andthedevelopmentteams,andperformingincrementalriskanalysis.TheintroductionofSEAP

Table 1. Overview of how the key risk management activities are included in key software security frameworks, maturity 
models and secure SDLs

BSIMM OpenSAMM Touchpoints Microsoft SSDL

Risk analysis
-AttackModels(Intelligence)
-ArchitectureAnalysis(SSDL
Touchpoints)

-ThreatAssessment
(Construction)

-Abusecases
-Riskanalysis

-PerformSecurity
andPrivacyRisk
Assessments
(requirements)
-PerformAttack
SurfaceAnalysis/
Reduction(design)
-UseThreatModeling
(design)

Risk treatment 
decisions

-StandardsandRequirements
(Intelligence)

-Security
Requirements
(Construction)
-Secure
Architecture
(Construction)

-Establishsecurityand
privacyrequirements
(requirements)
-Establishdesign
requirements(design)

Risk treatment 
follow up

-StrategyandMetrics
(Governance)
-CodeReview(SSDL
Touchpoints)
-SecurityTesting(SSDL
Touchpoints)
-PenetrationTesting
(Deployment)

-Strategy
&Metrics
(Governance)
-DesignReview
(Verification)
-CodeReview
(Verification)
-SecurityTesting
(Verification)

-Riskbased
securitytests
-Staticanalysis
(tools)
-Penetration
testing
-Externalanalysis

-Performstaticanalysis
(implementation)
-Performdynamic
analysis(verification)
-PerformFuzzTesting
(verification)
-ConductAttack
SurfaceReview
(verification)
-Conductfinalsecurity
review(release)

Risk 
communication -Training(Governance)

-Education
andGuidance
(Governance)

-Coresecuritytraining
(training)
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wasfoundtoimproveidentificationandhandlingofrisk,andbecauseofthis,therisk-managementis
foundtobemorecost-efficientthanwiththeapproachpreviouslyusedbyEricsson.Thisisclaimed
tobeduetosecurityissuesnowbeingdealtwithinamoredistributedfashion,andthusmoreissues
aresolveddirectlybytheteam.ThedetailsofhowriskanalysisandriskmanagementwaswithSEAP
isnotavailable,apartfromdescribingthatfrequencyofriskanalysiswasbeingincreased,thescope
foreachanalysiswasbeingreduced,andtheapproachwasbecomingmoredistributed.

Themostnotableriskanalysismethodavailablethatisspecificallytailoredtoagiledevelopment
isProtectionPoker(Williamsetal.,2010),agameforriskassessmenttobeusedbyagileteams.
EvaluationsofadoptionofProtectionPokerinrealdevelopmentprojectsishoweversparse.Thereis
onestudyavailablewhereProtectionPokerwasusedbyoneteamatRedHat(Williamsetal.,2010),
butthisstudyfocusedmoreonawarenessandknowledgeraisingthroughusingthetechniques,and
notonadoption.Anddespitepositiveevaluationresults,theteamstudiedstoppedusingProtection
Pokersometimeafterthestudywasended.

Wearenotawareofanystudiesorspecificmethodsthataimtounderstandorsolvesoftware
securityriskmanagementinagiledevelopment,takinganorganisationalapproach.Suchresearchis
howevermuchneeded,aseffectsofsecurityinterventionsinagiledevelopmenthavebeenfoundto
bedependentonorganisationalfactors(Polleretal.,2017).

3. RESEARCH METHOD

Thissectiongivesanoverviewoftheresearchmethodusedforthestudy.Itstartswithdescribingthe
studygoalandstudydesign,explaininghowthestudyconsistsofthreeseparatesub-studies.Then
itmovesontoexplainingthesub-studiesinmoredetail,beforedescribingtheapproachtoanalysis.

3.1. Research Questions and Study Design
Thisstudyisacombinationofthreeindividualstudies(sub-studies)thathavebeenperformedoverthe
spanoftwoyearsandthataddressacommontheme.Overall,thestudyismotivatedbythevitalrolea
riskcentricapproachisconsideredtohaveintheliteraturewhenitcomestoachievingcosteffective
softwaresecurityandittacklestheresearchquestion“Howcancurrentsoftwareorganisationswork
withsoftwaresecurityinariskcentricway?”Figure1showshowthethreeindividualsub-studies

Figure 1. Overview of the individual sub-studies
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togetheraddressthisresearchquestionfromthreedifferentangles.Thefirstsub-studystudiedsoftware
securityaspartoftheoverallinformationsecuritymanagementpracticesintheorganisations,from
theviewpointofpeopleworkingoninformationsecurity.Byhavingthisasthefirstsub-studywe
wereabletogetahigh-levelviewoftheoverallchallengesandstatusonanorganisationallevel.
However, this sub-studydeliberately ignored thedeveloperviewpoint,and thusmissedacentral
perspectiveonthetopicstudied.Thus,inthesecondsub-studywestudiedtwohigh-profilepublic
developmentprojectsinmoredetail,aimingtogetanunderstandingofhowsecuritywashandledin
theprojects.Together,sub-studyoneandsub-studytwogaveanoverviewofpracticesandchallenges
relatedtosoftwaresecurityfromboththeviewpointofsecuritypeopleandsoftwarearchitectsin
thedevelopmentprojectsbutlackedamorestructuredoverviewofthesoftwaresecurityactivities
adoptedintheorganisations.Assuch,sub-studythreeaimedtogetsuchanoverviewbymappingtheir
softwaresecurityactivitiestothosedescribedintheBSIMMframework(McGrawetal.,2016).The
threesub-studiestogethermadeusabletoidentifyandmapriskcentricactivitiesandpracticesinthe
organisationsandunderstandchallengesofimplementingariskcentricapproachtosoftwaresecurity.

Asexplainedintheintroduction,thedecisiontostudydevelopmentintheNorwegianpublic
sectorwasmadebasedonthreefactors:asecuritypushinthissectorhadforcedthemtoprioritise
securitymanagement in theorganisations, legal expertise in theorganisationsmade themaware
of any compliance requirements on security, and we had easy access to study participants. The
AgencyforPublicManagementandeGovernment(Difi)wasourpartnerintwoofthesub-studies
(sub-study1and3),contributingwithfinancingaswellashelpinginparticipantrecruitment.This
madeitpossibletogetaccesstoahighnumberoforganisationswithinasectorwheresecuritywas
receivinggrowingattention.

Table2givesanoverviewofkeyfactsaboutthesub-studies.Ascanbeseenthefullstudyhas
beenperformedoveraperiodoftwoyears.Assomeorganisationsparticipatedinmorethanonesub-
study,thetotalnumberofpublicorganisationsstudiedis23,inadditiontotwosoftwarecompanies
(consultants/contractors)thathadacentralroleinpublicsoftwaredevelopmentprojects.

Table 2. Key facts about the sub-studies

Information Security Needs and 
Practices 
(IS n&p)

Architecture and 
Security in Large 

Agile Projects 
(DPA, DPB)

Software Security 
Maturity 

(swsec Maturity)

When 2013 2013 2015

Public organisations 13 1 20

Software companies 
(consultants/contractors) - 2

Forsome
organisations,
consultant
developersgave
inputtothe
questionnaire

Data collection method Focusgroupinterviews Groupinterviews
anddocumentation

Questionnaire
withfollowup
interview

Study participants Informationsecurity/networksecurity Architects
Someinformation
security,some
development

Level of focus Organisation Project Activities
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3.2. Sub-Study 1: Information Security Needs and Practices (IS n&p)
Inthefirstsub-study,theaimofthestudywastoidentifypublicorganisations’needsforsupport
regardinginformationsecurity,andthestudycoveredseveraltopicsofwhichsoftwaresecuritywas
one.Thestudywasperformedusingthefocusgrouptechnique(Stewart&Shamdasani,2014).A
focusgroupcanbeunderstoodasasemi-structuredgroupinterview,andthetechniqueiswellsuitedto
identifyareasofimprovementbasedontheexperienceoftheparticipants.Bybringingtheparticipants
together,ratherthanperformingindividualinterviews,theparticipantsrelatetotheopinionsofthe
othersinaconversation,somethingthatbringsoutmoreinformation.

Invitationstoparticipateinthestudyweresentto26publicorganisations,outofwhich13agreedto
participate.TheinvitationstoparticipateweresentbyDifi,whoalsoselectedwhichorganisationstoinvite.
Themaincriterionusedintheselectionwasthattheparticipatingorganisationsshouldincludeamixtureof
organisationsregardingbothsizeandsecuritymaturity.Inaddition,afeworganisationsthatwereknown
tohavereceivedcriticalremarksfromtheOfficeoftheAuditorGeneralofNorway(Riksrevisjonen)
regardinginformationsecuritywereinvitedtoparticipate.Theinvitationsrequestedtheparticipationof
personnelthathadsomedegreeofresponsibilityforinformationsecurityintheirorganisations.

Intotal,threefocusgroupinterviewsrelatedtosoftwaresecuritywereperformed,andeachfocus
groupinterviewlastedintotalthreehours.Onegroupconsistedoforganisationsthatwerebelieved
tobematureintheirinformationsecuritywork.Theothertwogroupsweremoremixedinterms
ofparticipants.Fewoftheparticipantskneweachotherfrombefore,andweusedbrainstorming
techniquesinthestartofeachfocusgrouptobuildtrustamongtheparticipants,asasuccessfulfocus
groupisdependentonparticipantsthatarewillingtoshareexperiences.

Allgroupsfollowedthesameprocessandinterviewguide.Afterashortintroductiontothestudy,
weperformedashortbrainstormingwhereparticipantsaddressedthefollowingquestion:Whatworks
wellandwhatischallengingintheworkwithinformationsecurityinyourorganisation?Thenwe
startedonthegroupinterview,coveringthefollowingtopics:1)securitycultureandmanagementbuy-
in2)informationsecuritymanagementsystemsandriskmanagement,and3)softwaredevelopment.In
thesoftwaredevelopmentpart,theparticipantswereaskedaboutwhenintheprocess(requirements,
development,deployment)informationsecuritypeopleandactivitieswereinvolved,andchallenges
werediscussed.Inadditiontothequestionsfromtheinterviews,thelaterfocusgroupswerepresented
withimportantfindingsfrompreviousgroupsandaskedtocommentonthosefindings.

Tworesearchersfacilitatedallthefocusgroups.Oneofthesewasresponsiblefortakingdetailed
notes from thediscussion. In addition, all conversationswere recorded.After each focusgroup,
theresearchersreflectedabouthowthegroupsfunctioned;whethereverybodyparticipatedinthe
discussion, if theyagreeda lotordisagreed.Observations regardinggroupdynamicshavebeen
takenintoaccountintheanalysisoftheresults,inadditiontoothercontextinformationregarding
backgroundandexperiencesofparticipantsandmaturityof theirorganisations.Aftereachfocus
group,asummarywasmadeandsenttotheparticipantsforcomments.Thesummaryincludeda
recapitulationofthemostinterestingpointsofthediscussion,aswellasunstructuredandanonymised
notesfromthediscussion.

3.3. Sub-Study 2: Architecture and Security in Large 
Agile Development Projects (DP A and DP B)
Inthesecondsub-study,oneverylargeagileprojectwasselectedastheprimarycasetostudy.Inthe
followingwecallthisproject“DevelopmentprojectA”.Thisprojectranforfouryearsandconsumed
roughly800000man-hoursandwasamongthelargestagilesoftwareprojectsinNorwayatthattime.
Intotalthreeorganisationswereinvolvedinthedevelopment,thiswasthepublicorganisationitself
andtwocontractororganisations.Formoredetailsonthiscaseandthestudydesignsee(Dingsøyr
etal.,2017).

In thissub-study,weperformedinterviewsonhowarchitectureandsecuritywashandledin
theproject.Weorganisedthreegroupinterviews,oneforeachorganisation.Thereasonforhaving
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onlyoneorganisationineachinterviewwasthatwewantedtocapturepotentialdifferencesbetween
theorganisations.Participants to thegroup interviewswere recruited to the studybyasking the
involvedorganisationstoinvitethemostrelevantpeopleforthetopic.Forthegroupinterviewson
softwarearchitectureandsecurityonlyoneofthecontractorswasabletoparticipatewithpersonnel
thathadworkedontheDevelopmentprojectA,resultingintwogroupinterviewsonthistopic.In
totalsixpersonsfromtheprojectparticipatedinthesetwointerviews;threepersonsfromthepublic
organisationandthreefromoneofthecontractors.Allthesehadservedinsoftwarearchitectroles
atsometimeduringtheproject,rangingfromteamarchitecttochiefarchitect.Theinterviewswere
performedbytworesearchers,recordedandtranscribed.

ThecontractorthatcouldnotparticipatewithpersonnelfromDevelopmentprojectA,instead
participatedinthestudywithoneexperiencedsoftwarearchitectthatwasresponsibleforanother
high-profilepublicdevelopmentproject.Inthefollowingwecallthisproject“Developmentproject
B”.ThisagileprojectwasconsiderablysmallerthanDevelopmentprojectA,withonlytwoteams
andonecontractor,andoneyearofdevelopment.However,thisprojecthadaconsiderablyhigher
focusonsecurityissues,duetothesensitivityofthedatahandled.

3.4. Sub-Study 3: Software Security Maturity (swsec Maturity)
Thethirdsub-studywasperformedaboutoneandahalfyearsaftertheothertwosub-studies,andwas
aimedatmeasuringthesoftwaresecuritymaturityamongNorwegianpublicorganisations(Jaatun
etal.,2015).ThestudyinstrumentconsistedofaquestionnairebasedontheBuildingSecurityIn
MaturityModel(BSIMM)asdocumentedintheBSIMMVreport(McGrawetal.,2013).Themain
functionofBSIMMistoserveasayardsticktodeterminewhereanorganisationstandscompared
withotherorganisations.Thequestionnairetellsuswhatactivitiestheorganisationhasinplacand
basedonhowwelltheycoverthevariouspractices,wecandeterminethematuritylevelofeach
organisation.Thequestionnairewasfollowedupbyaninterview,inordertoverifytheanswersand
clarifypotentialmisunderstandingsinfillingoutthequestionnaire.Inmostcases,minorupdatesto
thequestionnairewasmadebasedontheinterviews.Eachinterviewwasperformedbyoneresearcher,
theywereconductedonline,andwererecorded.Threeresearcherscooperatedonperformingthe
interviews,andtheseresearchersdiscussedanyambiguitiesinthequestionnairebeforehandtoensure
thattheirassessmentsofactivitieswereassimilaraspossible.

Thequestionnairewasdistributedviaemailto32Norwegianpublicorganisationswhichwehad
reasontobelievehadongoingsoftwaredevelopmentactivities.20oftheseorganisationsreturned
fullyfilled-outquestionnaires.Forsevenoftheresponses,thequestionnairehadbeenfilledoutin
cooperationbyrepresentativesinvolvedinsoftwaredevelopmentandingeneralITsecuritywork.In
theothercases,theresponsewasmadeeitherbypeopleworkingoninformationsecurityoronITin
general(sixresponses),bypeopleworkingonsoftwaredevelopment(fiveresponses),orthemain
responsibilityoftherespondentwasunclearbasedonthejobtitle(tworesponses).Inmostcases,at
leastoneoftherespondentshadamanagingroleintheorganisation,e.g.,informationsecuritymanager,
ITmanager,groupleaderorarchitect.Theresultingquestionnaireresponseswereanalysedtofind
thematurity,andtheresultsfromtheanalysisofthequestionnaireisdocumentedelsewhere(Jaatun
etal.,2015).Inthispaper,wehavealsoanalysedthenotesfromthefollow-upinterviews,anduse
thesetoshedmorelightonthequestionnaireresponsesandthesoftwaresecuritypracticesreported.

3.5. Analysis
The three studies were aimed at identifying existing practices and challenges when it comes to
softwaresecurityintheseorganisations.Tounderstandthesepracticesandchallenges,wecodedthe
databasedontheassumptionthatriskmanagementisakeytomakingdecisionsregardingsoftware
security,asdepictedinFigure1.TheoverallprocessofanalysisisillustratedinFigure2.Forthe
analysis,weusedMindManager,withoneseparatemindmapforeachstudy.Toeasecomparisonof
datafromthedifferentstudies,theoverallstructureofeachmindmapwasthesame:riskassessment,
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risktreatmentdecisions,riskmonitoring,riskcommunication.Thenthedatawithineachofthese
overalltopicswasorganisedintocategoriesbasedonthecoding.Aftercodingandcreatingamind
mapforeachsub-study,keyfindingsfromeachofthecategoriesandforeachstudywereidentified,
andthesewereagainusedtoorganisethedataintoamindmapthatincludedthekeyfindingsand
datafromallthestudies,andanalysethesetogether.

4. RESULTS

Inthissection,wegiveanoverviewofpracticesandexperiencesfromtheorganisationsandprojects
studiedwhenitcomestoriskanalysis,risktreatmentdecisions,risktreatmentfollowupandrisk
communication.Thenweprovideanoverviewoftriggersandbarriersnotdirectlyrelatedtorisk
managementthatseemtobeimportantforsoftwaresecurityinthestudiedorganisations.

4.1. Practice Adoption
Table3givesanoverviewofthemainfindingsonadoptionofriskcentricpracticesinthestudied
organisations.Thestateofadoptionissummarisedinthefindings-columnwithanumber.Themeaning
ofthisnumberdiffersbetweenthesub-studies.Forsub-study2(DPAandDPB)theadoptionis
relatedtoanindividualproject,andshowsiftheprojectadoptsthepracticethroughouttheproject
(2),adoptsthepracticetosomeextent(e.g.doesitinanad-hocmannerorpartially)(1)ordoesnot
adoptthepractice(0).Forsub-study1(ISn&p)andsub-study3(swsecmat)thepracticeadoption
relatestoorganisations,notprojects,andthenumberassigneddependsonthepracticesofthestudied
organisationsoverall.Thus,apracticeissaidtobeadopted(2)ifmostoftheorganisations(80%or

Figure 2. Overview of process for analysing the data
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Table 3. Overview of adoption of risk management activities

Main 
Findings Activity

Practice 
(2 = Adopted; 1 = Sometimes/to 
Some Extent; 0 = Not Done; ‘-’ 

= Unclear/No Data) Notes on Adoption

IS 
n&p

DP 
A DP B Swsec 

mat

Risk 
Analysis

Riskanalysis
practicesvary
greatlyamong
organisations
(RA1)
Legalrequirements
areadriverfor
performingrisk
analysis(RA2)
Riskanalysesare
oftennotcentred
onsoftware
securityissues
(RA3)

Characterize
system - 1 2 1

Noclearprocessforthis.
Guidedbyriskperception
whereconfidentialityhasthe
mainpriority(lessfocuson
integrityandavailability).

Identify
threats/threat
modeling

- 0 - 1
Someorganisationsare
startingtodothismore,but
notcommonpracticeyet.

Analyserisk 1 0 2 1

Oftennotrelevant(high
level,notspecificonsecurity
risk).Determinationof
securityneedsismoredriven
bycompliancethanrisk.

Risk 
treatment 
decisions

Arbitrary,late
anderrordriven
(RTD1)
Noonefightsfor
softwaresecurity
(RTD2)
Legalrequirements
dictatespecific
securitymeasures
–createstension
(RTD3)

Security
require-ments 1 1 2 1

Inmanycases,security
requirementsareconsidered
ratherlateintheprocess.

Secure
designand
architecture

- 0 2 1

Risk 
treatment 
follow-up

Mosttrustthe
vendorsandthe
developersto
followupsecurity
(RTFU1)
Limitedsecurity
testingorreview
(RTFU2)
Timepressure
resultsinsecurity
requirementsbeing
postponed(oreven
dropped)(RTFU3)

Codereview - 0 1 1
Whencodereviewisdone,
itsfocusisnotsecurity,but
othercodequalityaspects.

Designreview - 0 - 1

Security
testing 1 0 2 1 Mosttestingisdoneon

generalfunctionality.

Metrics - 0 - 0

Monitor
changesinrisk - 0 - 1

Organisationsmonitor
changesinnetworksecurity
risks.Monitoringofchanges
inrisksrelatedtosw
developmentisdependenton
developerinterest.

Risk 
communi-
cation

Lackoftrainingin
softwaresecurity
risks(RC1)
Silostructure
preventsspreadof
knowledge(RC2)

Traininginsw
security 0 - 0 1

Sharingofrisk
information
within
organisation

1 - - 1

Legalexpertiseandsecurity
expertiseintheorganization
donotnecessarilybenefit
developmentprojects.

Security
people
involvedinsw
projects

1 - 2 1

Someinvolvement,butin
mostcasesthisinvolvement
isverylimitedintermsof
effort.
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more)inthesub-studyhaveadoptedthepractice,anditispartiallyadopted(1)ifmorethantwoofthe
organisationshaveadoptedthepractice.Notethatinsub-study1wedidnotasktheorganisationsabout
theirpracticesindividually,thuspracticeadoptionisbasedonourimpressionsfromthediscussions
inthegroupinterviews.Mindmapsthatshowthebasisforthefindingssummarisedinthetablecan
befoundinAppendixA.InTable3wedescribethefindingsinmoredetail.

Practicesandroutinesforrisk analysisvariedgreatlyamongthestudiedorganisations(RA1).
Theriskanalysispracticesweremostthoroughlycoveredbytheswsecmaturitysub-study(sub-study
3)wherewespecificallyaskedeachorganisationabouttheirpractices.Inthissub-study,riskanalysis
wasbynomeansanuncommonpracticerelatedtotheprojects.Onlyoneorganisationwasclear
thattheyneverdosuchananalysisrelatedtosecurity.However,atthesametimeonlythreeofthe
interviewedorganisationsstatedthattheyalways(ormostofthetime)doriskassessmentsrelatedto
softwaresecurityinalldevelopmentprojects.Inmostorganisationsinthissub-study,securityrisk
analysiswasdoneonlyforsomeoftheprojects,andtheorganisationsdidnotseemtohaveanyclear
strategyfordecidingwhenariskanalysiswasneeded-theprocessseemedtobeadhocanddependent
onkeypeople(suchassoftwarearchitects)andtheirinterestinandawarenessaboutsecurity.Afew
informantsclaimedthatsecurityismorelikelytobehandledwhentheyprocuresystems(instead
ofdevelopingthesystemsin-house)andfornewsystems(asopposedtoimprovementofexisting
systems),butthisappearedtobeanobservationofownpracticesratherthananintentionalstrategy.
TheISn&Psub-study(sub-study1)supportstheimpressionthatsoftwarearchitectsandlegalexperts
arekeytohavingsecurityneedsconsideredintheprojects.

Intheswsecmaturitysub-studywefoundthatalthoughtheorganisationsself-reportedthatthey
doperformriskanalysisrelatedtodevelopment,suchriskanalysisdidnotnecessarilycoversoftware
securityriskintheprojects(RA3).Riskanalysisperformedrelatedtothespecificdevelopmentprojects
couldbecentredonothertypesofprojectrisk,ignoringsecurityrisks.Riskanalysisperformedrelated
tosecurityriskscouldhavebeenperformedonanorganisationallevelbutwerenotconsideredrelevant
ontheprojectlevel.Thus,currentriskanalysispracticesdonotnecessarilyimprovesoftwaresecurity.

Intheorganisationsstudied,thestrongestdriverwefoundforperformingriskanalysisrelated
to security is legal requirements (RA2). In the swsec maturity study (sub-study 3), three of the
organisationsreferredtolegalrequirementswhentheytalkedabouttheirriskassessmentpractices,
andoneclearlystatedthatanauditwasthetriggerforperformingriskassessments.Othermotivations
arenotexpressedtothesameextentbytheintervieweesinthissub-study.Inthedevelopmentprojects
studied(sub-study2)thiseffectoflegalrequirementsisshowninpractice.DevelopmentprojectBis
theonlyoneofthetwowithclearlegalrequirementsonsecurity,andtheonlyonewhereriskanalysis
wasdoneregularlythroughouttheproject.AlthoughdevelopmentprojectAwashighprofile,security
riskswerenotsystematicallyanalysedintheproject,andthesoftwarearchitectswetalkedtodidnot
seemtobeparticularlyconcernedabout,norupdatedon,thesecurityofthesystem.

Risk treatment decisions are often not made based on a process that ensures a thorough
understandingofrisk.Intheorganisationsstudieditseemsabitarbitrarywhetherornotsecurity
isconsideredfortheprojects(RTD1).Althoughsomesecurityissuesmaybeconsideredearlyon,
importantsecurityissuesmaystillbeleftout.Securityisinmanycasesincludedabitlateandinclusion
iserror-driven.Inthedevelopmentprojectsstudiedthisisespeciallythecaseindevelopmentproject
A,wheresecurityissuesthatwereaccidentallydiscoveredwasamainreasonforthesecurityefforts
thattheintervieweestoldusabout.Some“surprises”arehoweverhardtoavoid,andthiswasalso
thecaseindevelopmentprojectB(wheresecuritywasconsideredthroughouttheproject)wherethe
intervieweestatedthat“…wetooksomemeasurestowardstheend,whereitdidjuststrikeus‘oh,
wejusthavetosecurethis.’”Inthisproject,however,mostsecuritymeasureswereinitiatedinamore
plannedandproactiveway.Allsub-studiesagreethatsoftwarearchitectshaveapotentiallyimportant
rolewhenitcomestosecurityintheprojects,butthisisdependentontheirpersonalinitiativeand
interestinsecurity.Inpractice,fewsoftwarearchitectsseemtohavesecurityasamaininterest,and
theirexplicitresponsibilitieswhenitcomestosecurityarelimited.Securitypeoplearesometimes
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involved,butseemtobepassive,eitherwaitingtobeinvitedorparticipatinginthebeginningand
thenleavingtheprojecttofendforitself.Somestatethattheytrustvendorstotakecareofsecurity,
includingidentifyinghowmuchandwhattypeofsecurityisneeded.

Theresponsibilityforidentifyinganddecidingonsecurityrequirementsforthedevelopment
projectsseemsfragmented(RTD2).Intheswsecmaturitystudy,theintervieweefromoneorganisation
pointedtoahiredconsultantastheonehavinganinterestinsoftwaresecurity.Anintervieweefrom
adifferentorganisationstatedthatitisdifficulttoidentifywhointheorganisationisresponsiblefor
softwaresecurity,andtheintervieweeconsideredeachdevelopertoberesponsiblefortheirpartof
thecode.IntheISn&psubstudy,participantspointedoutthatsecurityisoftenconsideredatechnical
thingthatisassumedtobecoveredsincetechnicalpeopleareinvolved.Inthesamesub-study,they
howeverexplainthattheyareseeinganimprovementinthewaysecurityishandled.Thisisrelated
topeoplefromthebusinesssidebeginningtogetmoreconcernedaboutsecurity.Astheyprovide
inputtorequirements,theyhaveapotentialroleinbringingsecurityrequirementstotheprojects,
althoughtheircompetenceonsecurityislow.Ingeneral,itseemsunclearinmostorganisationswhere
theresponsibilityofinformationsecuritypeopleendsandtheresponsibilityofthedevelopmentpart
oftheorganisationstartswhenitcomestosoftwaresecurity.

Legalrequirementsareanimportantsourceforsecurityrequirementsinthedevelopmentprojects
intheorganisationsstudied(RCT3).Thoughlegislationclearlymotivatessecurityefforts,thereare
twomainproblemswiththis.First,thelegalrequirementsmayhaveunintendedeffectswhenitcomes
tosecurity.ThearchitectfromdevelopmentprojectBexplainedthatrequirementstophysicallydelete
data(notonlymarkitasdeleted)increasedtheriskthatdataislost.Additionally,legalrequirements
wereresultinginmorecomplexsolutions,somethingthatisnotnecessarilybeneficialforsecurity.
Second,thereisaneedtobalancesecurityandotherissues.Thearchitectfromdevelopmentproject
Bstated:“Gettingthelegalpeopleonboardwasperceivedasoneofthegreatestchallenges…”The
samearchitectcharacterisedsecuritypeopleasextreme,wantingtoremovenetworkconnectionsetc.
Makingcompromisesischallengingwhendealingwithlegalrequirements.However,thearchitect
explainedthattheysometimeshadtogotothelegalexpertstochallengelegalrequirementsand
postponesuchrequirementstolateriterations.

Risktreatmentfollowupisnotdoneinanystructuredmannerinmostofthestudiedorganisations.
Activitiessuchastestingandcodereviewarecommon,buttheyarerarelyconsideringsecurityaspects
(RTFU2).Developersandvendorsaretrustedtotakecareofsecurity,withoutthisbeingfollowed
upbymostorganisations(RTFU1).Intervieweesintheswsecmaturitysub-studyofferstatements
suchas(paraphrased)IamsureourvendorhasroutinesinplaceandIhaveraisedthisissuewiththe
developers,butIamnotsurewhatdevelopersdoaboutit.Inmanyoftheorganisationsinthissub-
study,externalvendorsdomostofthedevelopment,somethingthatismentionedasonehindrance
forinvolvementandfollowupbysecuritypeople.However,oneofthemorematureorganisations
intheswsecmaturitysub-studywasawarethatsecurityneedstobefolloweduponmoreclosely,as
expressedbyoneinterviewee(paraphrased):Contracttermsstatethatthevendorsshouldfollowthe
securityrules.Butitisthedailypracticethatmatters.Thatiswhyitisessentialtohaveaprocessto
followupqualityrequirementsregardingsecurity.

Timepressureandagiledevelopmentisconsideredachallengewhenitcomestofollowingup
onsecuritythroughoutthedevelopmentprojects(RTFU3).IntheISn&psub-study,participants
explainedthat“…itwaseasierwhenprojectswererunusingthewaterfalldevelopmentmodel,because
thenallrequirementsweretherebeforetheprojectstarted,andthevendorshadtodelivereverything
intherequirements.Todayimportantdecisionsthatinvolveinformationsecurityaremadeinsprint
meetings…”(paraphrasedfromfocusgroupdiscussion).Securitypeopledonotseemtobepresent
inthesemeetings,andthustheirinfluenceonthesedecisionsisverylimited.Theswsecmaturity
sub-studyconfirmedthatexistingregimesonsoftwaresecuritydonotworkaswellasbeforedueto
agiledevelopment,furtherhamperingabilitytofollowuponrisktreatmentintheseprojects.
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Riskcommunicationisingeneralnotaddressedinastructuredmannerinthestudiedorganisations.
Thetrainingactivitiesweremostthoroughlyidentifiedintheswsecmaturitysub-study.Thereitwas
foundthatnoneofthestudiedorganisationshaveastructuredapproachtosoftwaresecuritytraining
(RC1).Theymayhavegeneral security training foremployees,but thisdoesnotcover software
security.Intheswsecmaturitysub-studyoneoftheintervieweesstated(paraphrased):Newemployees
havetoreceiveamandatorysecurityintroductionandsignthesecuritypolicy,butthereisnothing
aboutsoftwaresecuritythere.Andsincethedevelopersarehiredconsultantsnoneofthemhasto
gothroughthisprocess.Insomeorganisations,employeeshavebeensenttocoursesorconferences
wheresoftwaresecurityhasbeenatopic.Afewarealsoawareoftrainingactivitiesatthevendors,
butinmostcasesanysoftwaresecuritytrainingisadhocanddependentondeveloperinterest.

Ashasbeenpointedoutabove,legislationisanimportantsourceforsecurityrequirements.Of
alltheorganisationsintheswsecmaturitysub-study,85%self-reportthattheyhaveanoverviewof
regulations.However,inthefollowupinterviewsitbecomesclearthatalthoughtheorganisationmay
havealegaldepartmentwithaclearoverviewoflegislativerequirements,thisdoesnotnecessarily
benefitthedevelopmentprojects.Inthesameway,securitypoliciesmaybepresentatanorganisational
level,withoutthisaffectingthedevelopment,andsecurityexpertiseandfollowuponnewthreats
thatisdoneonanorganisationalleveldoesnotnecessarilyleadtothisknowledgebeingavailableto
developmentprojects(RC2).Toillustrate,weparaphrasethefollowingstatementsfromtheswsec
maturityinterviews:Wehaveaforumtodiscusscyber-attacksinoperation,butnotsureifthings
fromthisforumgettodevelopers.Ihopeso.And,ourorganisationhasmanypoliciesthatensurewe
arecompliant,butIamnotsurehowmuchthisimpactsthecoding.

4.2. Triggers and Barriers for Software Security
Ascanbeobservedfromtheresultsdescribedintheabovesubsection,theresultsfromthisstudy
downplaytheimportanceofriskanalysis incurrentsoftwaresecuritypracticesinmanyofthese
organisations. It is suggested that any riskanalysisperformed isoftennot relevant, and that the
motivationismainlylegalcomplianceandnotimprovedsecurityperse.Additionally,riskanalysis
isnotput forwardasan importantbasisformakingdecisionsaboutwhatsecuritymeasuresand
activitiesareneeded in theprojects.Follow-upofanysuchdecisions isalsonot risk-based,and
veryfewhaveanyclearprocessestoreviewandtestforsecurityissuesandensurethatanysecurity
requirementsareadequatelydealtwithinthefinalsoftware.AscanbeseeninTable3,adoptionof
typicalriskmanagementactivities(asdescribedinsection2.1)islow,exceptindevelopmentproject
B.Althoughthesoftwaresecurityapproachoftheseorganisationsdoesnotseemtoberiskcentric,
theydoreportthattheyperformanumberofsecurityactivities,ascanbeseeninFigure3thatgives
anoverviewofthequestionnaireresponsesintheswsecmaturitysub-study(formoredetailsonthese
responses,see(Jaatunetal.,2015).

Asriskmanagementdoesnotseemtobethemostimportantstartingpointforsoftwaresecurity
inthestudiedorganisations,wehaveidentifiedfromthedataotheractivitiesorfactorsthatarestated
aspossibletriggersorbarriersforsoftwaresecuritybytheinterviewees(seeTable4).Thesehave
beenidentifiedbygoingthroughthecodeddatalookingforwhatintervieweesdescribeascauses
fororhindrancesforsoftwaresecurityintheirorganisationsandprojects.

Asdescribedintheprevioussub-section,externalrequirementsclearlyrepresentatriggerfor
performingriskanalysis,andtheyimpactthesecurityrequirementsofprojectsaswellastheeffort
putintosecurity.DevelopmentprojectBhadquitestrictlegalrequirementsrelatedtothedatathe
productwastohandle,andthisislikelythemajorreasonwhythisprojecthadarelativelystrong
focusonsecurity.Additionally,theinformationsecuritypeoplewetalkedtointheISn&psub-study
(sub-study1)alsosawcloserinteractionwiththelegaldepartmentasapossiblewaytopushmore
securitytotheprojects.

Asalsomentionedintheprevioussub-section,detectionofsecurity-relatederrorsmadeincode
clearlytriggersaburstinsecurityattentioninordertofixdiscoveredissues.Hearingaboutsecurity
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problemsinpreviousprojectscanalsoincreasegeneralattentionaboutsecurity.However,whenit
comestoissuesrelatedtoriskperceptionandattitudeandcompetenceonsecurity,awarenessseems
tobelowinthemajorityoftheprojectsintheseorganisations.Oneofthereasonsstatedforthis
isthatmanyofthesystemstheydeveloparemeantonlyforinternaluseandwillnotbedirectly
accessiblefromtheinternet.Andtheystatethatincaseswheretheydevelopopensystems,these
oftenonlypresentdatathatisconsideredopenaswell,thussecurityisnotconsideredimportant.The
exceptiontothisamongtheprojectswehavestudiedisdevelopmentprojectB(sub-study2),where
theresultingprojectwastobeaccessiblefromtheinternetandcontainedsensitivedata,andinthis
case,securitywasmadeapriority.Inthestudy,wehavenotmadeanyeffortstoidentifysecurity
riskstothesoftwaretheorganisationsdevelop,inordertoverifysuchclaims.However,itisworth
notingthatthesecurityexpertsintheISn&psub-studystatedthatawarenessabouttheconfidentiality
aspectsofsecurityismuchhigherthanawarenessaboutintegrityandavailabilityaspects.Thesame
informationsecuritypeopleadditionallyexperienced thatknowledgeofsecuritywas lowamong
manyofthedevelopersandprocurers,whoconsidersecuritytomainlybeatechnicalissuethatwill
automaticallybecovered.Still,theoverallstudyalsogivesindicationsthatknowledgeaboutsecurity
isimprovingamongdevelopers,assomeofthepeoplewetalkedwithintheswsecmaturitystudy
(sub-study3)perceiveddevelopersasknowledgeableaboutsecurity.Furthermore,althoughitseems
thatinterestinsecurityamongsoftwarearchitectsanddevelopersmaybeabitlowbasedonthedata
wehave,italsoshowsthatsecuritycanbeperceivedassomethingthatmakesaprojectinteresting
andchallengingfromatechnicalviewpoint.

Intheorganisationswehavestudied,theresponsibilityforsoftwaresecurityseemsunclearand
fragmented.Fewcanreallyclaimtohaveasoftwaresecuritygroup(SSG),i.e.,agroupthatincludes
rolessuchassecurityarchitectorsecuritytester.Inmanyorganisations,theresponsibilityforsoftware
securityisconsideredpartoftheresponsibilityforinformationsecurity,butinthatcase,itrunsthe
riskofgettingdeprecated.Someoftheinformantswereclearthatintheirorganisationothersecurity

Figure 3. Self-reported adoption of BSIMM activities in swsec maturity sub-study (questionnaire responses)
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activitiesandgoalshadbeenprioritised,andconsequentlysoftwaresecurityhadnotbeengiven
attention.Architectsareseenaspotentialalliesinasecuritypush,butasofnowtheyseldomhave
explicitresponsibilityforsecurity.Byandlarge,itiscurrentlynotpossibletoclearlyholdanyone
accountableforsoftwaresecurity.

Whenchangesneedtobemadethroughouttheproject,securityisnotnecessarilyconsidered.
Moreoftenthannot,timepressureintheprojectsresultsinsecurityrequirementsbeingdeprecated
inordertoreachotherprojectgoals.Thisisconsideredabiggerproblemwithagiledevelopment
thaninmoretraditionalwaterfall-baseddevelopmentmodels.

5. DISCUSSION

Basedontheresultsofthesestudieswehaveidentifiedthreemainareasthatisimportanttoconsider
inordertoimprovecurrentpracticeandtoguidefurtherresearch.Theseare:responsibilitiesand
stakeholdercooperation;riskperceptionandcompetence,and;practicalwaysofdoingriskanalysis.

Table 4. Triggers (↑) and barriers (↓) for software security activity in the projects

Factor IS n&p DP A DP B swsec Maturity

External
requirements

↑Legalrequirements
andInteractionwith
legaldepartment

↑Legalrequirements

↑Legal
requirements
triggerrisk
analysis

Errorsmade ↑Securitymishaps,also
frompreviousprojects

↑Securitymishaps
detected

↑Securitymishaps
detected

Riskperception

↓Systemsnotdirectly
connectedtotheinternet

↓Systemsnot
directlyconnectedto
theinternet

↑Projectwith
obvioussecurity
needs

↓ ↓
↓Systemsnot
usedbyexternals
↓Opendata

Responsibility
↓Unclear
responsibilitiesforsw
security

↑Securityincludedas
userstories
↑Budgetforsecurity

↓Unclear
responsibilitiesfor
swsecurity
↓Relyon
contractorstodeal
withsecurity–
limitedfollowup

Architects
↓Architectsdonot
takeresponsibilityfor
security

↓Architectsnotthat
interestedinsecurity

↓Fewarchitects
withsecurity
interest

Changes ↓Timepressure
↓Agiledevelopment

↓Needforprogressto
fulfilcontract
↓Balancingsecurity
withotherneeds

↓CISOsdonot
haveresourcesto
followuponsw
security

Attitudeand
competence

↓Lackofsecurity
knowledgeamong
developers
↓Procurerslack
awarenessaboutsecurity
↓Securityisconsidered
mainlyatechnicalissue

↓Lackofawareness
ofsecurity
implications

↑Securitywas
consideredpartof
whatmadetheproject
technicallyinteresting
andchallenging

↓No/littletraining
inswsecurity

Otherissues ↑Newproducts
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Inthefollowingsubsections,theseareasarediscussedandsomerecommendationsaremade.Towards
theendofthesectionweprovideadiscussionofthevalidityoftheresults

5.1. Responsibilities and Stakeholder Cooperation
Theempiricalbasisforthediscussionofresponsibilitiesandstakeholdercooperationcanbefoundin
Table5.Thistableshowsthemostrelevantresultsfromthefourriskmanagementareasidentifiedin
Section2,includingfindingsfromTable3(mainfindings,practiceadoption)andTable4(triggers,
barriers).Inthis,andthefollowing,tables,a‘-’inonerowindicatesthatthereisnorelevantfinding
forthistopic.Insomecases,rowsaremerged,andinthatcasethatmeansthatafindingisrelevant
formorethanoneriskmanagementarea.

Onemajorobstacleforsoftwaresecurityinthestudiedorganisationsistheunclearresponsibilities
forsoftwaresecurity.Responsibilitycouldbeputeitheronthesecurityexpertsoronthedevelopment
projects, but we recommend that responsibility is given to the projects or someone close to
development.Thereasonforthisrecommendationistwofold.First,whensoftwaresecurityisseen
aspartofinformationsecurity,itrisksbeingdeprecated.Thishappenedinthestudiedorganisations.
DuetoapushfromthegovernmentonimplementinganInformationSecurityManagementSystem
(ISMS),i.e.ISO/IEC27001,employeeshavingtheroleofChiefInformationSecurityOfficer(CISO)
orsimilarwereunderpressuretoimprovetheirISMSandrelevantpractices,whilethepressureto
improvesoftwaresecuritywerenotasstrong.Thus,itisnotabigsurprisethatsoftwaresecurity
wasnotgivenprioritybyCISOs.AspointedoutbyvanWykandMcGraw(2005),thealignmentof
informationsecurityanddevelopmentwouldrequirealargeeffortfrominformationsecuritypeople.
In the organisations we studied, CISOs and other information security employees were already
strugglingwithlimitedresourcesandthusunabletoproperlyaddressallimportantsecuritytasks.
Second,thecompetenceneededtoworkwithinformationsecurityatanorganisationalleveldoes
notnecessarilymatchthecompetenceneededtoworkwithsecurityindevelopmentprojects.The
BSIMMisclearinitsrecommendationthattheonesresponsibleforsoftwaresecurityshouldhavea
developmentbackground,stating“Startingwithnetworksecuritypeopleandattemptingtoteachthem
aboutsoftware,compilers,SDLCs,bugtracking,andeverythingelseinthesoftwareuniverseusually
failstoproducethedesiredresults.Unfortunately,noamountoftraditionalsecurityknowledgecan
overcomealackofexperiencebuildingsoftware.”(McGrawetal.,2016)Traininginsecuritymay
howeverbeneededforthepeoplethatisgiventhisrole.

Assigning clear responsibilities for software security does not however remove the need to
improvecooperationamongavarietyofstakeholdersrelatedtosoftwaresecurityinaproject.Ascan
beseenfromTable5,communicationandcooperationbetweentheparticipantsinthedevelopment
project,securitypeopleandlegalexpertsisseenasachallenge.Thisischallengingintwoways:
Getting thesedifferent roles to interact tohave thecompetenceof the legalexpertsandsecurity
expertsbenefitthedevelopmentprojects,andhavingtheserolesunderstandeachother’sperspectives
sothatgoodtrade-offscanbemade.Thisseemstobeevenmorechallengingwhendevelopmentis
donebyvendors/contractors,limitingtheinteraction.Itisimportantthatorganisationsareawareof
boththebenefitsandchallengesofhavingtheserolesinvolvedindevelopmentprojectsandmake
arrangementstosupportcooperation.

It’sbeenmorethantenyearssincevanWykandMcGraw(vanWyk&McGraw,2005)called
outforaligninginformationsecurityandsoftwaredevelopment.Theypointedoutthatthedisconnect
betweensecurityanddevelopmentledtosoftwaredevelopmentwithoutanyunderstandingoftechnical
securityrisk,andthussoftwarewithsecurityweaknessesthatshouldhavebeenavoided.Intheir
article,vanWykandMcGrawdiscussedtheroleofinformationsecurityinthesoftwaresecurity
touchpointsandprovided recommendations to informationsecuritypeople thatwanted toplaya
partinimprovingsoftwaresecurity.Theroleofsecurityteamsforadoptionofsecuredevelopment
toolswasfurtherstudiedbyXiaoetal.(2014)aspartofinterviewswith42professionalsoftware
developers.Theyfoundthattherelationshipbetweenthesecurityteamandthedeveloperscanact
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asadriverforsecuritytooladoption,aswellasahindrance,dependingonthecircumstances.Only
sixof17securityteamsinteractedoftenwithdevelopers.Theothersecurityteamsfocusedmoreon
operationalsecurityandwasoftenfoundtobenothelpfulindevelopment.Whenthesecurityteam
interactedwithdevelopers,thiscausedmoresecurityactivitiestobeperformedbythedevelopers
duetosocialpressure,andinturndevelopersfeltmoreresponsibleforthesecurityoftheircode.
Theoppositeeffectwasfoundinacompanywhereonlycertainindividualsweregiventrainingin
useofsecuritytools.

Involvementcanbedoneandsupportedinmanyways,e.g.throughroutinesandbycreating
meetingplaces.Inanycase,itisimportanttoensurethevoicesoflegalexperts,securityexperts,
andpotentiallyothertypesofstakeholdersrelatedtosecurity,isheardatkeydecisionpointsinthe
projectstoensurethatalsotheirconcernsaretakenintoaccountinthedecisionsonwhatriskshould
beaccepted.Trade-offswillhavetobemade,butthesetrade-offsshouldbemadebasedonawareness
ofthepotentialconsequencesofthechoicesavailabletotheproject.

5.2. Risk Perception and Competence
Intheorganisationsstudied,itseemsclearthatconfidentialityiswhatismainlyconsideredwhen
thinkingabouttheneedsforsecurityintheprojects.Wefoundlittleawarenessinthedatathatsecurity
isalsoaboutintegrityandavailability.AscanbeseenfromTable6,manyoftheobstacleswhenit
comestosoftwaresecurityintheorganisationsisrelatedtoriskawareness;stakeholdershavethe
opinionthatsecurityisnotneededbecausethesystemsareonlytobeusedinternallyoronlycontain
opendata.Theseareclearlyfactorsthatreducetherisk.However,itshouldnotautomaticallyleadto
theconclusionthatthereisnoneedtoconsidersecurityforsuchsystems.Somesecuritybreachesare
performedbyinsiders(Jang-Jaccard&Nepal,2014).Somesystemsthatstartoutasinternal,arelater
wrappedtohaveawebinterfaceetc.Opendatamayhaverequirementswhenitcomestointegrityand
availability.Inaddition,systemsthatonlyprocessopenorotherwiseinsensitivedatamightstillbe

Table 5. Empirical basis for discussion and recommendations on responsibilities and stakeholder cooperation

Area Main Finding Relevant Triggers Relevant Obstacles Notes on Adoption

Riskanalysis - - - Lackofclearprocesses

Risktreatment
decisions

Noonefightsforsoftware
security(RTD2) -

Unclearresponsibilitiesforsw
security.
Architectslackinterestinsecurity
anddonottakeresponsibilityfor
security.

-

Legalrequirementsdictate
specificsecuritymeasures-
createstension(RTD3)

Legalrequirementsand
interactionwithlegal
department

Balancingsecuritywithother
needs. -

Risktreatment
followup

Mosttrustthevendorsand
thedevelopers(RTFU1) -

Relyoncontractorstodealwith
security–limitedfollowup.
CISOsdonothaveresourcesto
followuponswsecurity.

Monitoringofchangesinrisk
relatedtoswdevelopment
isdependentondeveloper
interest.

Timepressureresultsin
securityrequirementsbeing
postponed(orevendropped)
(RTFU3)

-
Needforprogresstofulfilcontract
Timepressure
Agiledevelopment

-

Risk
communication Silostructure(RC2) - -

Legalexpertiseandsecurity
expertiseintheorganisations
doesnotnecessarilybenefit
developmentprojects.
Limitedinvolvementby
securitypeopleinthe
projects.
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usedasastepinanattack,whicheventuallygainsaccesstoothersystemsinthecompany.Thus,the
organisationsneedtoconsiderabroadersetofsecuritypropertiesintheirevaluationsofsecurityneeds.

Toimprovesecurityawareness,thereisaneedtodosomethingaboutthecurrentlackoftraining
insoftwaresecurityamongall stakeholders thatare somehow involved indevelopment, itbeing
developers,softwarearchitectsorprocurers.Thisdoesnotnecessarilymeanthatalldevelopersmust
attendasoftwaresecuritycourse (though thiswill surelyhave itsbenefits).Participation in risk
analysisisanexcellentwayofincreasingbothsecurityknowledgeandawareness(Wheeler,2011).
EvaluationsofProtectionPoker(Williamsetal.,2010)showthatusingacollaborativetechnique
fordiscussingsoftwaresecurityrisksinthewholeteamraisesawarenessonsecurityandspreads
knowledgeonsecuritywithintheteam.ThiscorrespondstotheexperiencesreportedbyKongsli
(Kongsli,2006)onusingmisusestoriesandautomatictestingofsecurityinthedevelopmentofweb
applications.Effectsexperiencedincludedincreasedsecurityawarenessintheteam,raisedcollective
ownershipofsecurityissues,andmovingsecurityactivitiessuchassystemhardeningandpenetration
testingtoearlieriterations.However,toeffectivelyraiseawarenesswhilealsoachievingariskanalysis
withgoodquality,thereisaneedtoincludeatleastonepersonthatisknowledgeableaboutsoftware
security.Peoplewithsuchcompetencethusneedtobemadeavailabletothedevelopmentprojects
tobeusedasaresourceinsecurityactivitiesthroughouttheproject.Thismayinvolvetheneedto
trainpersonstofulfilthisrole,ifsuchcompetenceisnotalreadyavailableintheorganisations.As
alsostatedabove,itisimportanttonotethatinformationsecurityprofessionalsdonotautomatically
fitthisrole,astheymaynothavethenecessarycompetencetounderstandthespecificsofsoftware
development(vanWyk&McGraw,2005).

5.3. Practical ways of Doing Risk Analysis
Intheorganisationsandprojectsstudied,theworkonsoftwaresecuritydoesnotseemtoberiskcentric,
withafewexceptions(developmentprojectB(sub-study2)andpossiblyafewoftheorganisations
intheswsecmaturitysub-study(sub-study3)).Instead,organisationstakeamorecompliance-based
approachtosecurity,withlegalrequirementsasamaindriverforsecurityrequirementsandrisk
assessments.Acompliance-basedapproachcomeswithitsbenefits,aswasalsodiscussedintheIS
n&psub-study(sub-study1)inthecontextoforganisationalsecuritywork(notsoftwaresecurity).
Ingeneral,theparticipantsinthefocusgroupsdidnotagreeonwhatwouldbemostbeneficial;arisk

Table 6. Empirical basis for discussion and recommendations on risk perception and competence

Area Main Finding Relevant Triggers Relevant Obstacles Notes on 
Adoption

Risk analysis

-

Securityconsidered
partofwhatmadethe
projecttechnically
interestingand
challenging.

Systemsnotdirectlyconnectedto
theinternet.
Systemsnotusedbyexternals.
Opendata.
Lackofsecurityknowledgeamong
developers
Procurerslackawarenessabout
security.
Securityismainlyconsidereda
technicalissue.
Lackofawarenessofsecurity
implications.

-

Risk treatment 
decisions

Risk treatment 
follow up

Risk 
communication

Lackoftraining
insoftware
securityrisks
(RC1)

- No/littletraininginswsecurity

Trainingin
swsecurityis
almostnon-
existentinthe
organisations.
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basedoracompliance-basedapproachtoinformationsecurity.Itwaspointedoutthatarisk-based
approachrequiresmorecompetenceinordertobeconfidentthatmajorrisksaretakencareof.In
caseswheresuchcompetenceislacking,achecklist-basedapproachoranapproachthatmainlyis
basedonlegalrequirementsmayresultinbettersecurity.Legalrequirementscanthenbeconsidered
aspecificationofaminimumsecuritylevelthatallorganisationshavetocomplywith.

Although a compliance-based approach is easier to apply, a large amount of literature and
standards recommend the risk centric approach (Caralli et al., 2007;Chandra, 2008;Howard&
Lipner,2006;ISO/IEC,2011;McGraw,2006;McGrawetal.,2016;NIST,2010;Wheeler,2011).
Wewouldliketopointoutthreemaindisadvantageswithacompliance-basedapproachtosecurity
(basedonWheeler(2011)).First,thereisnoone-size-fits-allwhenitcomestosecurity.Different
organisationsandsoftwarehavedifferentneedsforsecurity.Ifthesecurityworkissolelybasedon
recommendationsfromchecklists,onewilllikelyimprovesecurity,butnotinthemostcost-effective
way.Inaddition,oneisnotconfidentthatthemostimportantmeasuresforthisparticularsoftware
isaddressedsufficiently.Second,securitythreatsarechangingfast,thuschecklistscanbequickly
outdated.Inordertoadequatelyreacttochangingthreats,thereisaneedforcompetenceandawareness
beyondwhatyougetfromchecklists.Third,withchecklists,thoseresponsibleforaddressingrisks
aswellasotherstakeholdersarenottrainedinconsideringbusinessneedsandtheroleofsecurityin
fulfillingthose.Participatinginriskanalysisisagreatwaytoincreasecompetenceandawareness
aboutsecurity.Awarenessofbusinessneedsisessentialtomakegooddecisionsonwhatsecurity
measurestotakeandtoensuresecurityisconsideredimportantbymanagers.

Basedonliteratureandbasedonthefindingsfromthisstudywethusrecommendmovingtowards
amoreriskcentricapproachtosoftwaresecurity.Butindoingthistheorganisationsandprojects
needimprovedwaystoassessriskinthedevelopmentprojects.

Table7givesanoverviewofthemainresultsfromthestudythatwebasetheserecommendations
on.Thestudiedorganisations’currentapproachestosoftwaresecuritydonotseemtogiveadequate
confidencethatsoftwaresecurityisaddressedsufficiently,ascurrentsoftwaresecurityeffortsseem
largelytobearbitrary, lateanderrordriven(RTD1).Takingintoaccountthelimitedtestingand
securityreviewpracticed(RTFU2),itislikelythatmanysecurityissuesgoundetectedwithtoday’s

Table 7. Empirical basis for discussion and recommendations on practical ways of doing risk analysis

Area Main Finding Relevant Triggers Relevant 
Obstacles Notes on Adoption

Risk analysis

Riskanalysispracticesvary
greatlyamongorganisations
(RA1)

Legalrequirements
Newproducts
Projectwith
obvioussecurity
needs

-

Forriskanalysis,see
RA1-3.
Verylowadoptionof
threatmodeling.
-

Legalrequirementsarea
driverforperformingrisk
analysis(RA2)

Riskanalysesareoftennot
centredonsoftwaresecurity
issues(RA3)

Risk treatment 
decisions

Arbitrary,lateanderror
driven(RTD1)

Detectionoferrors
made -

Somesecurity
requirementsare
made,butmaycome
lateintheprocess.

Risk treatment 
follow up

Limitedsecuritytestingor
review(RTFU2) - - -

Risk 
communication - - - -
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practice.ThougherrorswereatriggerforsecurityactivitiesalsoindevelopmentprojectBwhere
securitywasfollowedupinamorecontinuousandstructuredmannerthroughouttheproject,the
effectoferrorsasatriggerforsecurityactivitiesseemtohavebeenstrongerindevelopmentproject
Awheresecuritywasnotgivenasmuchattention.Legalrequirementswereanimportanttrigger
indevelopmentprojectB,butinprojectBthisledtoamoreriskcentricapproachtosecuritywith
adoptionofactivitiesthatcouldbeconsideredpartofriskmanagement(seeTable3).

Currentapproachestoriskanalysisinthestudiedorganisationsseemhowevertobeinadequate
forsoftwaresecurity(RA1-3).First,itisnotclearwhenriskanalysisshouldbeperformed.Second,
theanalysesthataredoneseemnottobethatusefulforsoftwaresecuritywork.Basedonthis,it
seemsthattheorganisationscouldbenefitfromlightweightprocessesfordeterminingtheneedfor
security inaproject, todeterminewhat levelof riskanalysis isneededaswellasothersecurity
activities.Suchalightweightprocessneedtotakeintoaccountthefullsecurityproperties,notonly
confidentialityandlegalrequirements.Additionally,thereisaneedforriskanalysismethodsthat
fitsoftwareprojectsandthatcanbedoneinamorecontinuousmannerthroughouttheprojectand
atalevelusefulfordevelopment.ProtectionPoker(Williamsetal.,2010)isoneexampleofarisk
assessmenttechniquetailoredtoagiledevelopmentandthatwouldpotentiallyfittheneedsofthese
organisations,andthathaspositiveevaluationresultsinarealdevelopmentsetting.However,there
arenotmanyothersuchtechniquestochoosefrom.Insteadcompaniesareleftwithadaptingmore
generalriskassessmenttechniquestofittheneedsoftheiragiledevelopmentprojects.Moreresearch
isneededinhowriskassessmentcanbedoneefficientlyandeffectivelyinagileprojects.

5.4. Threats to Validity
ThediscussionofthreatstovalidityofthisstudyisbasedontherecommendationsofCruzesandben
Othmaneregardingthreatstovalidityinempiricalsoftwaresecurityresearch(Cruzes&benOthmane,
2017).Itisimportanttohighlightthatqualitativestudiessuchastheonethatweperformedrarely
attempt tomakeuniversalgeneralisations. Instead, theyaremoreconcernedwithcharacterising,
explaining,andunderstandingthephenomenainthecontextsunderstudy.CruzesandbenOthmane
basetheirrecommendationsonLincolnandGuba(1985),thatsubstitutedreliabilityandvaliditywith
theparallelconceptoftrustworthiness.Trustworthinessagainconsistsoffouraspects:credibility,
transferability,dependability,andconfirmability,withcredibilityasananalogytointernalvalidity,
andtransferabilityasananalogytoexternalvalidity.

Credibilityrefersto“thequalityofbeingconvincingorbelievable,worthyoftrust”(Cruzes&ben
Othmane,2017),anddependabilityrefersto“stabilityandreliabilityofdataovertimeandconditions”
(Cruzes&benOthmane,2017).Thecredibilityanddependabilityofthisstudyarecloselyrelated,and
highlylinkedtostudydesigndecisions,inparticulardecisionsregardingscopeanddepthofthestudy.
Inthefollowingwediscussthreemaindesigndecisionsmadeandtheirimpactonvalidity,namely
thedecisiontostudyseveralorganisationsatahighlevelinsteadofoneorafeworganisationsata
moredetailedlevel,thedecisiontogathertheperspectivesofrolesoutsidethedevelopmentteams,
andthedecisiontohavethestudyorganisedasthreesub-studiesspanningtwoyears.

Inthisstudy,wehavestudied23organisations,butthesehavenotbeenstudiedindetail.We
relyonself-reportingofpractices,andthusonthepeoplewetalkwithadequatelyreportingboth
practicesandchallenges. In the focusgroupsaswellas in the interviewswegot the impression
that thepeoplewetalkedtowerehonestabout theirpractices,also tellingaboutchallenges they
faced.However,wehavenotaimedtocheckthatwhattheytolduswasinfacttrueusingadditional
empiricalsources.Usually,onlyonepersonfromeachorganisationwasinterviewed,thusweonly
gotoneindividual’sperspectiveontheirsoftwaresecuritywork.Wecouldhavechosentogomore
indepthintheorganisations,includingmorepeoples’perspectives,butthiswouldhavecomeatthe
costofthenumberoforganisationswewouldhavethecapacitytostudy.Studyingasmanyas23
organisationsfromthesamesectormakesusabletounderstandthepracticesandchallengesofthis
sectorasawhole,notonlythatofindividualorganisations.
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IntheISn&psub-study(sub-study1)andintheswsecmaturitysub-study(sub-study3),most
ofthepeoplewetalkedtowerenotdeeplyinvolvedindevelopment,butratherhadrolesrelated
tonetworksecurityor informationsecurity in theorganisation.Onereasonfor thisstudydesign
decision isour researchquestion,wherewe takeamoreholisticapproach tounderstanding risk
centricpracticestosoftwaresecurity,includingalsotheorganisationalaspect.Thisemphasisonthe
opinionsofsecuritypeopleoutsideofthedevelopmentprojectsishoweveralimitation,aswemay
risktonotadequatelyunderstandtheactualpracticesofthedevelopmentprojects.Bystudyingtwo
developmentprojectsinmoredetail,weovercomesomeofthislimitation.However,itisimportant
tonotethatbycollectingtheviewpointsofsecuritypeople,alsooutsidedevelopment,isimportant
becauseitcorrespondstothewaysoftwaresecurityiscurrentlyhandledintheseorganisations.When
intheswsecmaturitysub-studyweaskedtotalkwiththoseresponsibleforsoftwaresecurity,wewere
directedtoinformationsecuritypeopleinmanycases.Ifwehaddecidedtoonlystudytheprojects,
wewouldhavemissedtheimportantperspectiveofthesecuritypeopleandtheirinteractionwiththe
projectswhenitcomestosoftwaresecurity.

Thestudyperformedinordertodothismappingconsistsofthreesub-studiesperformedovertwo
years.Thestudydoesnotaimtoidentifychangesthatmayhavehappenedduringthistime.However,
wearenotawareofanymajorexternalfactorsthatwouldimpactthesoftwaresecurityworkduring
thesetwoyears.Thefocusinthethreesub-studiesarenotthesamebutdifferinwhatisstudiedand
whoisusedasinformants.Thisisastrengthinthewaythatthesoftwaresecuritypracticesinthesector
isstudiedfromdifferentangles.However,noneofthestudiesstudyriskcentricactivitiesexclusively.
Rather,theoverallpracticesandchallengesareaimedcaptured.Aswedidnotbringwithusalist
ofriskcentricactivitiestolookforinthecompanies,wemayhavemissedsomeoftheirriskcentric
activities.However,studyingtheorganisationsstrictlythroughthelensofsuchalistofriskcentric
activitiescouldresultinoverlookingpracticesthatwehadnotincludedinthelistbeforehand,thus
obscuringtheorganisations’practicesandapproachtosoftwaresecurity.

Transferabilityofstudyresultsrefersto“thedegreetowhichtheresultsofthequalitativeresearch
canbegeneralizedortransferredtoothercontextsorsettings.Itdependsonthedegreeofsimilarity
betweensendingandreceivingcontexts” (Cruzes&benOthmane,2017). In thiscase, it should
notbedonewithouttakingintoaccounttheparticularcontextofthisstudy;publicorganisationsin
Norway.Publicorganisationsmaybehavedifferentlythanprivatesoftwarecompaniesinsomerespects.
Althoughprivatecompaniesactascontractorstothestudiedpublicorganisations,theorganisations
themselveshavedifferentgoalsthanwhatiscommonforprivatecompanies.Thehighemphasison
legalcompliancefoundinthisstudyisanexampleofafactorthatcanbestrongerbecauseofthe
sectorandthetypeofsystemsdeveloped.However,withtheupcomingenforcementoftheGeneral
DataProtectionRegulation(GDPR)legalcompliancewillmostlikelybecomemoreimportantfor
softwarecompaniesingeneral.

Confirmability refers to“neutrality; that is, findingsmust reflect theparticipants’voiceand
conditionsoftheinquiry,andNOTtheresearcher’sbias,perspective,ormotivations”(Cruzes&ben
Othmane,2017).Inthethreesub-studies,severalresearchershavebeeninvolvedindatacollection,
andnooneresearcherhastakenpartinalldatacollection.Thisisbothastrengthandaweakness.By
havingseveralresearchersinvolved,anypreconceptionsofoneindividualresearcherhavelessimpact
onthedatacollection.However,withseveralresearchersinvolvedthereisthechallengeofcoordinating
theseresearcherstoensurethedatacollectionisconsistentamongthedifferentcompanies.Thiswas
especiallyimportantintheswsecmaturitysub-study,wherephoneinterviewsweredonebyseveral
researchersindividually,andinthissub-studywetookmeasurestoensuretheinvolvedresearchers
hadasimilarunderstandingofkeyconceptsusedintheinterviewguideandofthegoalofthestudy.
Intheothertwosub-studies,datacollectionwasdonebythesameresearchersthroughoutthewhole
sub-study.Richnessofdatahasbeenensuredthroughrecordingofinterviewsinsub-studies1and2.In
sub-study2,thedataanalysedwasthetranscribedinterviews,whileinsub-study2therecordingwas
usedtoenrichnotestakenduringthefocusgroupsessions.Thesenotes,includinginitialconclusions
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fromthefocusgroup,wassenttothefocusgroupmembersforcommentsashorttimeafterthefocus
group.Insub-study3,richnessofdatawasensuredbyhavingquestionnairesthatwasfollowedup
byaninterview.Besides,wehavecreatedmind-mapsofthedataforabstractionoftheresults,where
allresultscanbetracedbacktotheoriginalsourceofinformation.

6. CONCLUSION

Thisstudyofsoftwaresecuritypracticesinpublicorganisations,withamappingoftheirriskcentric
activities,hasrevealedthatsoftwaresecuritypracticeswerenotmainlybasedonanassessmentof
softwaresecurityrisks,butratherdrivenbycompliance.Theirpracticescouldalsoinmanycases
becharacterisedasarbitrary, lateanderrordriven,withlimitedfollowuponanysecurityissues
throughoutthedevelopmentprojects.Wehaveidentifiedaneedfor:morepracticalwaysofdoing
riskanalysis;improvedriskperceptionandcompetence;andclearerresponsibilitiesandimproved
stakeholdercooperation.

We recommend that organisations move towards a more risk centric approach to software
security,asthecurrentcompliance-basedapproachdoesnotgiveadequateconfidencethatimportant
securityissuesareaddressedsufficiently.Indoingthis,organisationswouldbenefitfromlightweight
processesfordeterminingtheneedforsecurityinaproject,makingsurethefullsecurityproperties
areconsidered.Additionally,thereisaneedforriskanalysismethodsthatfitagilesoftwareprojects,
andthatcanbedoneinamorecontinuousmanner.Keystakeholdersinthedevelopmentproject
shouldbeinvolvedinriskanalysis,toincreaseawarenessofsecurity.Responsibilityforsoftware
securityinaprojectshouldbeclearlyassigned,andshouldpreferablybegiventosomeoneclose
tothedevelopment.However,inadditiontoassigningresponsibility,thereisaneedtoarrangefor
legalandsecurityexpertstohaveunderstandingofandinteractionwithdevelopmentprojects.When
decisionsaremadethatimpactriskacceptance,thereshouldberoutinesinplacetomakesureexperts
onlegalandsecurityissueshaveachancetosharetheirperspectivesontheissue.
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APPENDIX

Mind Maps of Findings
Figures4-7provideanoverviewofthemainfindingsfromthestudy,aswellaswhichsub-studies
thefindingscomefrom.

Figure 4. Overview of key findings on risk analysis
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Figure 5. Overview of key results on risk treatment decisions
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Figure 6. Overview of key results on risk treatment follow up

Figure 7. Overview of key results on risk communication
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