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Abstract—Cloud computing has been receiving a great deal of
attention during the past few years. A major feature of public
cloud services is that data are processed remotely in unknown
systems that the users do not own or operate. This context
creates a number of challenges related to data privacy and
security and may hinder the adoption of cloud technology in,
for example, the healthcare domain. This paper presents results
from a stakeholder elicitation activity, in which the participants
identified a number of obstacles to the adoption of cloud
computing for the processing of healthcare data. We compare
our results with previous studies and outline accountability as a
possible way forward to increase the adoption of cloud services
in the healthcare domain

Index Terms—healthcare, cloud, security, privacy, accountabil-
ity, openspace

I. INTRODUCTION

Cloud computing has been a hot topic in both industry and
research for several years, and is now becoming mainstream to
the extent that public cloud services can be found everywhere,
offering all sorts of IT services in an on-demand and scalable
manner. It is thus only natural that cloud computing should
be used as a component in all kinds of service delivery, also
in the healthcare sector.

In recent years there has been a signicant growth in the
use of wireless sensor networks in healthcare [1], [2], which
for example can be used for early detection of clinical de-
terioration through real-time patient monitoring in hospitals
or at home, in order to improve the quality of life for the
elderly through smart environments, and for monitoring of
chronic diseases. The cloud is a preferred solution for analysis
and storage of data from medical sensor networks; not only
because of cost advantages, but also because of scalability
and elasticity requirements. However, while implementing
medical sensor networks in the cloud may be preferable from
a technical point of view, the off-premises processing of
medical data gives rise to a number of issues, in particular
in Europe where the right to privacy is a highly developed
area. According to the European Data Protection Directive [3],
medical data are classified as sensitive personal data and are
hence subject to strong restrictions regarding collection, usage
and further distribution. The processing of healthcare data in
the cloud will therefore require particular attention to personal
data protection in accordance to relevant legislation, as well
as the support of strong privacy by design mechanisms [4].

However, being compliant with legislation is not enough. For
cloud computing to be successfully embraced by the decision-
makers in the healthcare domain, their point of views and their
possible objections to the adoption of new technology first
need to be carefully mapped and analysed.

Previous research has explored the potential of cloud com-
puting, and how it can be used to improve healthcare services
in, for example, Canada [5], UK [6] and Taiwan [7]. There
are several studies that emphasize the way technology plays
a role in the adoption of cloud services, and most of these
studies conclude that the most important challenges are related
to security, privacy and compliance [8], [9], [10], [11], [12].

In this paper we focus on personal data protection issues,
and we pay particular attention to the obstacles perceived
by patients, hospitals, regulators and service providers with
respect to outsourcing the processing of healthcare data to
public cloud service providers. To gather new insights, we
organised a workshop that consisted of three introductionary
presentations, which were then followed by a number of focus
group sessions that involved a number of stakeholders from the
Norwegian healthcare sector. This paper outlines a number of
obstacles to adoption of public cloud services in the healthcare
domain identified by the workshop participants, discusses our
results in light of the previous studies, and outlines how
current research on cloud accountability may help to solve
the identified obstacles.

The rest of the paper is organised as follows. Section II
explains the methodology that we used to elicit the views of
the stakeholders. Section III outlines the use case that was
presented to them before the discussions started. In Section IV
we present the main obstacles as they were expressed by the
stakeholders. Section V provides a discussion of the results,
and summarises other relevant work on opportunities and
challenges for cloud computing in eHealth. Section VI outlines
accountability as a way forward. Finally Section VII concludes
the paper.

II. METHODOLOGY

A focus group is a group discussion on a given topic, which
is monitored, facilitated and recorded by a researcher [13],
[14]. It is a method that provides a better understanding of how
people think about an issue, a practice, a product or a service.
In essence, the researcher provides the focus of the discussion,
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but the data itself comes from the group interaction. The key
steps in a focus group based research process include the
following [15]: (A) defining the research questions related to
a research problem; (B) planning the focus group session(s)
and selecting the participants; (C) executing the session(s), (D)
analysing the data, and (E) reporting the results. In this section
we present the way in which we implemented these steps in
our specific setting.

A. Focus Group Questions

The purpose of our focus group study was to evaluate
the challenges that stakeholders in the Norwegian healthcare
domain foresee in the scenario of healthcare data in the
cloud. More specifically, we were interested in the obstacles to
adoption of public cloud services, as they were perceived by
the participating stakeholders. We wanted to extract challenges
from a wide perspective, and we therefore chose to organise
the discussions based on the patients’, the hospitals’, the
healthcare service providers’ as well as the regulators’ and
authorities’ points of view. There was also a room reserved
for open questions, where the participants could choose any
other topics or perspectives that they wanted to discuss. To get
the participants started and to ease the flow of the discussions
we prepared a set of questions in advance (See Table I),
which were used as a basis for the discussions at the different
sessions.

B. Planning the Sessions

The focus group sessions were run with people that en-
rolled in an after-hours workshop called “Healthcare data in
the Cloud”, which focused on security and privacy issues
associated with cloud computing in general and health care
data in particular. 52 stakeholders from the healthcare sector
in Norway attended the workshop and around 40 of these
participated in the following focus group sessions. Most of
the stakeholders had an industrial background, and some of
them were government employees.

The sessions were distributed as shown in Table II. Each
participant was allowed to choose where he/she would like
to contribute for 20 minutes at a time. Thus, each participant
could potentially participate in the discussions from maximum
three different perspectives. Each room had a capacity of
around 7 to 10 people.

C. Process Execution

Before opening the discussion sessions there were three
presentations about healthcare data in the cloud. In one of
them the first author of this paper presented the use case that
was later used as input to the discussions (c.f. Section III).
To focus the discussions, during the focus group sessions all
the participants had the list of questions in Table I and the
illustration in Fig. 1 printed for reference.

The moderators/facilitators of the sessions were experienced
researchers in empirical methods and/or in security research.
All the moderators/ facilitators met the day before in order to
synchronize the organisation of the sessions, so the sessions

would be as uniform as possible. Their responsibilities were
to review the feedback from the participants and to facilitate
the discussions, to ask questions and to make sure that
all participants had a chance to express their opinions. All
moderators were also asked to write down a debriefing of the
session as soon as possible after their sessions were finished.
The debriefing had the following main topics to take notes:
1) the number of participants in the group, 2) whether all
participants involved were able to verbalize their thoughts, 3)
the main profile of the participants, 4) any conflicting thoughts
(when people become animated because they disagree or see
things differently), 5) memorable quotes (when someone says
something in a way that is moving, insightful, or otherwise
striking), 6) interesting/key points (topics that people focused
on and what were the main ideas, 7) what was surprising
(and not surprising) to the observer, 8) the two or three most
valuable things that the observer learned in this focus group,
and finally 9) any other observations.

D. Analysing the Results

The day after the execution of the focus group sessions
all moderators met to discuss the main results from the
discussions focusing on the challenges and opportunities that
were mentioned in the discussions and impressions on the
participants’ views of the topic. Each moderator also wrote
a report on his session based on his notes, and these were
used for analysing the results.

E. Reporting the Results

In this paper we have extracted and summarised the main
obstacles to adoption of a cloud-based solution for healthcare
data (such as the one in Fig. 1) that were expressed by the
participants in the focus group session. The identified obstacles
will be presented in Section IV.

III. USE CASE - THE M PLATFORM

The healthcare system that was presented to the stakeholders
before the start of the focus group sessions is the “M Platform”
illustrated in Fig. 1, which is a cloud-based platform for
medical sensor data collection, processing, storage and visu-
alization1. Patients will be connected to wireless sensors that
monitor their vital signs (e.g., movement, blood pressure, pulse
oximetry, temperature, position, etc.). The sensor data will be
transmitted to the cloud where they will be further processed
and stored. The “M Platform” is assumed to be developed
by a software and service provider M, which will outsource
to one or more external cloud providers both the sensor data
collection and initial processing tasks (Cloud x, provided by X)
as well as the long-term data storage and back-up procedures
(Cloud y, provided by Y). M therefore has a contract with X,
and a separate contract with Y. The actual sensors themselves
will be deployed by the hospital, which engages M to provide
the platform, under a contract between the hospital and M;
the hospital has no direct contractual relationship with either

1Note that the “M Platform” is currently only a design; no implementation
exists.



Perspective Set of initial discussion questions
Patient Should the hospital take the patients’ privacy preferences into account? Or is it enough that the patients just give their

consent?
How much details (if any) should be provided to the patients (w.r.t how their data is being processed)?
How should the patients be informed (and compensated) if their data have been compromised?

Hospital How can the hospital ensure that the patients’ data are processed in accordance to the agreed terms (cf. the contract
between the hospital and the cloud service providers)?
How can the hospital make sure that the processing of the patients’ data is compliant with legislation?
What source of information can the hospital use to assess the trustworthiness of the cloud service providers they
engage?
How will the hospital be affected if the patients’ data are compromised?

Provider How can the cloud service providers make their service more trustworthy to potential customers in the health care
domain?
How can the cloud service providers be more transparent (w.r.t how they process the patients’ data)?
What should be expected from the cloud service providers if the patients’ data are compromised?

Regulator How can cloud service providers make their services more trustworthy to potential clients in the health domain?
How can cloud service providers become more transparent (in terms of how they process the patients’ data)?
What should one might expect from cloud service providers if patient data compromised?

Open Here the participants could choose which topics they would like to discuss (related to the healthcare scenario).
discussion

TABLE I: Discussion questions for the focus groups.

Session (time) Patient Hospital Provider Regulator Open discussions
19:20-19:40 2 12 6 7 2
19:45-20:05 12 6 8 5 0
20:10-20:30 3 0 0 0 2

TABLE II: The number of participants in the different focus group sessions.

X or Y. The information engine, which visualizes and displays
information to the end users, will be implemented in M’s own
infrastructure (Cloud z). As can be seen in Fig. 1, through
graphical user interfaces (GUIs) the platform will interact with
and provide services to a number of different users involved.
Data that are being stored or processed in Cloud x or Cloud
y are only accessible through using Cloud z, which provides
GUIs for patients, relatives and friends, as well as selected
employees (physicians and caregivers) at the hospital. Note
that it is the hospital that provides accounts and logins to
patients, relatives, staff etc., to enable them to access data
through Cloud z.

Our previous experiences with stakeholders in the healthcare
sector tell us that they usually pay close attention to regulations
and compliance when they discuss emerging technologies.
During the presentation of the “M Platform”, the first author of
this paper therefore gave a brief introduction to the responsibil-
ities of the involved actors in the M Platform service delivery,
which was based on European data protection law. In short, it
was explained that, according to Directive 95/46/EC [3], which
in Norway has been implemented in national legislation as the
Personal Data Act 2000 [16], healthcare data are classified
as sensitive personal data and that it is the hospital who
is accountable to the patients for the processing of their
personal data, even though the actual collection, storage and
further processing tasks have been outsourced to third party
service providers (provider X, Y and Z). We also explain that,
according to Directive 95/46/EC, none of the involved third
party service providers are directly accountable to the patients,
but would be accountable to the hospital under the terms of

the contracts that must exist between them and the hospital2.

IV. OBSTACLES TO ADOPTION

In this section we present the main obstacles to adoption
of a cloud-based solution like the M Platform, which were
raised and discussed by the stakeholders during the open space
session.

“I believe it is more secure to store health care
data in a cloud rather than on the PC in a medical
office, without backup.” - A stakeholder expressing
his opinion at the open space session.

Ownership. Ownership to patient data was pointed out as
an obstacle by several of the stakeholders. They seemingly
agreed that the patients are the owners of their personal data
that are collected and processed in a healthcare application
like the M Platform. However, they pointed out that the
fact that the patients own their healthcare data seemed to be
difficult to accept by the healthcare personnel, who regularly
claim access to patient data. A situation was mentioned, where
doctors using an application that only allowed on-screen
viewing of patient data still would copy screenshots from
particularly interesting cases to their personal memory sticks,
in order to keep them for future reference.

Privacy preferences. Most of the stakeholders agreed that
when personal data are collected from patients, the patients’
privacy preferences should be taken into account. However,

2A further discussion of the allocation of responsibilities between the
involved actors in this use case, under the existing data protection law, is
provided by Bernsmed et al. [17].
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Fig. 1: An overview of the “M Platform’, which was used as input to the discussions in the open space session.

the stakeholders also pointed out that being able to access
the required (personal) health information at any time is a
must for health care personnel, and that their healthcare data
is available is also required and desired by (most of) the
patients. There is hence a conflict between availability and
privacy, but from the patient perspective, availability is the
main priority, the stakeholders maintained.

Putting the patients in control. In a scenario like the
one outlined in Fig. 1, large amounts of (sensitive) personal
data will be collected from the patients. In the proposed
solution the definition of appropriate policies to govern
the use of personal data processing will be done through
an administration interface in the M Platform. However,
one of the stakeholders strongly argued that the patients
should be given more control. Rather than administrating the
personal data policies through Cloud Z, the patients should
be able to configure the sensors’ data collection capabilities
directly by themselves, thereby being able to directly prevent
unwanted data collection. However, another stakeholder
pointed out that this would make the solution much more
complex (and probably more expensive). A third stakeholder
further argued that patients cannot be expected to understand
how to configure the sensors and that it is the hospital’s
responsibility to make sure that personal data is only collected
in accordance with the patients’ preferences. The degree
to what the patients should be given control was clearly a
topic where the stakeholders had different views and opinions.

The quality of the sensors. The introduction of “Diagnose-
It-Yourself” sensors in the private consumer market raised a
lively discussion amongst the stakeholders.

“Going to bed with an app [to measure sleep
quality]? No, thank you! This can never provide
data having nearly the same quality as professional
medical equipment.”

However, another stakeholder stated that measurements that
are recorded close to, e.g., a cardiac infarction are worth a
lot. Here there is a conflict with private medical equipment
that might not be accurate or calibrated correctly, since there
is always a trade-off between time and quality. Can we afford
to refuse all such data if the medical professional cannot rely
100% on their quality? The stakeholders did not have a clear
answer to this question. However, they stated that quality of,
and hence confidence in, medical data is essential for medical
appliances, and that private sources of such data are very
difficult to make use of in practice. One stakeholder pointed
out that they (speaking from the service provider’s point
of view) did not consider sensor data from other sources
than the hospital as reliable, and could probably not see the
practical use of the data.

The lack of evidence. In the introductory presentation of
the use case it was explained that, according to European
data protection law, it is the hospital’s responsibility to make
sure that personal data is fairly and lawfully processed in a
cloud-based solution such as the M Platform, and the hospital
therefore needs to make sure that the cloud providers’ data
processing practices are compliant with existing legislation.
The stakeholders therefore discussed some issues that should
be included into contracts to assure that relevant legislations
and regulations are being met. However, several of the
stakeholders pointed out that even though the hospital’s
contract with the M Platform provider is water-tight, there is
little the hospital can do to ensure that the promises in the
contract are being fulfilled, and that this lack of evidence is
a major problem.

Informal information sharing. Back in the days, before
the electronic healthcare records were introduced, hospital
staff that arrived at work would be notified by the leaving
staff that “OK, this patient is a bit grumpy today, handle
him like this and this”, or they would have small yellow



stickers placed on their desks. Information necessary to keep
the flow going was not always appropriate for the formal
patient record, but would rather be communicated in short
informal meetings (paradoxically, often involving tobacco
in one form or another). Nowadays, with the introduction
of electronic patient records, it is difficult for healthcare
personnel to know how and where in the records this kind of
informal information should be entered, or even if it should
be documented at all. The stakeholders also mentioned that
healthcare personnel with little technical knowledge seem to
be particularly reluctant about entering informal data in the
patients’ records. Some of the stakeholders believed that this
problem would become even more apparent with the adoption
of cloud technology.

Audit logs. The stakeholders also mentioned that when
new IT systems are considered for purchase, their audit log
capabilities is a very important factor. Who has accessed
patient X’s record? Which records has employee Y been
looking at? They stated that this kind of information needs
to be registered and securely saved for future reference. They
also pointed out that in a solution like the M Platform, not
only the employees at the hospital but also the employees
at the different cloud service providers may have access to
patient data and their accesses therefore also need to be
audited and logged.

On-site audits. The possibilities to do on-site audits at the
cloud service providers’ premises were also discussed and
the stakeholders expressed frustration regarding the difficulties
for small players to demand any kind of audit rights from
the big cloud service providers. They discussed the current
situation in Norway, where most of the hospitals and health
care organisations are small entities with limited possibilities
to make demands and stated that small entities should be able
to join forces in order to have a bigger impact (however they
disagreed about whether this would work in practice). As an
example one of the stakeholders stated that 200 small hospitals
who use (e.g.) Azure cannot individually walk up to Microsoft
and demand to perform an audit, but serious players perform
regular third party audits that customers can demand access
to.

The role of the Norwegian Data Protection Authority
(DPA) in the audit process was also briefly discussed.
One stakeholder stated that the DPA will never go after
a foreign cloud provider, but rather focus on for example
municipalities or hospitals that have used the cloud in an
“unsafe” (non-compliant) way. He also pointed out that the
DPA only do spot checks; they cannot and will not audit
every municipality or health care organisation in the country.

Standardization. The stakeholders experience the lack
of good standards for cloud-based healthcare application as
a major problem. From the buyer’s perspective, healthcare
organisations always prefer standardized solutions and they
expect that the suppliers adhere to these. Likewise, suppliers

also support standardization, as this makes it easier to navigate
the domain and to know what their customers expect. Right
now it is very difficult to know to what degree they can
or cannot integrate cloud services in their health care solutions.

The risk of centralization. Today, in Norway all healthcare
organisations and hospitals manage their own IT systems and
all their patient data is stored locally in their own servers.
The stakeholders pointed out that there is an advantage with
the existing approach; if there is a data breach in one hospital
it will therefore only affect a limited number of patients.
They considered this to be a good thing, and pointed out that
the differences between the consequences of data breaches in
big cloud datacenters and the break-down of for example one
doctor’s laptop.

Legal obstacles. Finally, the legal aspects of outsourcing
personal data (and healthcare data in particular) to the cloud
was considered to be a main obstacle, according to the
stakeholders. Their discussions revealed that data protection
legislations is perceived as an almost insurmountable barrier
to the adoption of public cloud services. They also discussed
the Norwegian archival legislation, which require that at least
one copy of all public records in Norway (including healthcare
records) are stored in Norway. Legal obstacles hence seemed
to be a major concern to the adoption of cloud services in the
healthcare domain.

V. DISCUSSION

Our main impression from the stakeholders’ discussions is
that availability is a key requirement for healthcare appli-
cations. Clearly the participants were more concerned with
data as a “transparent thing” that should just be around, and
that availability is the ultimate goal. Whether or not hospitals
and other healthcare organisations in Norway could use cloud
services or not did not seem to be the question, perhaps
because they did not seem to comprehend the term “cloud”
as something very different from a centralized collection of
patient records; i.e., something that can be easily accessed
from many places, compared with the situation today where
healthcare data from different regions often are physically
separated. As shown in Table III, these findings are consistent
with previous literature [18], [10], [11]. In the study by
Rodrigues et al. [11] they state that cloud service providers’
customers should be informed about the services the cloud
provider offers them and the security mechanisms installed
on the provider’s servers. Cloud users should demand total
transparency from the cloud service provider.

Any cloud-based solution will most likely introduce more
than one new player in the service delivery chain (as illustrated
in Fig. 1, services are often outsourced to third parties who in
turn outsource parts of their services to other parties) and,
from the hospital’s point of view, this may decrease their
transparency with respect to what happens to the patients’ data.
This makes it more difficult for the hospitals to ensure that
their health care systems and applications are compliant with



existing legislation. The stakeholders all seemed to be aware
of this problem and it seemed like they considered this to be
one of the main obstacles to adoption of public cloud services.
It should be noted that these focus group sessions focused on
the processing of (sensitive) personal data in the cloud, and
even though there is a large body of other legislation that
applies to the processing of healthcare data, being compliant
with the data protection legislation still seemed to be the
most significant barrier against the adoption of cloud-based
services in healthcare. Legal aspects have also been listed as
challenges in other studies as shown in Table III. This is further
supported by Rodrigues et al. [11], who state that a legal
framework must guide the policies of the cloud provider. Also
Liu and Park [18] state that one of the greatest challenges for
organizations leveraging cloud environments is demonstrating
policy compliance.

Another interesting aspect of the stakeholders’ discussions
was their emphasis on the necessity of access control and
audit logs to the healthcare data. Existing IT solutions often
come with strong access control mechanisms (that thoroughly
log which user has accessed what data and when), but in
practice this is often circumvented in the hospitals as doctors
regularly log in when they arrive to work in the morning
and leave their accounts open throughout the day for any
of the other healthcare personnel to access. This underpins
our understanding of availability of patient data as being the
main priority for healthcare personnel, but at the same time it
undermines any possibility of logging who has accessed the
patient data and when. Clearly there is a need for better, and
other types of, access control mechanisms that are seamlessly
integrated and workable in practice in the day-to-day tasks at
the hospital. AbuKhousa et al. [10] and Rodrigues et al. [11]
discuss the need to demonstrate readiness for external audits.
Rodrigues et al. [11] further state that for maintaining the
security and privacy of an electronic health record (EHR),
when it comes to audits, an audit register should include all
accesses to the information and all the changes that have taken
place to the EHRs.

Previous work has identified the other challenges associated
with the cloud and healthcare. Table III summarizes the main
challenges described in the literature.

VI. ACCOUNTABILITY AS A WAY FORWARD

Accountability is a fairly recent concept in the world of
computer networking, and often not easily understood or even
properly defined. For our purposes, the definition provided by
the Galway project [21] provides a useful starting point:

“An accountability-based approach requires that or-
ganizations that collect, process or otherwise use
personal information take responsibility for its pro-
tection and appropriate use beyond mere legal re-
quirements, and that they be accountable for any
misuse of the information that is in their care.” [21]

Accountability is likely to become a core concept in both
the cloud and in new mechanisms that help increase trust
in cloud computing [22]. These mechanisms must be applied

in an intelligent way, taking context into account and avoid-
ing a one-size-fits-all approach. Pearson [22] argues that an
accountability-based approach requires organizations to:

• commit to accountability and establish policies consistent
with recognized external criteria;

• provide transparency and mechanisms for individual par-
ticipation, including sharing these policies with stakehold-
ers and soliciting feedback;

• use preemptive approaches (to assess risk and avoid
privacy harm) and reactive approaches (that provide trans-
parency and auditing) to implement these policies, in-
cluding clear documentation and communication (encom-
passing an organization’s ethical code), support from all
levels within the organizational structure, tools, training,
education, ongoing analysis, and updating;

• allow validation that is, provide means for external
enforcement, monitoring, and auditing; and

• provide mechanisms for remediation, which should in-
clude event management (such as dealing with data
breaches) and complaint handling.

Our findings indicate that, in the healthcare domain, stake-
holders are concerned with availability, transparency, compli-
ance with data protection legislation, access control and audit
logs. An accountability-based approach will help mitigate all
of these concerns. By providing transparency and audit logs,
individuals will be adequately informed by the cloud providers
about how their data are processed in the cloud, and the divi-
sion of responsibilities between the involved organizations will
become clear. Transparency in cloud computing is important;
not only for legal and regulatory reasons, but also to avoid
violation of social norms [23]. The corporate user provides
assurance and transparency to the customer/client through its
privacy policy, while requiring similar assurances from the
service provider through contractual measures and audits.

Accountability will help ensuring that the cloud service
complies with laws, and also challenges that are related to
organisational policies can be tackled [24], [25]. Today, to
be compliant with data protection laws and regulations, it
is often necessary for cloud customers to require that the
data processing take place in a certain geographic location.
If cloud services providers become accountable, location may
become less relevant to the customers, because they can be
assured by other means that their data will be treated as
promised regardless of what jurisdiction applies. Also the
actual data processing will become much more transparent
through contracts specifying where data processing will take
place [24]. Today, the stakeholders that participated in our
study did not even consider location to be an obstacle; they
seemed to implcitly assume that processing healthcare data in
another country will never be allowed.

Still, one might ask “Why would a provider stick its neck
out beyond what is required by law?” Clearly, few (if any)
cloud providers in the current landscape can offer the level
of accountability stakeholders in the (European) healthcare
sector are looking for. As accountable providers emerge, cloud



Aspects Opportunities Challenges
Management

• Lower cost of new IT infrastructure [8]
• Computing resources available on demand [8]
• Payment of use on a short-term basis as

needed [8]

• Lack of trust by health care professionals [8], [19]
• Organizational inertia [8], [9]
• Loss of governance [8], [9]
• Ease of access and flexible configuration for the users [18], [10]
• Uncertain provider’s compliance [8], [9]
• Uncertain provider reputation [11]
• Unknown Risk Profile [20]
• Providers Demonstrate Transparency [11]

Technology
• Reduction of IT maintenance burdens [8]
• Scalability and flexibility of infrastructure [8]
• Advantage for green computing [8]

• Resource exhaustion issues [8], [9]
• Unpredictable performance [8], [9], [19]
• Reliability and Availability [10]
• Data lock-in [8]
• Data transfer bottlenecks [8], [9]
• Bugs in large-scale distributed cloud systems [8], [9], [10]
• Organizational Inertia [9]
• Data and Systems Interoperability [18], [12], [19], [10]
• Shared Technology [20]
• Data Location [11]
• Data Logging and Monitoring [11], [10]
• Scalability and flexibility of infrastructure [10]

Security
• More resources available for data protection [8]
• Replication of data in multiple locations in-

creasing data security [8]
• Dynamically scaled defensive resources

strengthening resilience [8]

• Separation failure [8], [9], [11], [19]
• Public management interface issues [8], [9]
• Poor encryption key management [8], [9]
• Privilege abuse [8], [9], [10]
• Abuse and nefarious use of the cloud [18], [20], [10]
• Malicious insiders [18], [20], [11], [19], [10]
• Insecure interfaces and APIs [18], [20]
• Account or service hijacking [18], [20], [10]
• Data Loss or Leakage [18], [12], [10]
• Ensuring the accuracy and consistency of data [10]
• Non-repudiation [10]

Legal
• Provider’s commitments to protect customer’s

data and privacy [8]
• Development of guidelines and technologies to

enable the construction of trusted platforms by
not-for-profit organizations [8]

• Fostering of regulations by government for
data and privacy protection [8]

• Data jurisdiction issues [8], [9], [11], [19]
• Privacy issues [8], [9], [12], [11], [10]
• Trust and Liability issues [10]
• Demonstrating policy compliance [18], [11]
• Demonstrate readiness for external audits [11], [10]
• Guarantee continuity of service in case of problems [11]
• Data ownership [10]

TABLE III: Opportunities and Challenges for Cloud Computing in eHealth

users will need tools that help them select providers that
can fulfill their accountability requirements. In our example,
the hospital would use a tool for data protection impact
assessment to identify the risk and threats associated with
the processing of sensitive personal data in the cloud, and an
advisory tool to identify a provider that offers a sufficient level
of transparency, and that can document their data handling
practices. The inherent challenge in cloud computing is that
it is not sufficient that the provider with whom you have a
contract is accountable; all the other providers in the provider
chain must be accountable too. The clue to achieving this is to
provide mechanisms that automatically can traverse the service
delivery chain; transferring the required information in each
step.

The Eu FP7 A4Cloud project is an ongoing research
project3, which aims to increase the adoption of cloud tech-

3http://www.a4cloud.eu/

nology in, for example, the healthcare domain. Our approach
is based on the premise that creating a completely secure
technical solution (independent of your definition of “secure”)
is not possible. Realising the difficulties of preventing cloud
providers from doing unsavoury things with data that are being
stored in their data centers, we claim that the next best thing
is to introduce procedures, mechanisms, and tools that enable
cloud providers to be accountable to their users. At the same
time, potential cloud customers should be empowered to make
informed choices about selection of a service provider based
on a solid understanding of the consequences of its choices.

VII. CONCLUSIONS

Cloud computing has been receiving a great deal of atten-
tion, both in the academic field and amongst the users of IT
services, from individuals at hospitals, to medical offices and
to the government. The results from our focus groups show



that stakeholders in the healthcare domain consider uncertain-
ties with respect to data ownership, the conflict between patient
privacy and availability of medical data, the lack of evidence
of the providers’ data processing practices, the difficulties to
do on-site audits, and possible problems with compliance, to
be major obstacles for the processing of healthcare data in
the cloud. Our work hence reaffirms the results of previous
studies.

Many of the challenges that we have identified can be
addressed by increasing the accountability of cloud service
providers. Our contention is that being accountable can be a
business advantage, and that cloud customers who are con-
cerned with, e.g., privacy of the data they put into the cloud,
will choose providers who can demonstrate accountability over
providers who cannot.
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