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shows, we actively exposed the 
computers to suspicious Web sites 
and file-sharing networks dur-
ing a two-week period in 2008, 
then shut them down for about 
a month before turning them on 
again to perform antivirus scans 
and analyses:

10 September—we connected all •	
computers in the laboratory to 
the Internet.
15 September—we performed •	
control malware scans and ex-
periment start-up.
1 October—we performed base-•	
line malware scans before shutting 
the computers down for a month.
3 November—we conducted our •	
final malware scans.

Monday, 15 September, we ac-
tively started to expose the com-
puters to Web sites, file-sharing 
systems, and so on. We had pre-
pared an initial list of suspicious 
Web sites containing warez (ille-
gally copied software), screensavers, 
codecs (add-on software modules 
for playing various audio and video 
files), MP3s, and other free down-
loads. The actual number of visited 
Web sites ended up being much 
larger because we clicked on many 
advertisements and visited partner 
sites. Although we tried to follow 
the same click path on all comput-
ers, the dynamic generation of ban-
ner ads, popups, and so on made a 
divergence between the computers 
inevitable. Because Web sites from 
Romania, Hong Kong, and Rus-
sia are considered the most risky,2,3 
we tried to include some sites from 
those countries as well.

We also had a list of search 

malicious software that antivirus 
programs can’t detect due to a lack 
of existing virus signatures or oth-
er malware detection techniques.

Much has been said about the 
dangers posed by 0-day malware, 
but our search of the literature 
yielded few hard facts with respect 
to what quantity of 0-day malware 
can currently be found “in the 
wild.” We therefore constructed an 
experiment in which we exposed a 
set of computers to several sources 
that potentially contain malware, 
to see how many 0-day malware 
specimens our computers could 
contract. Our aim wasn’t to mim-
ic any particular type of user, but 
rather to perform a set of actions 
that we believed would maximize 
the probability of being infected.

Method
To carry out our experiment,1 we 
set up a laboratory of five com-
puters with fresh Windows XP 
installations, including the latest 
service packs and updates. We set 
each PC up with different anti
virus software (see Table 1); all the 
software automatically updated 
itself with the latest virus defini-
tions when detecting an Internet 
connection. Our main purpose in 
using desktop antivirus programs 
was to avoid having our comput-

ers infected with known malware. 
We installed all the software with 
default settings but disabled the 
built-in personal firewall in Nor-
ton Antivirus 2008 to make the 
different software installations as 
similar as possible.

We installed Spybot Search & 
Destroy (www.safer-networking.
org) on all machines to protect 
against spy- and adware. Although 
we didn’t originally intend to do 
this, a pre-study “dry run” surf-
ing various download sites quickly 
made it apparent that antispyware 
protection was necessary: the ma-
chines used in the pre-study be-
came so crammed with spy- and 
adware that they were unusable 
for the intended activity, and we 
had to clean them up and recon-
figure them.

In addition to the installed 
antivirus packages, we obtained 
two offline antivirus programs, 
F-PROT for Linux and the Avast! 
Bootable Antivirus and Recov-
ery (BART) CD. By “offline” we 
mean that the host operating sys-
tem isn’t booted, but the antivirus 
software is instead run from a live 
CD. We used the offline antivirus 
packages to perform the control, 
baseline, and final malware scans, 
as we describe.

As the following time schedule 

A
n evident chasm exists between the time a 

new malware specimen is discovered and 

the time updated virus signatures for this 

malware are generally available, and in this 

chasm, 0-day malware lurks. We define 0-day malware as any 

Fools Download Where 
Angels Fear to Tread
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keywords, which we applied when 
using file-sharing programs. We 
compiled the list from the names 
of the 50 most popular Windows 
downloads at Download.com on 
15 September. We configured each 
test system with the same search 
keywords, but we discovered that 
identical searches frequently yield-
ed different results on different 
machines. We therefore collected 
all the downloaded programs in 
a joint pool and subsequently in-
stalled the same programs on all 
the test systems from that pool.

During the two weeks of ex-
posure, we spent some days on 
only one source and others us-
ing several sources. Even on days 
when we weren’t actively using 
the computers, they were still 
connected to the Internet, and 
Internet Explorer, μTorrent (a 
popular client for using the Bit-
Torrent protocol), and LimeWire 
(a popular client for the Gnutella 
network) were all running.

File-Sharing Networks
File-sharing networks are a sig-
nificant source of malware,4 so we 
found it important to expose the 
experiment to them. We used the 
keywords from the sidebar (“Key-
words Used for Data Collection”) to 
search for candidate files. Although 
the LimeWire client accesses a de-
fined file-sharing network (Gnu-

tella), there is, strictly speaking, no 
such thing as a BitTorrent network 
because users share files via indi-
vidual “tracker” hosts. We decided 
to use btjunkie (http://btjunkie.
org), an advanced BitTorrent search 
engine that uses a Web crawler to 
search for torrent files from other 
BitTorrent trackers. Btjunkie’s 
search mechanisms  made it easier 
to search for new files.

Surfing the Web
A disturbing amount of Web 
sites contain adware, viruses, and 
other threats.2,3 Armed with this 
knowledge, and with the help of 
search engines—such as Google 
and Yahoo—fed with popular 
search phrases, we came up with 
a list of possibly malicious sites. 
The list was a mixture of popu-
lar ordinary Web sites and sites 
that claim to offer downloadable 
items, such as warez, screensav-
ers, and MP3s. When visiting 
Web sites, the integrated browser 
Internet Explorer 7 was a natural 
choice because it’s still the most 
widely used. 

We employed the following 
strategy:

We started at the top of our list •	
and visited the Web sites one 
by one. 
Because our goal was to be ex-•	
posed to as much malware as 

possible, we acted like a naive 
(but enthusiastic) user, uncriti-
cally clicking OK to everything 
that popped up. 
We installed missing plug-ins, •	
such as Flash, on demand, with-
out regard to whether they’d 
been signed by a trusted entity.
If the particular Web site had •	
partner sites or other tempting 
links, we paid them a visit, too. 
When visiting warez sites, where •	
we could download software, 
for instance, we typically chose 
a few of the most popular items 
and saved them to a directory on 
the computer for later analysis. 

We admit that it’s unlikely 
that a regular user would behave 
exactly like we did; on the other 
hand, we’re confident that each 
of our actions, in isolation, could 
have been performed by some user 
out there on the Internet. 

Results
Our experiment resulted in 124 
0-day malware instances—that 
is, malware that neither F-PROT 
nor Avast! BART found imme-
diately after the exposure period 
but that the software detected in a 
new scan with updated signatures 
after the one-month dormant pe-
riod. All the files Avast! BART 
and F-PROT detected were sub-
sequently uploaded and scanned at 
VirusTotal (www.virustotal.com), 
which uses 36 different updated 
antivirus engines.

From the VirusTotal results, 
we could check whether other 
antivirus engines detected the 
same files as Avast! BART and F-
PROT. We chose to study the re-
sults from F-Secure and Symantec 
further because they’re big antivi-
rus solution vendors, and they also 
had good descriptions of the dif-
ferent malware types.

Based on the dates associated 
with each signature on Virus-
Total, we can verify that neither 
F-Secure, Symantec, nor both 
used together would have detected 

Table 1. Computers and antivirus packages.

Computer name Antivirus software
Gustav Norman  

Ivan Norton  

Katrina F-Secure

Mitch Avast! 

Andrew AVG

avg, antivirus, adaware, limewire, frostwire, winrar, winzip, mirc, irc, player, real, media player, 

zip, free edition, youtube, downloader, irfanview, google, chrome, adobe, firefox, virtualdj, vlc, 

iso, cleaner, msn, live, nero, divx, spyware, torrent, activex, flash, trillian, norton, mp3, 2008

Keywords Used for Data Collection
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many of the malware instances at 
the end of the exposure period. If 
F-Secure reports that it’s added the 
signature at some date in October, 
then it didn’t detect the malware 
during the baseline scan (which 
we did on 1 October). We gath-
ered all files in our experiment 
during September, which means 
they’d existed for more than one 
month at the time of our final 
scan. It’s disquieting that so many 
antivirus engines didn’t detect that 
these files were malicious, even 
though they’d been in the wild for 
such a long time.

Most of the 0-day malware came 
from using the btjunkie search en-
gine and BitTorrent to download 
and run (possibly pirated) programs. 
Although we estimate the percent-
age of 0-day malware specimens 
that originate from btjunkie/Bit-
Torrent at 47 percent, such malware 
from the Gnutella network consti-
tutes only 7 percent. 

Forty-two percent of the dis-
covered 0-day malware specimens 
have unknown origins. Some 
might have come from Web surf-
ing or clicking on different pop-
ups and ads, and some might have 
been created when we installed 
downloaded files. We determined 
that at least 4 percent of the 0-day 
malware came from files down-
loaded while Web surfing.

Table 2 estimates what per-
centage of files downloaded 
through btjunkie, Gnutella, and 
the Web contained 0-day mal-
ware. Because we configured all 
desktop antivirus software to re-
move known malware instances 
as the software detected them, 
we don’t have the exact number 
of downloaded files, and these 
percentages are a rough estimate. 
We downloaded roughly 400 files 
using BitTorrent because we had 
40 keywords that, on average, 
resulted in 10 downloads apiece. 
The Gnutella number is more dif-
ficult to estimate, but the percent-
age of 0-day malware was still 
clearly significantly higher in the 

torrents included in the btjunkie 
search engine than in the Gnutella 
network. This is partly due to the 
difference in the search mecha-
nisms in these networks.

It’s worth mentioning that the 
files downloaded from the Web 
are typically from sites Google and 
Yahoo search engines have iden-
tified as suspicious. So, if we had 
looked at files downloaded from 
the Web in general, certainly a lot 
fewer than 6 percent would have 
contained 0-day malware; what 
the table indicates, however, is that 
such malware exists in all these 
areas. Also, note that we found a 
significant number of files with 
malware elsewhere on the test 
computers; we can only assume 
that (some of ) these files were 
downloaded by spyware contract-
ed during the experiment.

Discussion
Although 0-day malware’s exis-
tence is well known, few can re-
fer to actual numbers regarding 
its prevalence. As mentioned, we 
identified 124 unique files as in-
fected with 0-day malware after 
exposing the laboratory PCs to a 
broad range of suspicious material. 
A normal user would probably not 
manage to expose his or her com-
puter to the same amount in such 
a short time frame, but a normal 
user has a much longer exposure 
period (that is, continuous and 
never ending).

Our study illustrates that the 
risk of getting infected by malware 

that antivirus protection doesn’t 
detect is alarmingly high. New 
malware that the antivirus engines 
don’t have signatures for is likely to 
escape detection by a desktop anti-
virus solution. Taking precautions 
while using the Internet can pro-
tect users only to a certain extent. 
If they visit the wrong Web site 
or download a file infected with 
0-day malware, they probably 
won’t be protected from infection.

T he malware specimens that 
our antivirus packages didn’t 

detect during our two-week ex-
posure period suggest to us that 
signature-based antivirus soft-
ware doesn’t provide sufficient 
protection for users who live on 
the bleeding edge with respect to 
where they obtain their software. 
Coupled with the exponential 
growth of new malware variants 
(see Figure 1), our findings suggest 
that antivirus vendors have major 
problems keeping the signature 
lag within acceptable limits. Con-
tinued research will be needed 
to combat the virus threat in the 
years to come. 
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Figure 1. Accumulated number of malware signatures in F-Secure’s databases from 1986–2008. 

The number of new malware signatures has risen exponentially in the past few years, and this 

is becoming a major challenge to antimalware vendors. (This figure is based on “F-Secure IT 

Security Threat Summary for the Second Half of 2008,” www.f-secure.com/2008/2/index.html.)
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