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Abstract

Healthcare information systems are currently being
migrated from paper based journals to fully digitalised
information platforms. Protecting patient privacy is
thus becoming an increasingly complex task, where
several national and international legal requirements
must be met. These legal requirements present only
high-level goals for privacy protection, leaving the
details of security requirements engineering to the
developers of electronic healthcare systems.

Our objective has been to map legal requirements
for sensitive personal information to a set of reusable
technical information security requirements. This
paper presents examples of such requirements
extracted from legislation applicable to the healthcare
domain.

1. Introduction

Healthcare information systems are currently being
migrated from paper based journals to fully digitalised
information platforms. A digital medium leads to new
opportunities for data sharing, where distributed data
access should have a positive impact on cost and
availability of data [1]. However, the introduction of
electronic healthcare information systems has also
raised new security concerns.

The European Parliamentary Technology Asses-
sment (EPTA) network says in a report on privacy
related to ICT that: “With the development of ICT
applications in the health sector, privacy is challenged,
as there will be an increase in data exchange...” [2].
Others, such as van der Haak et al. [1] and Ilioudis and
Pangalos [3], have expressed similar concerns.
Possible misuse scenarios related to personal sensitive
information are only limited by the imagination, and
EPTA points to insurers, employers, family, media and
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even authorities as actors with vested interest in such
information.

Sensitive health information and electronic health
systems are afforded special protection by European
legislation [4], and computerised health applications
have to make special provisions to ensure that the
required level of protection is implemented.
Nevertheless, the mentioned EPTA report lists a set of
challenges that should be addressed to enhance privacy
in software, where one of them states the following:

“Systems development neglects privacy - Too often,
privacy threats could be avoided if data protection
concerns were integrated in information systems from
the beginning. This implies both legislative and
technical adaptations.” [2]

From this, we deduce that software developers need
help in order to successfully develop healthcare
applications with sufficient protection of personal
privacy to satisfy current legislation. Our contribution
is the concept of legislation-based reusable security
requirements which facilitates addressing security
aspects from the very start of a development project.

2. Background

This paper draws upon results from a research
project, MPOWER', funded by the European
Commission. Its objective is to define and implement a
secure service platform that supports integration of
“smart house” and sensor technology for persons with
cognitive disabilities (e.g. dementia). Such a platform
needs to handle personal health data, and thus
automatically falls under the strict legislative privacy
regulations of healthcare applications. As part of the
design process of the platform’s security solutions, a
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survey of legislative requirements with respect to
processing of personal health data was performed. We
studied the FEuropean Data Protection Directive,
95/46/EC [5], and the Norwegian implementations of
this, as “existing data protection legislation at EU level
and its transposition at Member State level” are
believed to be “sufficient to allow eHealth tools and
applications to be used efficiently in health care” [4].
From this legislation we extracted a set of security
requirements, and ensured that each requirement could
be traced back to its origin.

When deriving these security requirements, we
found that there was a high potential for reuse of
healthcare-related technical security requirements —
especially as many of them are directly associated with
existing legislation. Making these, and information
about our work available is useful to help developers
both to create software fulfilling legal requirements,
and as such help them to create secure privacy-
preserving software.

In the following sections we briefly discuss
previous work on reusing security requirements as well
as previous work on the use of legal requirements in
the healthcare domain.

2.1 Reuse of Security Requirements

There is no universally accepted definition of
security requirements in the literature. Security
requirements are described as everything from high
level goals to detailed specifications of which security
mechanisms to use. In previous work we have
suggested to specify security requirements that focus
on what should be achieved — not sow. Still they must
be specific about things like who they concern and
when they apply in order to be testable [6].

When writing reusable requirements it is even more
important to leave out information on how security
should be achieved. In most cases there will be several
mechanisms that can be used to achieve the same or
similar objectives. It is often impossible to make
general recommendations for what mechanisms to
choose, as it will depend on technology choices etc.
This claim is supported by Firesmith [7] and Sindre et
al. [8], among others.

Firesmith argues that where functional requirements
generally vary between applications, security require-
ments are often more standardised. Applications “tend
to have the same basic kinds of valuable and
potentially vulnerable assets” which again “fend to be
subject to the same basic kinds of security threats from
attacks by the same basic kinds of attackers” [7]. We
believe this to be even more true for applications
within one single domain, and especially for domains

which are subject to extensive formal regulations, such
as the healthcare domain.

Much of the existing work on reuse of security
requirements is focused on misuse and threat
recognition, e.g. through misuse cases [8]. Though this
is a valid approach, and supports risk management, our
starting point is quite different since we focus on
legislation rather than threats. We therefore find the
work on security requirements representation more
relevant for our work, in particular the work of
Firesmith [7] [9] on how to create reusable templates
for security requirements and on  grouping
requirements into categories.

To achieve maximum reuse of requirements it is
important to make the reusable requirements easily
available. Security repositories containing require-
ments have been suggested by among others Sindre et
al. [8] and Toval et al. [10]. Meland et al. [11] have, in
the SHIELDS project’, defined an architecture for a
repository that together with other software security
artefacts can contain a security requirements catalogue.

2.2 Legal Requirements Reuse

van der Haak et al. [1] have previously looked at
legal requirements concerning protection of sensitive
health data in cross institutional electronic patient
records. They studied the European Data Protection
Directive 95/46/EC and the German implementations
of this, and proposed technical measures that could be
used to meet the legislative requirements for healthcare
applications. However, they do not say which measures
address which part of the legislation. Such lack of
traceability is pointed out by Otto and Anton [12] as a
common problem for much of the existing work within
this topic. As a result we must take van der Haak et
al.’s word that their proposed solution in fact addresses
all relevant legal requirements. We believe the lack of
traceability makes it hard to determine what the
consequences will be if deciding to solve problems
with other security measures than what is proposed.
Additionally, it will be difficult to determine what the
consequences will be if legislation or its interpretation
changes. As legal texts “contain numerous ambiguities,
cross-references, domain-specific definitions, and
acronyms, and are frequently amended via new
regulations and case law” [12], lack of traceability
between requirements and legislation is a major
weakness.

Also relevant to our work is the security policy
framework suggested by Ilioudis and Pangalos [3].
This framework can be applied to systems processing
and transmitting medical data through the Internet. The
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authors claim that major legislative directives,
technical reports and recommendations from EU, USA
and Canada are taken into account for the development
of the framework. However, also in this case trace-
ability between the different parts of the policy and the
legislation is missing.

Even though it is not specific for the healthcare
domain, the work of Toval et al. [13] on creating a
catalogue with requirements from personal data-
protection laws is relevant. In their catalogue they have
the possibility to state the source of each requirement
to ensure traceability. This information is, however,
not included in the example requirements they provide.

3. Relevant Laws and Regulations

In this section we introduce legislation applicable to
the healthcare domain, which is used as basis for the
reusable security requirements presented in section 4.
We use the European Data Protection Directive as a
starting point, and then list and refer to the Norwegian
legislation used in our work as example of a national
implementation of the Directive. Legal requirements
are high-level by nature, and we claim that there is a
need to map these to more technical software security
requirements that can be utilised directly by software
developers.

3.1 The European Data Protection Directive

For the European Union, the Data Protection
Directive 95/46/EC is intended to protect individuals
with regard to the processing of personal data. The
Directive is also aimed at permitting warrantable
movement of personal data between member states. As
also pointed out by van der Haak et al. [1], articles 7
and 8 of the Directive are essential for the regulation of
personal data processing. Article 7 sets the criteria for
making processing of personal data legitimate, while
article 8 treats special categories of processing. The
latter specifically refer to the treatment of data related
to healthcare (Article 8 (3)).

EU member states are expected to implement the
Directive (Article 17) e.g. through national legislation.
The PRIVIREAL® research project examined the
implementation of the Data Protection Directive across
Europe. Norway is committed to this directive as it is
included in the European Economic Area (EEA)
Agreement. PRIVIREAL describes the Norwegian
Personal Data Act [14] as the Norwegian
implementation of Directive 95/46/EC and states that:
“The Act is EC-compatible, and in many respects it
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goes beyond the Directive, offering an even greater
level of protection” [15].

Norwegian laws and regulations are thus believed to
be representative for European requirements within
this domain. The following section presents Norwegian
legislation that is used to protect the privacy of
individuals with respect to health related data.

3.2 Relevant Norwegian Legislation

The purpose of the Personal Data Act® [14] is to
protect natural persons from violation of their right to
privacy through the processing of personal data. The
Act shall ensure that personal data are processed in
accordance with fundamental respect for the right to
privacy, including the need to protect personal
integrity, and ensure that personal data are of adequate
quality. The Personal Data Act is elaborated via the
Personal Data Regulation [16].

The objective of the Health Personnel Act [17] is
to contribute to safety for patients and quality of health
services, and also trust between the patient and both
health personnel and health services. The different
sections in this act focus on subjects like requirements
on how the health personnel work, how the organi-
sation is structured, professional authorisations and
licensing, professional secrecy, duties to inform other
agencies in some special circumstances, and duty of
documentation.

The objective of the Patients’ Rights Act [18] is to
contribute to ensuring the population equal access to
health care of good quality. The provision of this act
shall contribute to the promotion of a relationship
based on trust between the patient and the health
service while having respect for the individual patient’s
life, integrity and human dignity.

The objective of the Personal Health Data Filing
System Act [19] is “to contribute towards providing
public  health services and the public health
administration with information and knowledge
without violating the right to privacy, so as to ensure
that medical assistance may be provided in an
adequate, effective manner”. This act also complies
with Directive 95/46/EC, and it has many important
features in common with the general Personal Data
Act.

The Regulation of Patient Records [20] presents
the rules for keeping and maintaining patient record
systems.

The Security Act [21] is aimed at the central and
local government administration and covers a spectrum

* In the following we refer to a number of Norwegian laws by
unofficial English titles; for the authoritative Norwegian title, see the
references.



of preventive security measures against threats that
affect security of the realm. Information security is a
specific subtopic of this act which sets requirements
for document classification and handling. Information
security aspects are elaborated in the Regulations on
Information Security [22], which presents detailed
regulations for handling classified data (i.e. in our case
sensitive personal information) in both local and
distributed information system.

The Security Act and its associated Regulations on
Information Security are only loosely related to the
healthcare domain through the Protection Decree [23].
Generally, though, they are not applicable to most
IT systems containing patient data, yet we find that
they provide a relevant source of practical recommend-
ations. The Protection Decree is used when public
authorities handle documents that need protection for
other reasons than mentioned in the Security Act or its
associated regulations.

4. Reusable Security Requirements

From the legislation presented above, we have
extracted a set of security requirements for the
MPOWER platform. We present these in Table 1 and
use them as examples of reusable security requirements
that can be extracted from legislation; we do not claim
to provide an exhaustive list. The meaning of the terms
MUST and SHOULD that are used in the requirements
follow the definitions given in RFC 2119 [24].

For each requirement we provide references to the
laws and regulations from which the requirements
originate, thus providing the traceability which seems
lacking in previous work. By detailing the
requirements to the same level as done in the table, we
are able to reuse them in future software projects
related to healthcare applications. We believe that even
the small set of requirements provided can set the basis
for creating a security architecture and support the
design of information systems handling personal
sensitive data. The requirements are written according
to recommendations for security requirements
engineering by Firesmith [9], and they are grouped
according to his requirements categories.

Note that the requirements presented in Table 1 are
written for a service platform based on a service
oriented architecture. Similar requirements should be
written for other types of information platforms
accordingly.

Table 1: Reusable security requirements extracted
from laws and regulations applicable to healthcare

Requirement Description
type
Identification Services should identify and verify the identity
and of all of its human users before allowing them
authentication access to their resources.
requirements [17] §21,[20] §14,[18] §3-6, [16] §2-11 and §2-
12
Services should identify and verify the identity
of corresponding services before they are
allowed to communicate.
[22] §5-4,[20] §14
Authorisation Services should verify the authorisation level of
requirements users before access to sensitive data can be
given.
[17] §21, §22 [18] §3-6 [16] §2-11,§2-12
Integrity The platform should support integrity protection
requirements of sensitive personal data while it is stored.
[22] §5-5,[19] §16, [14] §13, [16] §2-13
The platform should be able to detect
unauthorised manipulation of data that is being
transmitted.
[22] §5-5,[19] §16, [14] §13, [16] §2-13
Privacy The platform must protect any stored sensitive
requirements personal data from unauthorised access.
[18] §3-6 and §5-3, [19] §16, [14] §13, [16] §2-
11
Personal sensitive data must be confidentiality
protected while transmitted over open, untrusted
communication lines.
[22] §5-5, [18] §3-6 and §5-3, [19] §16, [14]
§13, [16] §2-11
Security The platform should be able to log security
Auditing incidents, such as failed login attempts or
Requirements unauthorised access attempts to services in order
to discover and trace system abuse.
[16] §2-14
The platform should be able to log activities
related to access of sensitive information.
[16] §2-14
Survivability Input validation should be performed at time of
requirements data reception to reduce threats represented by
malicious content and malformed packets.
[22] §5-9
Multiple levels of security should be ensured to
avoid a single point of failure.
[22] §5-4
Data freshness should be controlled to prevent
chances of replay attacks.
[22] §5-5
Non-repudiation | A patient journal should show who has added
requirements content, e.g. through electronic signatures.
[17] §40, [20] §7

5. Discussion

Toval et al. [13] says that it makes sense to consider
reuse of legal requirements for personal data protection
because: 1) it is difficult to understand and extract
requirements directly from legal documents, 2) it will
make it possible to ensure beforehand that the
information system to be built will fulfil regulations,




and 3) reuse will enable high efficiency because many
applications will have similar needs.

Concerning the first point, an approach using a
security repository concept such as those presented by
Meland et al. [11] and Ardi et al. [25] allows security
experts together with legal professionals to share the
results of the complex requirements elicitation process.
To include a feedback system in such repositories will
allow both developers and other security experts to
review the requirements, and constantly improve the
repository content. However, such repositories will of
course need a critical mass of content before being
really usable, something that must be done by
receiving quality-assured input over time.

The second point is related to the possibility of
tracing, and thus the ability to determine, the fulfilment
of legal requirements. Our work is very much related
to that of van der Haak et al. [1] and Ilioudis and
Pangalos [3], in that we study legislation in order to
derive requirements for health systems. However, we
address what we believe is a major weakness of their
work, i.e. that the traceability between legislation and
solution is missing. Like Ilioudis and Pangalos we
focus on reusability, though our approach is more
similar to that of Toval et al. in that we suggest
reusable security requirements that should be available
through a repository whereas Ilioudis and Pangalos
present a security policy. In our approach, where we
explicitly state the relation between legislation and
requirement, traceability to legislation is possible
throughout the software development lifecycle by
keeping track of requirements fulfilment. Our approach
can thus be used to ease the job of documenting that a
healthcare application satisfies legal requirements. As
such, it may help various governments in the process
of accrediting healthcare software systems for
treatment of sensitive personal data.

Toval et al.’s third point says that reuse of legal
requirements will enable efficiency. This can be seen
in relation to Zuccato et al [26] who claim that finding
the right security requirements is challenging because
they are often “perceived as self-evident or even
annoying”. The result is often a small set of fuzzy
requirements that development teams can make little
practical use of. We believe that a lot of similar
projects should be able to share and reuse many of the
same security requirements, and plan to use the
repository developed by Meland et al. for this. As such,
we should be able both to increase efficiency and
quality in the requirements elicitation phase for
healthcare applications.

We have used Firesmith’s categories [9] to group
related requirements. The grouping of similar
requirements is done to ease the task of finding related
and relevant requirements in the repository. However,

when the number of requirements increase it may be
necessary with relations beyond Firesmith’s categories,
e.g. to:

— create new groups of requirements that

naturally belong together

— connect requirements to specific technologies,

e.g. SOA

— identify which requirements are in conflict or

are overlapping

Otto and Antén point out that a requirements
catalogue or repository must be updated each time a
new law changes. Otherwise, there may be doubts
whether the repository content is of sufficient quality.
Consequently, there must be well defined routines for
keeping the repository up to date and changes must be
reported. This is a challenge within this domain, as
information security and data protection legislation is
relatively new and still an emerging field. There exist
little case law to guide requirements engineers with the
legal interpretation [12], yet we conjecture that an
alternative sorting of the repository, allowing us to
trace all requirements connected to each fragment of
legal text, could offer some help in monitoring needs
for update if the law changes.

Considering the perspective of legal protection
related to personal data, we believe reuse of
legislation-based requirements will contribute to a
uniform interpretation of the legislation protecting
against unintended differences between systems.
However, laws are not primarily designed as system
requirements, but rather more as a balancing of bound-
aries, processes, duties and rights. When deriving
reusable technical requirements from legislation and
making them available in a repository it is prudent to
ask a number of questions: Should the requirements
themselves be considered as regulations, and if so,
should there be any sanctions if they are violated? Is
there a risk of incorrect use of the requirements? Who
should be responsible for controlling them? These are
open questions that need further research. However, we
consider our proposed approach more as a support and
guide for software developers to implement secure
software, where the traceability between technical
security requirements and legislation help documenting
that necessary measures are included to satisfy
legislation.

In this paper we have used Norwegian legislation to
exemplify our work. Similar should be performed for
other European implementations of The European Data
Protection Directive.

6. Conclusion



We have elicited technical security requirements
from legislation applicable to the healthcare domain.
They are written to support reuse and provide
traceability to the legislation from which they were
derived.
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